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1. Introduction
This pCR introduces some of the SWm procedures.
2. Reason for Change
Current TS 29.273 lacks text regarding SWm procedures.
3. Conclusions

<Conclusion part (optional)>

4. Proposal

It is proposed to agree the following changes to 3GPP TS 29.273 v0.2.0.
* * * First Change * * * *

7.2


Protocol

The SWm reference point shall be based on Diameter, as defined in IETF RFC 3588 [7] and contain the following additions and extensions:

· IETF RFC 4005 [4], which defines a Diameter protocol application used for Authentication, Authorization and Accounting (AAA) services in the Network Access Server (NAS) environment.

· IETF RFC 4072 [5], which provides a Diameter application to support the transport of EAP (IETF RFC 3748 [8]) frames over Diameter. 
· IETF Darft draft-korhonen-dime-pmip6 [2], which defines a Diameter extensions and application for PMIPv6 MAG to AAA and LMA to AAA interfaces.

· IETF Draft draft-ietf-dime-mip6-integrated [6], which defines Diameter extensions for Mobile IPv6 NAS to AAA interface.
In the case of an untrusted non-3GPP IP access, the MAG to 3GPP AAA server or the MAG to 3GPP AAA proxy communication shall use the MAG to AAA interface functionality defined in IETF Darft draft-korhonen-dime-pmip6 [2] and the NAS to AAA interface functionality defined in IETF Draft draft-ietf-dime-mip6-integrated [6].

The MAG to AAA interface functionality over the SWm reference does not define a new Application-Id but reuses existing EAP (IETF RFC 4005 [4]) and/or NASREQ (IETF RFC 4072 [5]) applications.
Editor’s Note: it is FFS whether a new application is needed for the authorization phase.
The ePDG acts as a MAG and NAS when the UE attaches to the EPC using the S2b reference point.
* * * Next Change * * * *

7.3


Procedures Description


7.3.1
Authentication Procedures
The authentication procedure is used between the ePDG and 3GPP AAA Server/Proxy.  It is invoked by the ePDG, on receipt from the WLAN-UE of a "tunnel establishment request" message. This takes the form of forwarding an IKEv2 exchange with the purpose of authenticating in order to set up an IKE Security Association (SA) between the UE and the ePDG. Once the IKE SA has been authenticated, more than one tunnel IPSec SA can be negotiated inside the IKE SA. Hence additional (IPSec) tunnels between the UE and ePDG do not need to trigger further Diameter EAP authentication messaging to the 3GPP AAA Server. 
The UE may attempt to set up additional accesses (IKE SA) via the IKE_SA procedure. In such cases, the authentication procedure is triggered over the SWm interface. Each new additional IKE SA shall be handled in a different Diameter session.

The SWm reference point performs authentication based on the reuse of the DER/DEA command set defined in Diameter_EAP application.
The Wm reference point performs authentication based on the reuse of the DER/DEA command set defined in Diameter_EAP application.

Table 7.3.1: Authentication Request

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	User Identity
	 User-Name
	M
	This information element contains the identity of the user.

	EAP payload
	EAP payload
	M
	Encapsulated EAP payload used for UE - 3GPP AAA Server mutual authentication

	Authentication Request Type
	Auth Req Type
	M
	Defines whether authentication only or authentication and authorization are required.  AUTHENTICATION_ONLY is required in this case

	Visited Network Identifier
	Visited-Network-Identifier
	C
	Identifier that allows the home network to identify the Visited Network.

This AVP shall be present if the ePDG is not in the WLAN-UE's home network i.e. the WLAN-UE is roaming.

	Access Type
	NAS-Port-Type
	M
	This AVP shall contain the value 5 (Virtual) to indicate that the user accessed the EPC through the untrusted non-3GPP access.


Table 8.3.1.2: Authentication Answer

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	EAP payload
	EAP payload
	M
	Encapsulated EAP payload used for UE - 3GPP AAA Server mutual authentication

	Master-Session-Key
	Master-Session-Key
	C
	It contains keying material for protecting the communication between the user and the NAS. Present when Result Code is set to "Success".

	Result code
	Result Code / Experimental-Result-Code
	M
	Result of the operation. 

Result-Code AVP shall be used for errors defined in the Diameter Base Protocol or as per in NASREQ . 1xxx should be used for multi-round, 2xxx for success.

Experimental-Result AVP shall be used for Wm errors. This is a grouped AVP which contains the 3GPP Vendor ID in the Vendor-Id AVP, and the error code in the Experimental-Result-Code AVP.


7.3.2
Authorization Procedures

This procedure is used between the ePDG and 3GPP AAA Server and Proxy. It is invoked by the ePDG, on receipt from the UE of a "tunnel establishment request" message and subsequent to the success of tunnel authentication i.e. on receipt of a DEA message from the 3GPP AAA Server with Result Code set to "Success".

The SWm reference point performs authorization download based on the reuse of the NASREQ IETF RFC 4005 [4] AAR-AAA command set. Upon a successful authorization, the 3GPP AAA server returns PMIPv6 related information back to the ePDG, This information includes the assigned PGW, UE HNP and/or UE IPv4-HoA. 
Table 7.3.2-1 SWm Authorization Request

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	User Identity
	User-Name
	M
	Set to the NAI identifier of the UE as specified in 3GPP TS 23.003 [14].

	Diameter Session ID
	Session-Id
	M
	This information element uniquely identifies the session.

	Request-Type
	Session-Request -Type
	M
	Type of SWm specific Diameter application request. The value AUTHORIZATION REQUEST (0). indicates the initial request for authorization of the user to the APN.

	Visited Network Identifier
	Visited-Network-Identifier
	C
	Identifier that allows the home network to identify the Visited Network.

This AVP shall be present if the ePDG is not in the UE's home network, i.e. the UE is roaming. 

	APN
	Called-Station-Id
	C
	This information element contains the APN which the UE is requesting authorization. This AVP is present when Session-Request-Type AVP is set to AUTHORIZATION REQUEST.

	QoS capabilities
	QoS-Capability
	C
	If the PDG supports QoS mechanisms, this information element may be included to contain PDG’s QoS capabilities.

	Mobility features
	MIP6-Feature-Vector
	M
	Contains the mobility features supported by the ePDG. The PMIP6_SUPPORTED flag shall be set. The IP4_HOA_SUPPORTED flag is set if the ePDG supports and the user subscription profile allowed the use of IPv4 HoA. 


Table 7.3.2-2: SWm Authorization Answer

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	User Identity
	User-Name
	C
	This information element contains the IMSI of the user. This shall be present if Registration Result Code is set to "Success" and the AAR did not contain the IMSI.

	Diameter Session ID
	Session-Id
	M
	This information element uniquely identifies the session.

	Registration Result
	Result Code/ Experimental Result Code
	M
	Result of the operation. 

Result-Code AVP shall be used for errors defined in the Diameter Base Protocol.

	Authorized mobility features
	MIP6-Feature-Vector
	C
	If the authorization succeeded, then this IE contains the authorized mobility features. The PMIP6_SUPPORTED flag shall be set. The IP4_HOA_SUPPORTED flag is set if the PGW supports and the user subscription profile allowed the use of IPv4 HoA.

	UE Home Network Prefix
	PMIP6-Home-Prefix
	C
	If the authorization succeeded, then this IE contains the HNP allocated and assigned to the UE.

	UE IPv4 Home Address
	PMIP6-IPv4-Home-Address
	C
	If the authorization succeeded, then this IE contains the IPv4-HoA allocated and assigned to the UE.

	Session time
	Session-Timeout
	C
	If the authorization succeeded, then this IE contains the time this authorization is valid for.

	QoS resources
	QoS-Resources
	C
	If the authorization succeeded, then the 3GPP AAA server includes a static QoS profile in this IE during the UE initial attach if the PGW included QoS-Capabilities AVP in the request message and the UE has been provisioned with a static QoS profile. The QoS profile template value in this IE is set to 0.

	Assigned PGW information
	MIP6-Agent-Info
	M
	Contains IP address and/or FQDN of the PGW assigned to the ePDG.


Editor’s Note: it is FFS whether AAA should used Framed-IP-Address and Framer-IP-Prefix instead of PMIP6-IPv4-Home-Address and PMIP6-Home-Prefix.
