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1. Introduction
This pCR introduces S6b procedures and information elements in DSMIPv6 case. This pCR also proposes different document structuring in case of information elements.
2. Reason for Change
Current TS 29.273 lacks text regarding S6b procedures and information elements in DSMIPv6 case.
3. Conclusions

<Conclusion part (optional)>

4. Proposal

It is proposed to agree the following changes to 3GPP TS <TS number and version>.
* * * First Change * * * *
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9.1


Functionality

The S6b reference point is defined between the 3GPP AAA Server and the PDN GW. The definition of the reference point and its functionality is given in 3GPP TS 23.402 [3].
When the UE attaches to the EPC using the S2c reference point, the S6b reference point is used to authenticate and authorize the UE.
The S6b reference point is used to authorize the incoming PBU in the case the UE attaches to the EPC using the S2a and S2b reference points. This reference point is also used to update the 3GPP AAA server or the 3GPP AAA proxy with the PDN-GW address information. Furthermore, this reference point may be used to retrive and update other mobility related parameters including static QoS profiles for non-3GPP accesses.

The S6b reference point is also used to authenticate and authorize the incoming MIPv4 Registration Request in the case the UE attaches to the EPC over the S2a reference point using MIPv4 FACoA procedures.

The S6b reference point is used by the 3GPP AAA Server in the case the UE attaches to the EPC using the S2c reference point to indicate to the PDN GW that a PDN GW reallocation shall be performed. This indication triggers the actual Home Agent reallocation procedure as specified in 3GPP TS 24.303 [13].

The H2 reference point is defined between the 3GPP AAA Server and the HA. The definition of the reference point and its functionality is given in 3GPP TS 23.327 [12].

Note: In the context of DSMIPv6 the procedures described in this specification apply to both S6b and H2.
9.2


Protocol

The S6b reference point shall be based on Diameter, as defined in IETF RFC 3588 [7] and contain the following additions and extensions:

· IETF RFC 4005 [4], which defines a Diameter protocol application used for Authentication, Authorization and Accounting (AAA) services in the Network Access Server (NAS) environment.

· IETF Darft draft-korhonen-dime-pmip6 [2], which defines a Diameter extensions and application for PMIPv6 MAG to AAA and LMA to AAA interfaces.

· IETF Draft draft-ietf-dime-qos-attributes [9], which defines attribute value pairs to convey QoS information between Diameter peers.
In the case of an untrusted non-3GPP IP access, the LMA to 3GPP AAA server or the LMA to 3GPP AAA proxy communication shall use the LMA to AAA interface functionality defined in IETF Darft draft-korhonen-dime-pmip6 [2].

The PDN-GW acts as a LMA when the UE attaches to the EPC using the S2a and the S2b reference points.

In the case the UE attached to the EPC using the S2a or the S2b reference points, then the Application-Id to be advertised over the S6b reference point corresponds to the "Diameter Proxy Mobile IPv6" (PMIP6) Application-Id as defined in the IETF Darft draft-korhonen-dime-pmip6 [2].
In the case the UE attached to the EPC using the S2c reference point, then the communication between the PDN GW and HA, draft-ietf-dime-mip6-split [11] shall be used. The Application-Id to be advertised over the S6b reference point corresponds to the DSMIPv6 "Diameter Mobile IPv6 IKE (MIP6I)" Application-Id as defined in IETF Draft draft-ietf-dime-mip6-split [11].
IKEv2 EAP-based initiator authentication is used for authenticating and authorizing the UE. In this case, the PDN GW or HA shall act as the NAS, as described in 3GPP TS 33.234 [10]. 


* * * Next Change * * * *

9.3.1
Authentication and Authorization Procedures when using DSMIPv6

The S6b interface shall enable the authentication and authorization between the UE and the 3GPP AAA Server/Proxy for DSMIPv6. 

When an UE performs the DSMIPv6 initial attach, it runs an IKEv2 exchange with the PDN GW as specified in 3GPP TS 24.303 [13]. In this exchange EAP AKA is used for UE authentication over IKEv2. The PDN GW acts as an IKEv2 responder and an EAP passthrough authenticator for this authentication. 

The S6b authentication and authorization procedure is invoked by the PDN GW after receiving an IKE_SA_AUTH message from the UE. The S6b reference point performs authentication based on reuse of the DER/DEA command set defined in Diameter EAP. The exact procedure follows the steps specified in draft-ietf-dime-mip6-split-07 [11].
 Table 9.3.1.1: Authentication request
	Information Element Name
	Mapping to Diameter AVP
	Cat.
	Description

	User identity
	User-Name
	M
	This information element contains the identity of the user

	Authentication Request Type
	Auth-Request-Type
	M
	Defines whether the UE is to be authenticated only, authorized only or both. AUTHORIZE_AUTHENTICATE is required in this case.

	EAP Payload
	EAP-Payload
	M
	Encapsulated payload for UE – 3GPP AAA Server mutual authentication

	Authentication Request Type
	Auth-Request-Type
	M
	Defines whether authentication or authorization are required. Authentication_Only is required in this case.

	Visited Network Identifier
	Visited-Network-Identifier
	C
	Identifier that allows the home network to identify the Visited Network. This AVP shall be present if the PDN GW is not in the UE's home network.

	Access Type
	NAS-Port-Type
	M
	The value is FFS

	DSMIPv6 subscriber profile 
	MIP6-Feature-Vector
	M
	It includes the subscriber profile of the UE in terms of DSMIPv6 feature the UE is authorized to use

	PGW identity
	MIP-Home-Agent-address
	M
	This IE contains the address of the selected PGW for the UE and the corresponding PDN connection.
Editor’s Note: this is going to change to MIP6-Agent-Info in the IETF Draft.

	UE Home Address
	MIP-Mobile-Node-Address
	M
	This IE contains the HNP and/or IPv4-HoA allocated and assigned to the UE, if available.

	APN
	Called-Station-Id
	M
	Contains the APN information extracted from the IKE_AUTH message.

	QoS capabilities
	QoS-Capability
	C
	If included in the request message, indicates to the 3GPP AAA server that the PGW capable of downloading a static QoS profile for the UE. The PGW includes this IE only during UE the initial attach. 


Table 9.3.1.2: Authentication and authorization answer
	Information Element Name
	Mapping to Diameter AVP
	Cat.
	Description

	EAP Payload
	EAP-Payload
	M
	Encapsulated payload for UE – 3GPP AAA Server mutual authentication

	Master Session Key
	EAP-Master-Session-Key
	C
	Keying material for protecting the communication between the UE and PDN GW. Present if result code is success.

	Result Code
	Result-Code / Experimental-Result-Code
	M
	Result of the operation. 

Result-Code AVP shall be used for errors defined in the Diameter Base Protocol or as per in NASREQ . 1xxx should be used for multi-round, 2xxx for success.

Experimental-Result AVP shall be used for S6b errors. This is a grouped AVP which contains the 3GPP Vendor ID in the Vendor-Id AVP, and the error code in the Experimental-Result-Code AVP.
If the Result-Code is set to DIAMETER_SUCCESS_RELOCATE_HA as defined in IETF Draft draft-ietf-dime-mip6-split [11], then the 3GPP AAA server is indicating to the PGW that it shall initiate a HA switch procedure towards the UE.

	DSMIPv6 subscriber profile 
	MIP6-Feature-Vector
	M
	It includes the subscriber profile of the UE in terms of DSMIPv6 feature the UE is authorized to use

	UE Home Address
	MIP-Mobile-Node-Address
	O
	If the authentication and authorization succeeded, then this IE may contain the HNP and/or IPv4-HoA allocated and assigned to the UE.

	PGW identity
	MIP-Home-Agent-Address
	C
	If the MIP-Home-Agent-Address IE is present in an answer message and the Result-Code AVP is set to DIAMETER_SUCCESS_RELOCATE_HA, then the 3GPP AAA server is indicating to the PGW that it shall initiate a HA switch procedure towards the UE. The address of the assigned PGW is defined in the MIP-Home-Agent-Address AVP.
Editor’s Note: this is going to change to MIP6-Agent-Info in the IETF Draft.

	Session time
	Session-Timeout
	C
	If the authentication and authorization succeeded, then this IE contains the time this authorization is valid for.

	QoS resources
	QoS-Resources
	C
	If the authentication and authorization succeeded, then the 3GPP AAA server includes a static QoS profile in this IE during the UE initial attach if the PGW included QoS-Capabilities AVP in the request message and the UE has been provisioned with a static QoS profile. The QoS profile template value in this IE is set to 0.
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9.3.1.1
PDN GW Detailed Behaviour

Editor’s note: In this sub-clause the detailed behaviour of the PDN GW for authentication procedures using DSMIPv6 is described.
9.3.1.2
3GPP AAA Server Detailed Behaviour

Editor’s note: In this sub-clause the detailed behaviour of the 3GPP AAA Server for authentication procedures using DSMIPv6 is described.
9.3.1.3
3GPP AAA Proxy Detailed Behaviour

Editor’s note: In this sub-clause the detailed behaviour of the 3GPP AAA Proxy for authentication procedures using DSMIPv6 is described.
9.x


Protocol Specification and Implementation

9.x.y
Commands
9.x.y.1
Commands for S6b DSMIPv6 authorization procedures
9.x.y.1.1
Diameter-EAP-Request (DER) Command
The Diameter-EAP-Request (DER) command, indicated by the Command-Code field set to 268 and the ‘R’ bit set in the Command Flags field, is sent from a PGW to a 3GPP AAA server. The Command Code value and the ABNF are re-used from the IETF Draft draft-ietf-dime-mip6-split [11].
     <Diameter-EAP-Request> ::= < Diameter Header: 268, REQ, PXY >

                                < Session-Id >

                                { Auth-Application-Id }

                                { Origin-Host }

                                { Origin-Realm }

                                { Destination-Realm }

                                { Auth-Request-Type }

                                [ Destination-Host ]

                                [ NAS-Identifier ]

                                [ NAS-IP-Address ]

                                [ NAS-IPv6-Address ]

                                [ NAS-Port-Type ]

                                [ User-Name ]

                                ...

                                [ Called-Station-Id]

                                ...

                                { EAP-Payload }

                                ...

                                [ MIP6-Feature-Vector ]

                             1*2{ MIP-Home-Agent-Address }

                             1*2{ MIP-Mobile-Node-Address }

                                [ QoS-Capability ]

                                ...

                              * [ AVP ]
9.x.y.1.1
Diameter-EAP-Answer (DEA) Command
The MIP6-EAP-Answer (MEA) command, indicated by the Command-Code field set to 268 and the ‘R’ bit cleared in the Command Flags field, is sent from a PGW to a 3GPP AAA server. The Command Code value and the ABNF are re-used from the IETF Draft draft-ietf-dime-mip6-split [11].
     <Diameter-EAP-Answer> ::= < Diameter Header: 268, PXY >

                               < Session-Id >

                               { Auth-Application-Id }

                               { Auth-Request-Type }

                               { Result-Code }

                               { Origin-Host }

                               { Origin-Realm }

                               [ User-Name ]

                               [ EAP-Payload ]

                               [ EAP-Reissued-Payload ]

                               [ EAP-Master-Session-Key ]

                               [ EAP-Key-Name ]

                               [ Multi-Round-Time

                               ...

                             *2[ MIP-Mobile-Node-Address ]

                               [ MIP6-Feature-Vector ]

                             *2[ MIP-Home-Agent-Address ]

                             * [ QoS-Resources ]

                               ...

                             * [ AVP ]
9.x.z
Information Elements
9.x.z.1
General definitions
9.x.z.1.1
S6b DSMIPv6 procedures
The following table describes the Diameter AVPs defined for the S6b interface protocol in DSMIPv6 mode, their AVP Code values, types, possible flag values and whether or not the AVP may be encrypted.
Table 9.5.y/1: Diameter S6b AVPs for DSMIPv6
	
	AVP Flag rules
	

	Attribute Name
	AVP Code
	Section defined
	Value Type
	Must
	May
	Should not
	Must not
	May Encr.

	MIP-Home-Agent-Address
	334
	9.x.z.a
	Address
	M
	
	
	V
	No

	MIP6-Feature-Vector
	tbd
	9.x.z.?
	Unsigned64
	M
	
	
	V
	No

	MIP-Mobile-Node-address
	333
	9.x.z.b
	Address
	M
	
	
	V
	No

	Visited-Network-Identifier
	600
	9.x.z.c
	UTF8String
	M, V
	
	
	
	No

	QoS-Capability
	tbd
	9.x.z.?
	Grouped
	M
	
	
	
	

	QoS-Resources
	tbd
	9.x.z.?
	Grouped
	M
	
	
	
	


9.x.z.a
MIP-Home-Agent-Address
The MIP-Home-Agent-Address AVP contains the IPv6 or the IPv4 address of the HA. 
9.x.z.b
MIP-Mobile-Node -Address

The MIP-Mobile-Node-Address AVP contains the IPv6 or IPv4 Home Address of the UE.
9.x.z.c
Visited-Network-Identifier
The Visited-Network-Identifier AVP contains an identifier that helps the home network to identify the visited network (e.g. the visited network domain name). The Vendor-Id shall be set to 10415 (3GPP).

The AVP shall be encoded as:
mnc<MNC>.mcc<MCC>.3gppnetwork.org
