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1. Introduction
This contribution discusses the two allowed options for sequence checks of mobility signaling messages with PMIPv6: timestamp and sequence numbers. It proposes to mandate the usage of timestamp option. 

2. Reason for Change
PMIPv6 allows the use of two different schemes for sequence checks of mobility signaling messages. 
MIPv6 uses sequence numbers to allow control of message ordering and minimal replay protection. 
With PMIPv6 the timestamp option is additionally introduced. Sequence numbers may still be used, but due to the very nature of PMIP, different nodes (MAGs) will send mobility signaling messages, and it is an open problem how to synchronize between them. 
The PMIPv6 draft does not exclude the possibility of context transfers between MAGs, which would be required to enable usage of sequence numbers. Yet, such transfers are currently foreseen neither between 3GPP and non-3GPP accesses, nor is the context transfer of currently specified handover/relocation procedures within 3GPP access capable of handling such information.
It is therefore proposed to mandate the timestamp option. Under this condition the setting of sequence numbers would be irrelevant. However, it is proposed to set sequence numbers in monotonically increasing order per MAG.

Note: the handling of sequence numbers in mixed PMIP-CMIP scenarios is still open, and not described in this specification  
3. Proposal

It is proposed to agree the following changes to 3GPP TS 29.275.
* * * First Change * * * *

4.1.1.1
Proxy Binding Update

The fields of a PBU message for the PMIPv6 Initial Binding Registration procedure are depicted in Table 4.1.1.1-1. 

The Mobility Options in a PBA message for the PMIPv6 Initial Binding Registration procedure are depicted in Table 4.1.1.1-2. 
Table 4.1.1.1-1: Fields of a PBU message for the PMIPv6 Initial Binding Registration procedure
	Information element
	IE Description
	Reference

	Sequence Number
	Set locally (i.e. per MAG) to a monotically increasing value.
	RFC 3775 [8], draft-ietf-netlmm-proxymip6 [4]

	Lifetime
	Set to the requested number of time units the binding shall remain valid.
	RFC 3775 [8]

	Acknowledge (A)
	Set to "1" to request an acknowledgement message.
	RFC 3775 [8]

	Proxy Registration Flag (P)
	Set to "1" to indicate that the Binding Update message is a proxy registration. 
	draft-ietf-netlmm-proxymip6 [4]


Table 4.1.1.1-2: Mobility Options in a PBU message for the PMIPv6 Initial Binding Registration procedure
	Information element
	Cat.
	IE Description
	Reference

	Mobile Node Identifier option
	M
	Set to the NAI identifier of the UE as specified in IETF RFC 4282 [9], formatted as defined in 3GPP TS 23.003 [12].
	RFC 4283[10]

	IPv6 Home Network Prefix option
	O
	Set to the value "0::/0" to request allocation for the UE of an IPv6 Home Network Prefix for the UE in the PDN corresponding the EPS Access Point Name.
	draft-ietf-netlmm-proxymip6 [4]

	Handoff Indicator option
	M
	Set to the value "1" to indicate attachment over a new interface.
	draft-ietf-netlmm-proxymip6 [4]

	Access Technology Type option
	M
	Set to the RAT type (e.g., "E-UTRAN") or to a value matching the characteristics of the non-3GPP access the UE is using to attach to the MAG.
	draft-ietf-netlmm-proxymip6 [4]

	Timestamp option
	M
	Set to the current time
	draft-ietf-netlmm-proxymip6 [4]

	GRE key option
	M
	Set to the forward GRE key to be used for downlink GRE encapsulated packets.
	draft-muhanna-netlmm-grekey-option [7]

	Alternate Care-of Address option
	O
	Set to an address to use as the Proxy-CoA for the binding instead of the address present in the Source Address field of the IPv6 header of the Proxy Binding Update message.
	RFC 3775[8]

	IPv4 Home Address option
	O
	Set to the value "0.0.0.0" to request allocation for the UE of an IPv4 Home Address in the PDN corresponding to the EPS Access Point Name.
	draft-ietf-mext-nemo-v4traversal [13]

	Service Selection Mobility Option
	M
	Set to the EPS Access Point Name to which the UE attaches, formatted as defined in 3GPP TS 23.003 [12]
	RFC 5149[11]

	Vendor Specific Option
	O
	Contain Protocol Configuration Options (details FFS).
	IETF RFC 5094 [14]


Editor’s note: It is FFS how static allocation of IPv6 Home Network Prefix and/or IPv4 Home Address are handled.

Editor’s note: It is FFS if and how the Alternate Care-of Address option is used.

Editor’s note: At least one of the IPv6 Home Network Prefix option and IPv4 Home Address option shall be included in the PBU.
4.1.1.2
Proxy Binding Acknowledgement
The fields of a PBA message for the PMIPv6 Initial Binding Registration procedure are depicted in Table 4.1.1.2-1. 

The Mobility Options in a PBA message for the PMIPv6 Initial Binding Registration procedure are depicted in Table 4.1.1.2-2. 
Table 4.1.1.2-1: Fields of a PBA message for the PMIPv6 Initial Binding Registration procedure
	Information element
	IE Description
	Reference

	Sequence Number
	Copied from the corresponding Proxy Binding Update message. 
	RFC 3775 [8], draft-ietf-netlmm-proxymip6 [4]

	Lifetime
	Set to the granted number of time units the binding shall remain valid.
	RFC 3775 [8]

	Acknowledge (A)
	Set to "1" to request an acknowledgement message.
	RFC 3775 [8]

	Proxy Registration Flag (P)
	Set to "1" to indicate that the Binding Update message is a proxy registration. 
	draft-ietf-netlmm-proxymip6 [4]


Table 4.1.1-2: Mobility Options in a PBA message for the PMIPv6 Initial Binding Registration procedure
	Information element
	Cat.
	IE Description
	Reference

	Mobile Node Identifier option
	M
	Set to the NAI identifier of the UE as specified in IETF RFC 4282 [9], formatted as defined in 3GPP TS 23.003 [12].
	RFC 4283[10]

	IPv6 Home Network Prefix option
	O
	Set to the IPv6 Home Network Prefix Allocated for the UE based on the selected PDN corresponding to the EPS Access Point Name.
	draft-ietf-netlmm-proxymip6 [4]

	Handoff Indicator option
	M
	Set to the value "1" to indicate attachment over a new interface.
	draft-ietf-netlmm-proxymip6 [4]

	Access Technology Type option
	M
	Set to the RAT type (e.g., "E-UTRAN") or to a value matching the characteristics of the non-3GPP access the UE is using to attach to the MAG.
	draft-ietf-netlmm-proxymip6 [4]

	Timestamp option
	M
	Set to the current time
	draft-ietf-netlmm-proxymip6 [4]

	GRE key option
	M
	Set to the reverse GRE key to be used for uplink GRE encapsulated packets.
	draft-muhanna-netlmm-grekey-option [7]

	Alternate Care-of Address option
	O
	Set to an address to use as the Proxy-CoA for the binding instead of the address present in the Source Address field of the IPv6 header of the Proxy Binding Update message.
	RFC 3775[8]

	IPv4 Home Address option
	O
	Set to the IPv4 Home Address allocated for the UE based on the selected PDN corresponding to the EPS Access Point Name.
	draft-ietf-mext-nemo-v4traversal [13]

	Service Selection Mobility Option
	M
	Set to the EPS Access Point Name to which the UE attaches, formatted as defined in 3GPP TS 23.003 [12]
	RFC 5149[11]

	Vendor Specific Option
	O
	Contain Protocol Configuration Options (details FFS).
	IETF RFC 5094 [14]


Editor’s note: It is FFS if and how the Alternate Care-of Address option is used.

Editor’s note: At least one of the IPv6 Home Network Prefix option and IPv4 Home Address option shall be included in the PBU.
4.1.2 
MAG procedures
A MAG initiating the PMIPv6 Initial Binding Registration procedure shall follow the "Mobile Node Attachment and Initial Binding Registration" procedure described in the PMIPv6 [4] and IPv4 support for PMIPv6 [5] specifications with the following additional requirements: 

1. Generate a forward GRE key that is not already in use locally for downlink traffic to that UE, as specified in the GRE Key Option for PMIPv6 specification [7]. 

Set other parameters in the PBU as specified by the PBU parameters section for this procedure.
The generation of sequence numbers is done only locally according to the rules set forth in RFC 3775 [8]. No synchronization of sequence numbers e.g. based on context transfers is assumed.
4.1.2 
LMA procedures
On reception of a PBU, the LMA shall initiate the "Initial Binding Registration (New Mobility session)" and "Processing Binding Registrations" procedures described in the PMIPv6 [4] and IPv4 support for PMIPv6 [5] specifications with the following additional requirements: 

1. Select the PDN for the UE based on the APN present in the PBU.

2. Allocate an IPv6 Home Network Prefix and/or an IPv4 Home Address for the selected PDN.

3. Generate a reverse GRE key that is not already in use locally for uplink traffic from that UE, as specified in the GRE Key Option for PMIPv6 specification [7].
4. Set parameters in the PBA as specified by the PBA parameters section for this procedure.
Editor’s note: It is FFS how static allocation of IPv6 Home Network Prefix and/or IPv4 Home Address are handled.
































































































