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Foreword

This Technical Specification has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:

Version x.y.z

where:

x
the first digit:

1
presented to TSG for information;

2
presented to TSG for approval;

3
or greater indicates TSG approved document under change control.

y
the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.

z
the third digit is incremented when editorial only changes have been incorporated in the document.

Introduction

This clause is optional. If it exists, it is always the second unnumbered clause.

1
Scope

The present document specifies the stage 3 of the GPRS Tunnelling Protocol, Version 2 for Evolved Packet System interfaces. GTPv2 has two flavors, a control plane protocol (GTPv2-C) and the user plane protocol (GTPv2-U).

In this document, unless otherwise specified the S5 interface refers always to "GTP-based S5" and S8 interface refers always to "GTP-based S8" interface. 

GTPv2-C shall be used across the following signaling interfaces: S3, S4, S5, S8, S10, S11 and S101.

Editor’s note: GTP version selection for the user plane (GTPv2-U) interfaces (S1-U, X2, S4, S5, S8 and S12) is FFS.

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

· References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

· For a specific reference, subsequent revisions do not apply.

· For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

  [21.905]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
  [23.003]
3GPP TS 23.003: "Numbering, addressing and identification".

  [23.401]
3GPP TS 23.401: "General Packet Radio Service (GPRS) enhancements for Evolved Universal Terrestrial Radio Access Network (E-UTRAN) access".

  [29.060]
3GPP TS 29.060: "General Packet Radio Service (GPRS); GPRS Tunnelling Protocol (GTP) across the Gn and Gp interface".

  [x]
3GPP TS xxx: "xxx".

  [x]
3GPP TS xxx: "xxx".

  [x]
3GPP TS xxx: "xxx".

  [x]
3GPP TS xxx: "xxx".

  [x]
3GPP TS xxx: "xxx".

  [IP]
IETF RFC 791 (STD 0005): "Internet Protocol", J. Postel.

  [UDP]
IETF RFC 768 (STD 0006): "User Datagram Protocol", J. Postel.
  [x]
IETF RFC xxx: "", xxx.
  [x]
IETF RFC xxx: "", xxx.

  [x]
IETF RFC xxx: "", xxx.

  [x]
IETF RFC xxx: "", xxx.

  [x]
IETF RFC xxx: "", xxx.

3
Definitions, symbols and abbreviations

3.1
Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1].
Definition format

<defined term>: <definition>.

example: text used to clarify abstract rules by applying them literally.

3.2
Symbols

For the purposes of the present document, the following symbols apply:

Symbol format

<symbol>
<Explanation>

3.3
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].
Abbreviation format

<ACRONYM>
<Explanation>

4
General

To be edited
4.1
GTP Path

To be edited
4.2
Protocol stack

Protocol stack for GTPv2 is depicted in Figure 4.2.
 SHAPE  \* MERGEFORMAT 



Figure 4.2: GTPv2 stack

GTPv2 headers are specified in respective clauses of this specification. A pair of UDP/IP endpoints identify a GTP path.

4.2.1
UDP header and port numbers

A User Datagram Protocol (UDP) compliant with RFC 768 [UDP] shall be used.

4.2.1.1
Request Messages

The UDP Destination Port number for GTP-C request messages is 2123. It is the registered port number for GTP-C. 

The UDP Destination Port number for GTP-U request messages is 2152. It is the registered port number for GTP-U.

The UDP Source Port is a locally allocated port number at the sending GTP entity.

4.2.1.2
Response Messages

The UDP Destination Port value shall be the value of the UDP Source Port of the corresponding request message.

The UDP Source Port shall be the value from the UDP Destination Port of the corresponding request message.

4.2.2
IP header and IP addresses

An Internet Protocol (IP) compliant with RFC 791 [IP] shall be used.

4.2.2.1
Request Messages

The IP Source Address shall be an IP address of the source GTPv2 entity from which the message is originating.

The IP Destination Address in a GTP request message shall be an IP address of the destination GTPv2 entity.

4.2.2.2
Response Messages

The IP Source Address shall be an IP address of the source GTPv2 entity from which the message is originating. 

The IP Destination Address shall be copied from the IP Source Address of the GTP request message to which this GTPv2 entity  is replying.

4.2.3
Layer 2

Typically Ethernet will be used as a Layer 2 protocol, but operators may use any other technology.

4.2.4
Layer 1

Operators may use any Layer 1 technology.
4.3
Transmission Order and Bit Definitions

The messages in this document shall be transmitted in network octet order starting with octet 1.

The most significant bit of an octet in a GTP message is bit 8. If a value in a GTP message spans several octets and nothing else is stated, the most significant bit is bit 8 of the octet with the lowest number.

5
GTP Header

5.1
General format of GTPv2 header

The GTP header is a variable length header used for both the GTP-C and the GTP-U protocols. The length of GTPv2 header shall be a multiple of 4 octets. The GTP header shall be at least 4 bytes long. Figure 5.1 illustrates the format of the GTPv2 Header. 

	
	
	Bits

	Octets
	
	8
	7
	6
	5
	4
	3
	2
	1

	1
	
	Version
	FFS
	T
	E
	S
	FFS

	2
	
	Message Type

	3
	
	Message Length (1st Octet)

	4
	
	Message Length (2nd Octet)

	5 - n
	
	These octets are present in the header if either of the T, S or E flags is set to ‘1’. Therefore, if present the octets contain either a TEID, or a Sequence Number and two spare octets, or an Extension Header(s), or any combination of these. If T flag is set to 1, then TEID shall be placed into octets 5-8. If S flag is set to 1, then SN shall be placed either after the TEID, or if TEID is not present, then into octets 5-6 and shall be followed by two spare octets. An Extension Header shall be placed only after the TEID and/or two spare octets.


Figure 5.1: The format of GTPv2 Header

Octet 1 of the GTPv2 header shall contain the following fields:

-
Bits 6-8 represent the Version field. This field shall be used to determine the version of the GTP protocol. The version number shall be set to binary '010'.

-
Bit 2 represents the Sequence number flag (S). S flag shall be used to signal the presence of the GTP Sequence Number field and two spare octets in the GTP header. If S flag is set to 1, then the GTP header is longer than 8 octets and the Sequence Number value shall be inserted into octets 9 and 10 (right after TEID field in octets 4-8). Two spare octets shall follow the Sequence Number field. If S flag is set to 0, then the Sequence Number field and two spare octets shall not be present in the GTP header at all (i.e. the given GTP header could be 8 octets long).

-
Bit 3 represents the Extension Header flag (E). E flag shall be used to signal the presence of the GTP Extension Header field in the GTP header. If E flag is set to 1, then the GTP header is longer than 8 octets and the Extension Header value shall be inserted either right after TEID field (if the S flag is set to 0) or right after two spare octets (if the S flag is set to 1). If E flag is set to 0, then the Extension Header field shall not be present in the GTP header at all (i.e. the given GTP header could be 8 octets long).

-
Bit 4 represents the TEID flag (T). T flag shall be used to signal the presence of the TEID field in the GTP header. If T flag is set to 0, then the TEID field is not present in the GTP header at all (i.e. the given GTP header may even be 4 octets long). If T flag is set to 1, then the TEID field immediately follows the Length field in octets 5 – 8.

Editor’s note: the exact coding of bits 1 and 5 in the Octet 1 is FFS.

The GTP-C and the GTP-U use some of the fields in the GTP header differently. The detailed use of such fields is described in the sections related to GTP-C and to GTP-U.

Octet 2-8 of the GTPv2 header shall contain the following fields:

-
Message Type field. This field shall indicate the type of GTP message. 

-
Length field. This field shall indicate the length of the message in octets excluding the mandatory part of the GTP header (the first 4 octets). The TEID (if present), Sequence Number and Extension Header(s) shall be included in the length count.

-
Tunnel Endpoint Identifier (TEID) field. If present, this field shall unambiguously identify a tunnel endpoint in the receiving GTP‑U or GTP-C protocol entity.

5.1.1
Extension Header

5.1.1.1
General format of the Extension Header

The Extension Header is a variable length header, which may be used by both the GTP-C and the GTP-U protocols. The length of an Extension Header shall be a multiple of 4 octets. The Extension Header shall be at least 4 octets long.  Figure 5.1.1.1.1 illustrates the format of the Extension Header.

	
	
	Bits

	Octets
	
	8
	7
	6
	5
	4
	3
	2
	1

	1
	
	Extension Header Type
	CR
	Length
	NEH

	2 – 4n
	
	The actual value of the Extension header and a padding, if necessary (n = 1, 2, … m)


Figure 5.1.1.1: The format of the Extension Header

Octet 1 of the Extension Header shall contain the following fields:

· Bits 6-8 shall represent the Extension Header Type field.

· Bit 5 shall represent Comprehension Required (CR) flag. If CR is set to 1, then the comprehension of the given Extension Header is required. If CR flag is set to 0 and the receiving entity does not support the extension header type, then the extension header shall be ignored.

· Bits 2-4 shall represent the overall length of the Extension Header (including Octet 1) in units of 4 octets. This field shall be used to determine the overall length of the Extension Header and provides for the value range of 4 – 28 octets (decimal).

· Bit 1 shall represent the Next Extension Header (NEH) flag. If the NEH flag is set to 1, another Extension Header follows the given one. Otherwise, the given Extension Header is the last field of the GTPv2 header.

Octet 2-4n (n = 1, 2, … m) of the Extension Header shall contain the following fields:

-
The actual value of the Extension Header.

-
Padding, if necessary
5.1.1.2
Extension Header types

The Extension Header Type field provides for the value range of 0 – 7 (decimal). 
Editor’s note: it is FFS if the receiving entity should notify the sending entity about discarded EH, or not.

5.2
GTP-C header

Apart from Echo Request, Echo Response and Version Not supported messages the GTP-C message header shall contain TEID and Sequence Number fields, followed by two spare octets. Typical GTP-C header is depicted in figure 5.2.

	
	
	Bits

	Octets
	
	8
	7
	6
	5
	4
	3
	2
	1

	1
	
	Version
	FFS
	T=1
	E
	S=1
	FFS

	2
	
	Message Type

	3
	
	Message Length (1st Octet)

	4
	
	Message Length (2nd Octet)

	5
	
	Tunnel Endpoint Identifier (1st Octet)

	6
	
	Tunnel Endpoint Identifier (2nd Octet)

	7
	
	Tunnel Endpoint Identifier (3rd Octet)

	8
	
	Tunnel Endpoint Identifier (4th Octet)

	9
	
	Sequence Number (1st Octet)

	10
	
	Sequence Number (2nd Octet)

	11
	
	Spare

	12
	
	Spare

	13 - n
	
	These octets are present in the header if E flag is set to ‘1’ and contain one or more Extension Headers.


Figure 5.2: The format of typical GTPv2 Control Plane message Header

5.2.1
Usage of the GTP-C Header

To be edited

5.3
GTP-U header

To be edited

5.3.1
Usage of the GTP-U Header

To be edited
6
GTP Messages and Message Formats

To be edited

6.1
Message Format and Type values

GTP defines a set of messages between two associated EPC network elements. The messages to be used are defined in the Table 6.1.
Table 6.1: Messages types for GTPv2

	Message Type value (Decimal)
	Message
	Reference
	GTP-C
	GTP-U

	0
	Reserved
	
	
	

	1
	Echo Request
	
	X
	X

	2
	Echo Response
	
	X
	X

	3
	Version Not Supported
	
	X
	

	4-30
	Reserved for other protocols (currently, for S101)
	
	
	

	31
	Create Bearer Request (currently only for default bearer activation across S11)
	
	
	

	32
	Create Bearer Response (currently only for default bearer activation across S11)
	
	X
	

	33
	Delete Bearer Request
	
	X
	

	34
	Delete Bearer Response
	
	X
	

	35
	Update Bearer Request (currently only for default bearer activation across S11)
	
	X
	

	36
	Update Bearer Response (currently only for default bearer activation across S11)
	
	X
	

	37-254
	FFS
	
	X
	

	255
	User plane data (payload). G-PDU
	
	
	X


6.1.1
Presence requirements of Information Elements

To be edited
6.1.2
Comprehension requirements for Information Elements

For future extensibility of the GTP-C protocol, it shall be possible to add new mandatory and conditional Information Element (IE) types to the existing messages.
Editor’s note: It is FFS if these requirements would apply also to GTP-U.

For the legacy GTPv2 entity such IEs will be unexpected, but will be treated as optional IEs. That is, the IEs of known type will be processed and the IEs of unknown type will be silently discarded.
In future updates to the existing procedures it may become required that the sending entity is aware if the new mandatory or conditional IE was comprehended by the receiver, or not. 
New IE types that may be defined in future spec releases may belong to one of two classes:

-
IEs which can be safely ignored by the receiving entity. As all IEs are TLV encoded, a receiving entity can always continue decoding the rest of the message by ignoring the unknown IE.

-
IEs which require support by the receiving entity and which shall cause the rejection of the GTP message if such an IE is unknown or not supported.

Editor’s Note: It is for further study if a rejected Response message shall lead to an error notification back to the sender. Rejected Request messages shall always include an appropriate rejection cause value in the corresponding Response, but this can be added to the normative text, here or in clause 9.1, once the handling of Response messages is decided.

In order to support both types of future IEs, a flag "Comprehension Required" (CR) is part of the common header of each IE (see subclause 9.x)

6.1.3
Grouped Information Elements

Information elements can contain other IEs. This type of IE is called "Grouped IEs".

Grouped IEs have a length value in the TLV encoding, which includes the added length of all the embedded IEs plus the length of any other value fields. Example:

[image: image4.emf] 

Type  

9+x + y  

Type  

y  

Length   Length   Type   Length  

First embedded IE   Second embedded IE  

Grouped IE  

3 octets field  

x  


Figure 6.1.3: Grouped IE format

Grouped IEs are not marked by any flag or limited to a specific range of IE type values. The clause describing an IE in this specification shall explicitly state if it is grouped.

7
GTP-C messages

To be edited

7.1
Path Management Messages

Three path management messages are specified for GTP-C: Echo Request, Echo Response and Version Not Supported.

7.1.1
Echo Request

A GTP-C entity may send an Echo Request to find out if the peer entity is alive. When and how often an Echo Request message may be sent is implementation specific but an Echo Request shall not be sent more often than every 60 s on each path. Table 7.1.1 specifies the information elements included in the Echo Request message.

Editor’s note: This is an implementation issue, but it is recommended that Echo Request should be sent only when a GTP-C entity has not received any GTP message on the GTP-C path for a specific time.
The optional Private Extension contains vendor or operator specific information.

Table 7.1.1: Information Element in Echo Request
	Information elementss
	Presence requirement
	CR

(yes/no)
	IE Type

	Private Extension
	Optional
	No
	Private Extension


7.1.2
Echo Response

A GTP-C shall be prepared to receive an Echo Request at any time and it shall reply with an Echo Response. Table 7.1.2 specifies the information elements included in the Echo Response message.

The Recovery information element contains the local Restart Counter (see section Restoration and Recovery) value for the node that sends the Echo Response message.

The GTPv2 entity that receives an Echo Response from a peer shall compare the Restart Counter value received with the previous Restart Counter value stored for that peer entity. If no previous value was stored, the Restart Counter value received in the Echo Response shall be stored for the peer.

The value of a Restart Counter previously stored for a peer may differ from the Restart Counter value received in the Echo Response from that peer. In this case, the entity that sent the Echo Response shall be considered as restarted. The new Restart Counter value received shall be stored by the receiving entity, replacing the value previously stored for the peer.

The optional Private Extension contains vendor or operator specific information.

Table 7.1.2: Information Element in Echo Response
	Information elementss
	Presence requirement
	CR

(yes/no)
	IE Type

	Recovery
	Mandatory
	
	Recovery

	Private Extension
	Optional
	No
	Private Extension


7.1.3
Version Not Supported

This message contains only the GTPv2 header and indicates the latest GTP version that the sending entity supports.

7.2
Tunnel Management Messages

7.2.1
Create Bearer Request

7.2.1.1
Requesting Default Bearer creation across S11 interface within the EUTRAN Initial Attach procedure

Editor’s note: It is FFS if the content of this subclause stays confined to Create Default Bearer Request message across S11 interface, or if it will be generalized for all Create request messages.

A Create Bearer Request message shall be sent from a MME to a SGW as a part of the bearer establishment procedure. 

The MME shall include IMSI IE in Create Bearer Request message.

Editor’s note: Emergency call related matters (e.g. availability of IMSI) are FFS.

The MME shall include MSISDN IE in Create Bearer Request message, if available.
The MME shall include EPS Bearer ID (EBI) IE in Create Bearer Request message.

The MME shall include MME S11 Address for Control Plane IE and MME S11 TEID for Control Plane IE in Create Bearer Request message. These IEs specify the downlink tunnel for control plane messages which is chosen by the MME. The SGW shall include this Tunnel Endpoint Identifier in the GTP header of all downlink control plane messages which are related to the requested bearer.

The MME shall include selected PGW S5/S8 Address for Control Plane IE in Create Bearer Request message. The SGW needs this address for sending Create Bearer Request message to PGW.

Editor’s notes: It is FFS whether static PDN address for UE will be supported in EPS.

The MME shall include Access Point Name (APN) IE in Create Bearer Request message. The APN may or may not contain APN-OI. APN-OI may contain either HPLMN MCC and MNC, or VPLMN MCC and MNC.

Editor’s note: APN matter is still not completely clear at stage 2.

The MME shall include Bearer Level Quality of Service (Bearer QoS) Profile IE in Create Bearer Request message. The QoS Profile IE is included in Create Bearer Request message to contain the Bearer QoS derived from subscription data of UE. It is FFS what parameters are included in the IE.

The MME shall include RAT Type IE in Create Bearer Request message, for PCC decision.

Editor’s note:
IF MME is unaware of the actual RAT type, then MME either sets the RAT type value to ‘unknown’ or does not send the IE altogether.

The MME shall include PDN Address Allocation (PAA) IE, if available in Create Bearer Request message.

The MME shall include Aggregate Maximum Bit Rate (AMBR) IE in Create Bearer Request message (see 3GPP TS 23.401[23.401]).
The MME shall include Protocol Configuration Options (PCO) IE in Create Bearer Request message, if available.

The MME shall include ME Identity (MEI) IE in Create Bearer Request message, if available.
The MME shall include Serving Network IE in Create Bearer Request message.
The MME may include Private Extension IE in Create Bearer Request message.
Table 7.2.1.1 lists the Information Elements for Create Bearer Request message.

Table 7.2.1.1: Information Elements in a Create Bearer Request
	Information elementss
	Presence requirement
	CR

(yes/no)
	IE Type

	IMSI
	Mandatory
	
	IMSI

	MSISDN
	Conditional
	
	MSISDN

	EPS Bearer ID (EBI)
	Mandatory
	
	EBI

	MME S11 Address for Control Plane
	Mandatory
	
	IP Address

	MME S11 TEID for Control Plane
	Mandatory
	
	TEID-C

	PGW S5/S8 Address for Control Plane
	Mandatory
	
	IP Address

	Access Point Name (APN)
	Mandatory
	
	APN

	Bearer Level Quality of Service (Bearer QoS)
	Mandatory
	
	QoS

	RAT Type
	Mandatory
	
	RAT Type

	PDN Address Allocation (PAA)
	Conditional
	
	PAA

	Aggregate Maximum Bit Rate (AMBR)
	Mandatory
	
	AMBR

	Protocol Configuration Options (PCO)
	Conditional
	
	PCO

	ME Identity (MEI)
	Conditional
	
	MEI

	User Location Info (ULI)
	Conditional
	
	ULI

	Serving Network
	Mandatory
	
	Serving Network

	Private Extension
	Optional
	No
	Private Extension


Editor’s notes: It is FFS whether there is more Information Element for this message.
7.2.1.2
Requesting Default Bearer creation across S11 interface within the UE Requested PDN Connectivity procedure

Editor’s note: It is FFS if the content of this subclause stays confined to Create Default Bearer Request message across S11 interface, or if it will be generalized for all Create request messages.

A Create Bearer Request message shall be sent from a MME to a SGW as a part of the UE Requested PDN Connectivity procedure. 

The MME shall include IMSI IE in Create Bearer Request message.

Editor’s note: Emergency call related matters (e.g. availability of IMSI) are FFS.

The MME shall include MSISDN IE in Create Bearer Request message, if available.
The MME shall include EPS Bearer ID (EBI) IE in Create Bearer Request message.

The MME may include MME S11 Address for Control Plane IE and MME S11 TEID for Control Plane IE in Create Bearer Request message. These IEs specify the downlink tunnel for control plane messages which is chosen by the MME. If this Tunnel Endpoint Identifier is transmitted, the SGW shall include it in the GTP header of all downlink control plane messages which are related to the requested bearer.

The MME shall include selected PGW S5/S8 Address for Control Plane IE in Create Bearer Request message. The SGW needs this address for sending Create Bearer Request message to PGW.

Editor’s notes: It is FFS whether static PDN address for UE will be supported in EPS.

The MME shall include Access Point Name (APN) IE in Create Bearer Request message. The APN may or may not contain APN-OI. APN-OI may contain either HPLMN MCC and MNC, or VPLMN MCC and MNC.

Editor’s note: APN matter is still not completely clear at stage 2.

The MME shall include Bearer Level Quality of Service (Bearer QoS) Profile IE in Create Bearer Request message. The QoS Profile IE is included in Create Bearer Request message to contain the Bearer QoS derived from subscription data of UE. It is FFS what parameters are included in the IE.

The MME shall include RAT Type IE in Create Bearer Request message for PCC decision.

Editor’s note:
IF MME is unaware of the actual RAT type, then MME either sets the RAT type value to ‘unknown’ or does not send the IE altogether.

The MME shall include PDN Address Allocation (PAA) IE, if available in Create Bearer Request message.

The MME shall include Aggregate Maximum Bit Rate (AMBR) IE in Create Bearer Request message (see 3GPP TS 23.401[23.401]).
The MME shall include Protocol Configuration Options (PCO) IE in Create Bearer Request message, if available.

The MME shall include Serving Network IE in Create Bearer Request message.
The MME may include Private Extension IE in Create Bearer Request message.
Table 7.2.1.2 lists the Information Elements for Create Bearer Request message.

Table 7.2.1.2: Information Elements in a Create Bearer Request

	Information elementss
	Presence requirement
	CR

(yes/no)
	IE Type

	IMSI
	Mandatory
	
	IMSI

	MSISDN
	Conditional
	
	MSISDN

	EPS Bearer ID (EBI)
	Mandatory
	
	EBI

	MME S11 Address for Control Plane
	Optional
	
	IP Address

	MME S11 TEID for Control Plane
	Optional
	
	TEID-C

	PGW S5/S8 Address for Control Plane
	Mandatory
	
	IP Address

	Access Point Name (APN)
	Mandatory
	
	APN

	Bearer Level Quality of Service (Bearer QoS)
	Mandatory
	
	Bearer QoS

	RAT Type
	Mandatory
	
	RAT Type

	PDN Address Allocation (PAA)
	Conditional
	
	PAA

	Aggregate Maximum Bit Rate (AMBR)
	Mandatory
	
	AMBR

	Protocol Configuration Options (PCO)
	Conditional
	
	PCO

	User Location Info (ULI)
	Conditional
	
	ULI

	Serving Network
	Mandatory
	
	Serving Network

	Private Extension
	Optional
	No
	Private Extension


Editor’s notes: It is FFS whether there is more Information Element for this message.
7.2.1.3
Requesting Dedicate Bearer creation across S11 interface within the Dedicated Bearer Activation procedure

Editor’s note: It is FFS if the content of this subclause stays confined to Create Dedicated Bearer Request message across S11 interface, or if it will be generalized for all Create request messages.

A Create Bearer Request message shall be sent from a SGW to a MME as a part of the Dedicated Bearer Activation procedure. 

The SGW shall include IMSI IE in Create Bearer Request message.

Editor’s note: Emergency call related matters (e.g. availability of IMSI) are FFS.

The SGW shall include Linked EPS Bearer ID (LBI) IE in Create Bearer Request message.

The SGW shall include SGW S1-U Tunnel Endpoint Identifier for User Plane IE in Create Bearer Response message. The MME forwards these IE to eNB. The eNB uses this IE when sending uplink data to this GTP-U tunnel. The eNB shall include this TEID-U into the GTP-U header of all uplink G-PDUs which are related to the bearer.
The SGW shall include Bearer Level Quality of Service (Bearer QoS) Profile IE in Create Bearer Request message. It is FFS what parameters are included in the IE.

The SGW shall include Protocol Configuration Options (PCO) IE in Create Bearer Request message, if available.
The SGW shall include Procedure Transaction Id (PTI) IE in Create Bearer Request message, if available.
The SGW shall include the Uplink Bearer Level TFT (Bearer TFT) IE in Create Bearer Request message.
The SGW shall include the Downlink Bearer Level TFT IE (Bearer TFT), when PMIP-based S5/S8 is used, in Create Bearer Request message.
The SGW may include Private Extension IE in Create Bearer Request message.
Table 7.2.1.3 lists the Information Elements for Create Bearer Request message.

Table 7.2.1.3: Information Elements in a Create Bearer Request
	Information elementss
	Presence requirement
	CR

(yes/no)
	IE Type

	IMSI
	Mandatory
	
	IMSI

	Linked EPS Bearer ID (LBI)
	Mandatory
	
	LBI

	SGW S1-U TEID for User Plane
	Mandatory
	
	TEID-U

	Bearer Level Quality of Service (Bearer QoS)
	Mandatory
	
	Bearer QoS

	Procedure Transaction Id (PTI)
	Conditional
	
	PTI

	Protocol Configuration Options (PCO)
	Conditional
	
	PCO

	Uplink Bearer Level TFT (Bearer TFT)
	Mandatory
	
	Bearer TFT

	Downlink Bearer Level TFT (Bearer TFT)
	Conditional
	
	Bearer TFT

	Private Extension
	Optional
	
	Private Extension


Editor’s notes: It is FFS whether there is more Information Element for this message.

7.2.2
Create Bearer Response

7.2.2.1
Responding to Default Bearer request across S11 interface within the EUTRAN Initial Attach procedure

Editor’s note: It is FFS if the content of this subclause stays confined to Create Default Bearer Response message across S11 interface, or if it will be generalized for all Create response messages.

A Create Bearer Response shall be sent from a SGW to a MME as a response to a Create Bearer Request message.

The SGW shall include Cause IE in the Create Bearer Response message. This IE indicates if bearers context have been created in the SGW and PGW or not.

The EPS Bearer ID information element is optional, and the SGW may include the EPS Bearer ID received from the MME in the Create Bearer Request message, in order to facilitate error handling in MME.

NOTE:
If an MME receives a Create Bearer Response with an EPS Bearer ID IE included for which there is no corresponding outstanding request, an MME may send a Delete Bearer Request towards the SGW that sent the Create Bearer Response with the EPS Bearer ID included.

The SGW may include SGW S11 Address for Control Plane IE in Create Bearer Response message, if SGW decides to use different IP address for the subsequent communication. The MME shall replace the old SGW address and use the new address when sending subsequent control plane messages to this GTP-C tunnel.

The SGW shall include SGW S11 Tunnel Endpoint Identifier for Control Plane IE in Create Bearer Response message. The MME shall include this TEID-C in the GTP-C header of all subsequent uplink control plane messages which are related to the bearer.

The SGW shall include SGW S1-U Address for User Plane IE and SGW S1-U Tunnel Endpoint Identifier for User Plane IE in Create Bearer Response message. The MME forwards these IE to eNB. The eNB uses these IE when sending uplink data to this GTP-U tunnel. The eNB shall include this TEID-U into the GTP-U header of all uplink G-PDUs which are related to the bearer.
The SGW may include PGW S5/S8 Address for Control Plane IE in Create Bearer Response message, if PGW returns different IP address to the SGW. The MME shall replace the old PGW S5/S8 Address for Control Plane with the new value.

The SGW shall include PGW S5/S8 Tunnel Endpoint Identifier for Control Plane IE in Create Bearer Response message. The MME shall store the IE.

NOTE:
MME needs to forward PGW S5/S8 Address for Control Plane IE and respective TEID-C to the new MME/SGSN during the subsequent TAU procedure.

The SGW shall include PGW S5/S8 Address for User Plane IE and PGW S5/S8 Tunnel Endpoint Identifier for User Plane IE in Create Bearer Response message.

Editor’s notes: It is FFS whether an IPv4/IPv6 capable SGW should include both IPv4 and IPv6 addresses for control plane and user plane in this message.
The SGW shall include the End User (UE) Address IE in Create Bearer Response message. 
The network does not support PPP bearer type in this version of the specification. Pre-Release 8 PPP functionality of a GGSN may be implemented in the PGW.
The SGW shall include the Uplink Bearer Level TFT IE, when necessary in Create Bearer Response message.
The SGW shall include the Protocol Configuration Options (PCO) IE, when necessary in Create Bearer Response message.
The SGW may include the Private Extension IE in Create Bearer Response message.
Table 7.2.2.1 lists the Information Elements for Create Bearer Request message.

Table 7.2.2.1: Information Elements in a Create Bearer Response

	Information elementss
	Presence requirement
	CR

(yes/no)
	IE Type

	Cause
	Mandatory
	
	Cause

	EPS Bearer ID (EBI)
	Optional
	
	EBI

	SGW S11 Address for Control Plane
	Optional
	
	IP Address

	SGW S11 TEID for Control Plane
	Mandatory
	
	TEID-C

	SGW S1-U Address for User Plane
	Mandatory
	
	IP Address

	SGW S1-U TEID for User Plane
	Mandatory
	
	TEID-U

	PGW S5/S8 Address for Control Plane
	Optional
	
	IP Address

	PGW S5/S8 TEID for Control Plane
	Mandatory
	
	TEID-C

	PGW S5/S8 Address for User Plane
	Mandatory
	
	IP Address

	PGW S5/S8 TEID for User Plane
	Mandatory
	
	TEID-U

	End User (UE) Address
	Mandatory
	
	IP Address

	Uplink Bearer Level TFT (Bearer TFT)
	Conditional
	
	TFT

	Protocol Configuration Options (PCO)
	Conditional
	
	PCO

	Private Extension
	Optional
	No
	Private Extension


Editors’s note: PGW may return both IPv4 address and IPv6 prefix. It is FFS how these two End User addresses are supported in the message.
Editor’s notes: It is FFS whether there is more Information Element for this message.
7.2.2.2
Responding to Default Bearer request across S11 interface within the UE Requested PDN Connectivity procedure

Editor’s note: It is FFS if the content of this subclause stays confined to Create Default Bearer Response message across S11 interface, or if it will be generalized for all Create response messages.

A Create Bearer Response shall be sent from a SGW to a MME as a response to a Create Bearer Request message.

The SGW shall include Cause IE in the Create Bearer Response message. This IE indicates if bearers context have been created in the SGW and PGW or not.

The EPS Bearer ID information element is optional, and the SGW may include the EPS Bearer ID received from the MME in the Create Bearer Request message, in order to facilitate error handling in MME.

NOTE:
If an MME receives a Create Bearer Response with an EPS Bearer ID IE included for which there is no corresponding outstanding request, an MME may send a Delete Bearer Request towards the SGW that sent the Create Bearer Response with the EPS Bearer ID included.

The SGW may include SGW S11 Address for Control Plane IE in Create Bearer Response message, if SGW decides to use different IP address for the subsequent communication. The MME shall replace the old SGW address and use the new address when sending subsequent control plane messages to this GTP-C tunnel.

The SGW may include SGW S11 Tunnel Endpoint Identifier for Control Plane IE in Create Bearer Response message. If this TEID is included, the MME shall include this TEID-C in the GTP-C header of all subsequent uplink control plane messages which are related to the bearer.

The SGW shall include SGW S1-U Address for User Plane IE and SGW S1-U Tunnel Endpoint Identifier for User Plane IE in Create Bearer Response message. The MME forwards these IE to eNB. The eNB uses these IE when sending uplink data to this GTP-U tunnel. The eNB shall include this TEID-U into the GTP-U header of all uplink G-PDUs which are related to the bearer.
The SGW may include PGW S5/S8 Address for Control Plane IE in Create Bearer Response message, if PGW returns different IP address to the SGW. The MME shall replace the old PGW S5/S8 Address for Control Plane with the new value.

The SGW shall include PGW S5/S8 Tunnel Endpoint Identifier for Control Plane IE in Create Bearer Response message. The MME shall store the IE.

NOTE:
MME needs to forward PGW S5/S8 Address for Control Plane IE and respective TEID-C to the new MME/SGSN during the subsequent TAU procedure.

The SGW shall include PGW S5/S8 Address for User Plane IE and PGW S5/S8 Tunnel Endpoint Identifier for User Plane IE in Create Bearer Response message.

Editor’s notes: It is FFS whether an IPv4/IPv6 capable SGW should include both IPv4 and IPv6 addresses for control plane and user plane in this message.
The SGW shall include the End User (UE) Address IE in Create Bearer Response message. 
The network does not support PPP bearer type in this version of the specification. Pre-Release 8 PPP functionality of a GGSN may be implemented in the PGW.
The SGW shall include the Uplink Bearer Level TFT IE, when necessary in Create Bearer Response message.
The SGW shall include the GRE Key IE, when necessary in Create Bearer Response message.
The SGW shall include the Protocol Configuration Options (PCO) IE, when necessary in Create Bearer Response message.
The SGW may include the Private Extension IE in Create Bearer Response message.
Table 7.2.2.2 lists the Information Elements for Create Bearer Response message.

Table 7.2.2.2: Information Elements in a Create Bearer Response

	Information elements
	Presence requirement
	CR

(yes/no)
	IE Type

	Cause
	Mandatory
	
	Cause

	EPS Bearer ID (EBI)
	Optional
	
	EBI

	SGW S11 Address for Control Plane
	Optional
	
	IP Address

	SGW S11 TEID for Control Plane
	Mandatory
	
	TEID-C

	SGW S1-U Address for User Plane
	Mandatory
	
	IP Address

	SGW S1-U TEID for User Plane
	Mandatory
	
	TEID-U

	PGW S5/S8 Address for Control Plane
	Optional
	
	IP Address

	PGW S5/S8 TEID for Control Plane
	Mandatory
	
	TEID-C

	PGW S5/S8 Address for User Plane
	Mandatory
	
	IP Address

	PGW S5/S8 TEID for User Plane
	Mandatory
	
	TEID-U

	End User (UE) Address
	Mandatory
	
	IP Address

	Uplink Bearer Level TFT (Bearer TFT)
	Conditional
	
	Bearer TFT

	GRE Key
	Conditional
	
	GRE Key

	Protocol Configuration Options (PCO)
	Conditional
	
	PCO

	Private Extension
	Optional
	No
	Private Extension


Editor’s notes: It is FFS whether there is more Information Element for this message.
7.2.2.3
Responding to Default Bearer request across S11 interface within the Dedicated Bearer Activation procedure

Editor’s note: It is FFS if the content of this subclause stays confined to Create Dedicated Bearer Response message across S11 interface, or if it will be generalized for all Create response messages.

A Create Bearer Response shall be sent from a MME to a SGW as a response to a Create Bearer Request message.

The MME shall include Cause IE in the Create Bearer Response message. This IE indicates if bearers context have been created in the MME or not.
The MME shall include EPS Bearer ID (EBI) IE in Create Bearer Response message, if the request is accepted by MME.

The MME shall include SGW S1-U Tunnel Endpoint Identifier for User Plane IE in Create Bearer Response message. The eNB uses this IE when sending uplink data to this GTP-U tunnel. The eNB shall include this TEID-U into the GTP-U header of all uplink G-PDUs which are related to the bearer.
The network does not support PPP bearer type in this version of the specification. Pre-Release 8 PPP functionality of a GGSN may be implemented in the PGW.
The MME shall include the Protocol Configuration Options (PCO) IE, when necessary in Create Bearer Response message.
The MME may include the Private Extension IE in Create Bearer Response message.
Table 7.2.2.3 lists the Information Elements for Create Bearer Response message.

Table 7.2.2.3: Information Elements in a Create Bearer Response

	Information elements
	Presence requirement
	CR

(yes/no)
	IE Type

	Cause
	Mandatory
	
	Cause

	EPS Bearer ID (EBI)
	Conditional
	
	EBI

	SGW S1-U TEID for User Plane
	Mandatory
	
	TEID-U

	Protocol Configuration Options (PCO)
	Conditional
	
	PCO

	Private Extension
	Optional
	No
	Private Extension


Editor’s notes: It is FFS whether there is more Information Element for this message.
7.2.3
Request Bearer Resource Allocation
7.2.3.1
Request Bearer Resource Allocation across S11 interface within the UE Requested Bearer Resource Allocation procedure

A Request Bearer Resource Allocation message shall be sent from a MME to a SGW as a part of the UE Requested Bearer Resource Allocation procedure. 

The MME shall include IMSI IE in Request Bearer Resource Allocation message.

Editor’s note: Emergency call related matters (e.g. availability of IMSI) are FFS.

The MME shall include Linked EPS Bearer ID (LBI) IE in Request Bearer Resource Allocation message.
The MME shall include Procedure Transaction Id (PTI) IE in Request Bearer Resource Allocation message.
The MME shall include SDF Level Quality of Service (SDF QoS) Profile IE in Request Bearer Resource Allocation message. It is FFS what parameters are included in the IE.
The MME shall include the Uplink SDF Level TFT (SDF TFT) IE and Downlink SDF Level TFT (SDF TFT) in Request Bearer Resource Allocation message.
The MME shall include Protocol Configuration Options (PCO) IE in Request Bearer Resource Allocation message, if available.

The MME may include Private Extension IE in Request Bearer Resource Allocation message.
Table 7.2.3.1 lists the Information Elements for Request Bearer Resource Allocation message.

Table 7.2.3.1: Information Elements in a Request Bearer Resource Allocation
	Information elements
	Presence requirement
	CR

(yes/no)
	IE Type

	IMSI
	Mandatory
	
	IMSI

	Linked EPS Bearer ID (LBI)
	Mandatory
	
	LBI

	Procedure Transaction Id (PTI)
	Mandatory
	
	PTI

	SDF Level Quality of Service (SDF QoS)
	Mandatory
	
	SDF QoS

	Uplink SDF Level TFT (SDF TFT)
	Mandatory
	
	SDF TFT

	Downlink SDF Level TFT (SDF TFT)
	Mandatory
	
	SDF TFT

	Protocol Configuration Options (PCO)
	Conditional
	
	PCO

	Private Extension
	Optional
	No
	Private Extension


Editor’s notes: It is FFS whether there is more Information Element for this message.
7.2.4
Request Bearer Resource Release
7.2.4.1
Request Bearer Resource Release across S11 interface within the UE Requested Bearer Resource Release procedure

A Request Bearer Resource Release message shall be sent from a MME to a SGW as a part of the UE Requested Bearer Resource Release procedure. 

The MME shall include IMSI IE in Request Bearer Resource Release message.

Editor’s note: Emergency call related matters (e.g. availability of IMSI) are FFS.

The MME shall include Linked EPS Bearer ID (LBI) IE in Request Bearer Resource Release message.
Editor’s notes: It is FFS whether LBI is needed in this message.
The MME shall include Procedure Transaction Id (PTI) IE in Request Bearer Resource Release message.

The MME shall include the Uplink SDF Level TFT (SDF TFT) IE and Downlink SDF Level TFT (SDF TFT) in Request Bearer Resource Release message.
Editor’s notes: It is FFS whether Uplink SDF Level TFT and Downlink SDF Level TFT are both needed.
The MME shall include Protocol Configuration Options (PCO) IE in Request Bearer Resource Release message, if available.

The MME may include Private Extension IE in Request Bearer Resource Release message.
Table 7.2.4.1 lists the Information Elements for Request Bearer Resource Release message.

Table 7.2.4.1: Information Elements in a Request Bearer Resource Release
	Information elements
	Presence requirement
	CR

(yes/no)
	IE Type

	IMSI
	Mandatory
	
	IMSI

	Linked EPS Bearer ID (LBI)
	FFS
	
	LBI

	Procedure Transaction Id (PTI)
	Mandatory
	
	PTI

	Uplink SDF Level TFT (SDF TFT)
	FFS
	
	SDF TFT

	Downlink SDF Level TFT (SDF TFT)
	FFS
	
	SDF TFT

	Protocol Configuration Options (PCO)
	Conditional
	
	PCO

	Private Extension
	Optional
	No
	Private Extension


Editor’s notes: It is FFS whether there is more Information Element for this message.

7.2.5
Update Bearer Request

7.2.5.1
Requesting Default Bearer modification across S11 interface within the EUTRAN Initial Attach procedure

Editor’s note: It is FFS if the content of this subclause stays confined to default bearer modification across S11 interface, or if it will be generalized for all bearer modification messages.

An Update Bearer Request message shall be sent by MME to a SGW as a part of an attach procedure.

The MME may include EPS Bearer ID (EBI) IE in Update Bearer Request message.

The MME shall conditionally include MME S11 Address for Control Plane IE and MME S11 TEID for Control Plane IE in Update Bearer Request message. The new MME includes these IEs after the TAU procedure. The MME does not include these IE in Update Bearer Request message, which immediately follows Create Default Bearer Request / Response messages.

The MME shall include one eNB S1-U Address for User Plane IE and eNB S1-U TEID for User Plane IE pair in Update Bearer Request message. 
Editor’s note: The case of shared eNB is FFS.

The MME may include Operation indication IE in Update Bearer Request message. The IE is used to inform SGW whether the SGW should continue forwarding the message to the PGW or not.

Editor’s note: Usage of the Operation Indication is FFS.
The MME may include Private Extension IE in Update Bearer Request message. 

Table 7.2.5.1 lists the Information Elements for Update Bearer Request message.

Table 7.2.5.1: Information Elements in a Update Bearer Request

	Information elements
	Presence requirement
	CR

(yes/no)
	IE Type

	EPS Bearer ID (EBI)
	Mandatory
	
	EBI

	MME S11 Address for Control Plane
	Conditional
	
	IP Address

	MME S11 TEID for Control Plane
	Conditional
	
	TEID-C

	eNB S1-U Address for User Plane
	Mandatory
	
	IP Address

	eNB S1-U TEID for User Plane
	Mandatory
	
	TEID-U

	Operation indication
	FFS
	
	Operation indication

	Private Extension
	Optional
	No
	Private Extension


Editor’s notes: It is FFS whether there is more Information Element for this message.

7.2.6
Update Bearer Response

7.2.6.1
Responding to the Default Bearer modification across S11 interface within the EUTRAN Initial Attach procedure

Editor’s note: It is FFS if the content of this subclause stays confined to default bearer modification across S11 interface, or if it will be generalized for all bearer modification messages.

An Update Bearer Response message shall be sent by SGW to a MME as part of an attach procedure.

The SGW shall include Cause IE in Update Bearer Response message.

The SGW may include EPS Bearer ID (EBI) IE in Update Bearer Response message.

Table 7.2.6.1 lists the Information Elements for Update Bearer Request message.

Table 7.2.6.1: Information Elements in a Update Bearer Response

	Information elements
	Presence requirement
	CR

(yes/no)
	IE Type

	Cause
	Mandatory
	
	Cause

	EPS Bearer ID (EBI)
	Optional
	
	EBI

	Private Extension
	Optional
	No
	Private Extension


Editor’s notes: It is FFS whether there is more Information Element for this message.

7.2.7
Delete Bearer Request
7.2.7.1
Delete Dedicated Bearer Request
A Delete Bearer Request message shall be sent as a part of the UE detach procedure. 

Editor’s note: If handovers without optimization occurs from 3GPP to non-3GPP, the PDN GW sends Delete Bearer Request message to the Serving GW involved to delete all bearers with the PDN address. The Serving GW sends Delete Bearer Request message to the MME involved to delete all bearers with the PDN address. If there are active bearer contexts in MME for a particular UE at attach procedure, the MME deletes all these bearer contexts by sending Delete Bearer Request messages to the Serving GW involved. 

Editor’s note: If all bearers for a UE are deleted, the MME shall detach the UE. 

Editor’s note: Specifying the conditions for EBI is FFS.
Editor’s note: Usage of Teardown Indicator is FFS.
A Delete Bearer Request message may include an operation indication which is used to inform SGW whether the SGW should continue forwarding the message to the PGW or not when it receives this message.
Editor’s note: Usage of Teardown Indicator is FFS.
Table 7.2.7.1: Information Elements in a Delete Bearer Request

	Information elements
	Presence requirement
	CR

(yes/no)
	IE Type

	EPS Bearer ID (EBI)
	Conditional
	
	EBI

	Operation indication
	FFS
	
	Operation indication

	Private Extension
	Optional
	No
	Private Extension


7.2.7.2
Delete Bearer Request over S11 interface during the UE Requested PDN Disconnection procedure
The Delete Bearer Request shall be sent from a MME to a Serving GW as part of the UE Requested PDN Disconnection procedure.

The Linked Bearer ID IE shall be included to indicate the default bearer associated with the PDN being disconnected.
Editor’s note: Usage of Teardown Indicator is FFS.

Table 7.2.7.2: Information Elements in Delete Bearer Request during the UE Requested PDN Disconnection procedure

	Information elements
	Presence requirement
	CR

(yes/no)
	IE Type

	Linked Bearer ID (LBI)
	Mandatory
	
	EBI

	Private Extension
	Optional
	No
	Private Extension


7.2.8
Delete Bearer Response
7.2.8.1
Delete Dedicated Bearer Response
A Delete Bearer Response message shall be sent as a response to a Delete Bearer Request message.

The sending entity shall include Cause IE in the Delete Bearer Response message. The IE indicates if the peer has deleted the bearer, or not.
Table 7.2.8.1: Information Elements in a Delete Bearer Response

	Information elements
	Presence requirement
	CR

(yes/no)
	IE Type

	Cause
	Mandatory
	
	Cause

	Private Extension
	Optional
	No
	Private Extension


Editor’s note: It is FFS whether there is more Information Element for this message.
7.2.8.2
Delete Bearer Response over S11 interface during the UE Requested PDN Disconnection procedure
The Delete Bearer Response shall be sent from Serving GW to MME as a reponse of Delete Bearer Request.

The sending entity shall include Cause IE in the Delete Bearer Response message. The IE indicates if the entity has disconnected the PDN, or not.
Table 7.2.8.2: Information Elements in  Delete Bearer Response during the UE Requested PDN Disconnection procedure

	Information elements
	Presence requirement
	CR

(yes/no)
	IE Type

	Cause
	Mandatory
	
	Cause

	Private Extension
	Optional
	No
	Private Extension


Editor’s note: It is FFS whether the Linked Bearer Id is included in this message.

7.3
Mobility Management Messages

To be edited

7.4
Reliable Delivery of Signaling Messages

Each path maintains a queue with signaling messages to be sent to the peer. The message at the front of the queue, if it is a request for which a response has been defined, shall be sent with a Sequence Number, and shall be held in a path list until a response is received. Each path has its own list. The Sequence Number shall be unique for each outstanding request message sourced from the same IP/UDP endpoint. A node running GTP may have several outstanding requests while waiting for responses. A single request shall be answered with a single response, regardless whether it is per UE, per APN, or per bearer. A single message shall only have one sequence number.

A timer shall be started when a signaling request message (for which a response has been defined) is sent. A signaling message request or response has probably been lost if a response has not been received before the timer expires. 

Editor's Note: it is FFS how many response timers are needed and how the timers shall be handled.

Once a timer expires, the request is then retransmitted if the total number of request attempts is less than N3‑REQUESTS times. The timer shall be implemented in the control plane application as well as user plane application for Echo Request / Echo Response. The timers and the number of retries (N3-REQUESTS) shall be configurable per procedure. 
All received request messages shall be responded to and all response messages associated with a certain request shall always include the same information. Duplicated response messages shall be discarded. A response message without a matching outstanding request should be considered as a duplicate.

If a GTPv2 node is not successful with the transfer of a signaling message, e.g. a Create Bearer Context Request message, it shall inform the upper layer of the unsuccessful transfer so that the controlling upper entity may take the necessary measures.
7.5
Error Handling

To be edited

8
GTP-U messages

To be edited

8.1
Path Management Messages

Two path management messages are specified for GTP-U: Echo Request and Echo Response.

Editor’s note: It is FFS if GTP-U needs also Version Not Supported message.

8.1.1
Echo Request

A GTP-U entity may send an Echo Request to find out if the peer entity is alive. When and how often an Echo Request message may be sent is implementation specific but an Echo Request shall not be sent more often than every 60 s on each path. Table 8.1.1 specifies the information elements included in the Echo Request message.

Editor’s note: This is an implementation issue, but it is recommended that Echo Request should be sent only when a GTP-U entity has not received any G-PDU on the GTP-U path for a specific time.

The optional Private Extension contains vendor or operator specific information.

Table 8.1.1: Information Element in Echo Request

	Information elements
	Presence requirement
	CR

(yes/no)
	IE Type

	Private Extension
	Optional
	No
	Private Extension


8.1.2
Echo Response

A GTP-U shall be prepared to receive an Echo Request at any time and it shall reply with an Echo Response. Table 8.1.2 specifies the information element included in the Echo Response message.

The optional Private Extension contains vendor or operator specific information.

Editor’s note: It is FFS if Recovery is necessary for GTP-U Echo Response.

Table 8.1.2: Information Element in Echo Response

	Information elements
	Presence requirement
	CR

(yes/no)
	IE Type

	Private Extension
	Optional
	No
	Private Extension


8.2
Tunnel Management Messages

To be edited

8.3
User Plane Data Messages

To be edited

8.4
Error Handling

To be edited

9
Information Elements

A GTP control plane (signaling) message may contain several information elements. In order to have forward compatible type definitions for the GTPv2 information elements, all of them shall be TLV coded. GTPv2 information element type values are specified in the Table 9.0.

The Length field contains the length of the information element excluding the Type and Length field.

For all the length fields, bit 8 of the lowest numbered octet is the most significant bit and bit 1 of the highest numbered octet is the least significant bit.

Within information elements, certain fields may be described as spare. These bits shall be transmitted with the value set to 0. To allow for future features, the receiver shall not evaluate these bits.

Table 9.0: Information Element types for GTPv2
	IE Type value (Decimal)
	Information elements
	Comment / Reference

	0
	Reserved
	

	1
	International Mobile Subscriber Identity (IMSI)
	Extendable /

	2
	Cause
	Extendable /

	3
	Recovery (Restart Counter)
	Extendable /

	4-70
	Reserved for other protocols (e.g. S101 AP)
	Extendable /

	71
	Access Point Name (APN)
	Extendable /

	72
	Aggregate Maximum Bit Rate (AMBR)
	Extendable /

	73
	EPS Bearer ID (EBI)
	Extendable /

	74
	IP Address
	Extendable /

	75
	Mobile Equipment Identity (MEI)
	Extendable /

	76
	MSISDN
	Extendable /

	77
	Operation Indication
	Extendable /

	78
	Protocol Configuration Options (PCO)
	Extendable /

	79
	PDN Address Allocation (PAA)
	Extendable /

	80
	EPS Bearer Level Quality of Service (Bearer QoS)
	Extendable /

	81
	Service Data Flow Level Quality of Service (Flow QoS)
	Extendable /

	82
	RAT Type
	Not Extendable /

	83
	Serving Network
	Extendable /

	84
	TEID-C
	Not Extendable /

	85
	TEID-U
	Not Extendable /

	86
	TEID-U with EPS Bearer ID
	Extendable /

	87
	EPS Bearer Level Traffic Flow Template (Bearer TFT)
	Extendable /

	88
	Service Data Flow Level Traffic Flow Template (Flow TFT)
	Extendable /

	89
	User Location Info (ULI)
	Extendable /

	90
	Serving GW (SGW) Change Indication
	Not Extendable / 9.x

	91-254
	Spare. For future use.
	

	255
	Private Extension
	Extendable /


9.1
International Mobile Subscriber Identity (IMSI)

International Mobile Subscriber Identity (IMSI) is transferred via GTP tunnels. The sending entity copies the value part of the IMSI into the Value field of the IMSI IE. IMSI is defined in 3GPP TS 23.003 [23.003].

Editor’s note: IMSI coding will be defined in TS 24.301.

Editor’s note: In the first release of GTPv2 spec (TS 29.274v8.0.0) n = 8. That is, the overall length of the IE is 11 octets. In future releases of the spec additional octets may be specified. The legacy receiving entity simply ignores the unknown octets.

	
	
	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1
	Type = 1 (decimal)
	

	
	2-3
	Length = n (decimal)
	

	
	4-(n+3)
	International Mobile Subscriber Identity (IMSI)
	


Figure 9.1: IMSI

9.2
Cause

Cause IE is coded as this is depicted in Figure 9.2.1.
	.
	
	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1
	Type = 2 (decimal)
	

	
	2-3
	Length = n (decimal)
	

	
	4
	Cause value
	

	
	5-(n+3)
	These octet(s) is/are present only if explicitly specified
	


Figure 9.2.1: Cause
The Cause value shall be included in the response message. In a response message, the Cause value indicates the acceptance or the rejection of the corresponding request message. The Cause value shall indicate the explicit reason for the rejection. 
If the rejection is due to a faulty IE, the offending IE shall be included as embedded IE within the cause “IE”. In this case, the Cause IE becomes a grouped IE. The IE would be coded as depicted if Figure 9.2.2.
Editor’s note: The actual cause values for which the "offending IE" parameter shall be present shall be added explicitly in the previous paragraph.
	.
	
	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1
	Type = 71 (decimal)
	

	
	2-3
	Length = n + 4
	

	
	4
	Cause value
	

	
	5
	Type = <type of the offending IE>
	

	
	6-7
	Length = n (decimal)
	

	
	8-(n+7)
	Value of the offending IE
	


Figure 9.2.1: Cause including an embedded "offending IE"

The Cause may also be included in the request message. In a request message, the Cause value indicates the reason for the request.

Table 9.2: Cause values

	Cause value (decimal)
	Meaning

	0
	Reserved. Shall not be sent and if received the Cause shall be treated as an invalid IE

	1-15
	Spare. This value range is reserved for Cause values in a request message

	16-63
	Spare. This value range is reserved for Cause values in acceptance response message

	64-255
	Spare. This value range is reserved for Cause values in rejection response message


Editor’s note: In the first release of GTPv2 spec (TS 29.274v8.0.0) the value of the length field of this IE is 1 for cause values without "offending IE", and 4 + the length of the offending IE for those including it. In future releases of the spec additional octets may be specified. The legacy receiving entity simply ignores the unknown octets and values in the spare bits.
9.3
Recovery (Restart Counter)

Recovery IE is coded as this is depicted in Figure 9.3.

Editor’s note: In the first release of GTPv2 spec (TS 29.274v8.0.0) n = 1. That is, the overall length of the IE is 4 octets. In future releases of the spec additional octets may be specified. The legacy receiving entity simply ignores the unknown octets.

	.
	
	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1
	Type = 3 (decimal)
	

	
	2-3
	Length = n (decimal)
	

	
	4-(n+3)
	Recovery (Restart Counter)
	


Figure 9.3: Recovery (Restart Counter)

9.4
Access Point Name (APN)

Access Point Name (APN) is transferred via GTP tunnels. The sending entity copies the value part of the APN into the Value field of the APN IE.

Editor’s note: APN will be defined in 3GPP TS 23.003.

	
	
	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1
	Type = 71 (decimal)
	

	
	2-3
	Length = n (decimal)
	

	
	4-(n+3)
	Access Point Name (APN)
	


Figure 9.4: Access Point Name (APN)

9.5
Aggregate Maximum Bit Rate (AMBR)

Aggregate Maximum Bit Rate (AMBR) is transferred via GTP tunnels. The sending entity copies the value part of the AMBR into the Value field of the AMBR IE.

Editor’s note: AMBR will be defined in 3GPP TS 23.003 and its coding in TS 24.301.

	
	
	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1
	Type = 72 (decimal)
	

	
	2-3
	Length = n (decimal)
	

	
	4-(n+3)
	Aggregate Maximum Bit Rate (AMBR)
	


Figure 9.5: Aggregate Maximum Bit Rate (AMBR)

9.6
EPS Bearer ID (EBI)

EPS Bearer ID (EBI) is coded as this is depicted in Figure 9.6. 

Editor’s note: In the first release of GTPv2 spec (TS 29.274v8.0.0) n = 1 and all spare bits in Octet 4 are set to 0. That is, the overall length of the IE is 4 octets. In future releases of the spec additional octets may be specified and new semantic for the spare bits may be defined. The legacy receiving entity simply ignores the unknown octets and values in the spare bits.

	
	
	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1
	Type = 73 (decimal)
	

	
	2-3
	Length = n (decimal)
	

	
	4
	Spare (all bits set to 0)
	EPS Bearer ID (EBI)
	

	
	5-(n+3)
	These octet(s) is/are present only if explicitly specified
	


Figure 9.6: EPS Bearer ID (EBI)

9.7
IP Address

IP Address is coded as this is depicted in Figure 9.7. The Length field may have only two values (4 or 16) that determine if the Value field contains IPv4 or IPv6 address.

	
	
	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1
	Type = 74 (decimal)
	

	
	2-3
	Length = n (decimal)
	

	
	4-(n+3)
	IPv4 or IPv6 Address
	


Figure 9.7: IP address

9.8
Mobile Equipment Identity (MEI)

Mobile Equipment Identity (MEI) is transferred via GTP tunnels. The sending entity copies the value part of the MEI into the Value field of the MEI IE. MEI is defined in 3GPP TS 23.003 [23.003].

Editor’s note: MEI coding will be defined in TS 24.301.

	
	
	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1
	Type = 75 (decimal)
	

	
	2-3
	Length = n (decimal)
	

	
	4-(n+3)
	Mobile Equipment (ME) Identity
	


Figure 9.8: ME Identity

9.9
MSISDN

MSISDN is transferred via GTP tunnels. The sending entity copies the value part of the MSISDN into the Value field of the MSISDN IE. MSISDN is defined in 3GPP TS 23.003 [23.003].
Editor’s note: MSISDN coding will be defined in TS 24.301.

	
	
	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1
	Type = 76 (decimal)
	

	
	2-3
	Length = n (decimal)
	

	
	4-(n+3)
	MSISDN
	


Figure 9.9: MSISDN

9.10
Operation Indication

Operation Indication is coded as this is depicted in Figure 9.10.
	
	
	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1
	Type = 77 (decimal)
	

	
	2-3
	Length = n (decimal)
	

	
	4-(n+3)
	Operation Indication
	


Figure 9.10: Operation Indication

9.11
Protocol Configuration Options (PCO)

Protocol Configuration Options (PCO) is transferred via GTP tunnels. The sending entity copies the value part of the PCO into the Value field of the PCO IE.

Editor’s note: PCO will be defined in 3GPP TS 23.003 and its coding in TS 24.301.

	
	
	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1
	Type = 78 (decimal)
	

	
	2-3
	Length = n (decimal)
	

	
	4-(n+3)
	Protocol Configuration Options (PCO)
	


Figure 9.11: Protocol Configuration Options (PCO)

9.12
PDN Address Allocation (PAA)

PDN Address Allocation (PAA) is transferred via GTP tunnels. The sending entity copies the value part of the PAA into the Value field of the PAA IE.

Editor’s note: PAA will be defined in 3GPP TS 23.003 and its coding in TS 24.301.

	
	
	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1
	Type = 79 (decimal)
	

	
	2-3
	Length = n (decimal)
	

	
	4-(n+3)
	PDN Address Allocation (PAA)
	


Figure 9.12: PDN Address Allocation (PAA)
9.13
EPS Bearer Level Quality of Service (Bearer QoS)

EPS Bearer Level Quality of Service (Bearer QoS) is transferred via GTP tunnels. The sending entity copies the value part of the EPS Bearer Level QoS into the Value field of the EPS Bearer Level QoS IE.

Editor’s note: EPS Bearer Level QoS will be defined in 3GPP TS 23.003 (?) and its coding in TS 24.301.

Editor’s note: It is FFS whether it needs two separate IE types for EPS Bearer Level QoS and SDF Level QoS.
	
	
	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1
	Type = 80 (decimal)
	

	
	2-3
	Length = n (decimal)
	

	
	4-(n+3)
	EPS Bearer Level Quality of Service (QoS)
	


Figure 9.13: EPS Bearer Level Quality of Service (Bearer QoS)

9.14
Service Data Flow Level Quality of Service (Flow QoS)

Service Data Flow Level Quality of Service (Flow QoS) is transferred via GTP tunnels. The sending entity copies the value part of the Service Data Flow Level QoS into the Value field of the Service Data Flow Level QoS IE.

Editor’s note: Service Data Flow Level QoS will be defined in 3GPP TS 23.003 (?) and its coding in TS 24.301.
	
	
	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1
	Type = 81 (decimal)
	

	
	2-3
	Length = n (decimal)
	

	
	4-(n+3)
	Service Data Flow Level Quality of Service (QoS)
	


Figure 9.14: Service Data Flow Level Quality of Service (Flow QoS)

9.15
RAT Type

RAT Type is coded as this is depicted in Figure 9.15.
	
	
	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1
	Type = 82 (decimal)
	

	
	2-3
	Length = 1 (decimal)
	

	
	4
	RAT Type
	


Figure 9.15: RAT Type

Editor’s note: RAT Type value range 1-255 is sufficient and extensions are not necessary.

Table 9.15: RAT Type values

	RAT Types
	Values (Decimal)

	<reserved>
	0

	UTRAN
	1

	GERAN
	2

	WLAN
	3

	GAN
	4

	HSPA Evolution
	5

	EUTRAN
	6

	<spare>
	7-255


Editor’s note: Spare values 7-255 will be used for other RAT Type definitions (e.g. other non-3GPP accesses).

9.16
Serving Network

Serving Network is coded as this is depicted in Figure 9.16. If MNC is 2 digits long, MNC digit 1 shall be set to 0.

Editor’s note: In the first release of GTPv2 spec (TS 29.274v8.0.0) n = 3. That is, the overall length of the IE is 6 octets. In future releases of the spec additional octets may be specified. The legacy receiving entity simply ignores the unknown octets.

	
	
	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1
	Type = 83 (decimal)
	

	
	2-3
	Length = n (decimal)
	

	
	4
	MCC digit 1
	MCC digit 2
	

	
	5
	MCC digit 3
	MNC digit 1
	

	
	6
	MNC digit 2
	MNC digit 3
	

	
	7-(n+3)
	These octet(s) is/are present only if explicitly specified
	


Figure 9.16: Serving Network

9.17
Tunnel Endpoint Identifier for Control Plane (TEID-C)

Tunnel Endpoint Identifier for Control Plane (TEID-C) is coded as this is depicted in Figure 9.17.
	
	
	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1
	Type = 84 (decimal)
	

	
	2-3
	Length = 4 (decimal)
	

	
	4-7
	Tunnel Endpoint Identifier for Control Plane (TEID-C)
	


Figure 9.17: Tunnel Endpoint Identifier for Control Plane (TEID-C)

Editor’s note: TEID in GTP header is 4 octets long and that cannot be changed within GTPv2 lifetime.

9.18
Tunnel Endpoint Identifier for User Plane (TEID-U)

Tunnel Endpoint Identifier for User Plane (TEID-U) is coded as this is depicted in Figure 9.18.

	
	
	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1
	Type = 85 (decimal)
	

	
	2-3
	Length = 4 (decimal)
	

	
	4-7
	Tunnel Endpoint Identifier for User Plane (TEID-U)
	


Figure 9.18: Tunnel Endpoint Identifier for User Plane (TEID-U)

Editor’s note: TEID in GTP header is 4 octets long and that cannot be changed within GTPv2 lifetime.

9.19
Tunnel Endpoint Identifier for User Plane with EBI (TEID-U EBI)

Tunnel Endpoint Identifier for User Plane with EBI (TEID-U EBI) is coded as this is depicted in Figure 9.19.

	
	
	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1
	Type = 86 (decimal)
	

	
	2-3
	Length = n (decimal)
	

	
	4-(n+3)
	Tunnel Endpoint Identifier for User Plane with EBI 
	


Figure 9.19: Tunnel Endpoint Identifier for User Plane with EBI (TEID-U EBI)

9.20
EPS Bearer Level Traffic Flow Template (Bearer TFT)

EPS Bearer Level Traffic Flow Template (Bearer TFT) is transferred via GTP tunnels. The sending entity copies the value part of the EPS Bearer Level TFT into the Value field of the EPS Bearer Level TFT IE.

Editor’s note: EPS Bearer Level TFT will be defined in 3GPP TS 23.003 and its coding in TS 24.301.

Editor’s note: It is FFS whether it needs two separate IE types for EPS Bearer Level TFT and SDF Level TFT.
	
	
	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1
	Type = 87 (decimal)
	

	
	2-3
	Length = n (decimal)
	

	
	4-(n+3)
	EPS Bearer Level Traffic Flow Template (TFT)
	


Figure 9.20: EPS Bearer Level Traffic Flow Template (Bearer TFT)

9.21
Service Data Flow Level Traffic Flow Template (Flow TFT)

Service Data Flow Level Traffic Flow Template (Flow TFT) is transferred via GTP tunnels. The sending entity copies the value part of the Service Data Flow Level TFT into the Value field of the Service Data Flow Level TFT IE.

Editor’s note: Service Data Flow Level TFT will be defined in 3GPP TS 23.003 and its coding in TS 24.301.

	
	
	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1
	Type = 88 (decimal)
	

	
	2-3
	Length = n (decimal)
	

	
	4-(n+3)
	Service Data Flow Level Traffic Flow Template (TFT)
	


Figure 9.21: Service Data Flow Level Traffic Flow Template (Flow TFT)

9.22
User Location Info (ULI)

User Location Info (ULI) is coded as this is depicted in Figure 9.22.
	
	
	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1
	Type = 89 (decimal)
	

	
	2-3
	Length = n (decimal)
	

	
	4
	Location Type
	

	
	5-(n+3)
	Location
	


Figure 9.22: User Location Info

Location type values are specified in Table x.x and the respective identities are defined in 3GPP TS 23.003 [23.003].

Table 9.22: Location Type values and their meanings

	Location Types
	Values (Decimal)

	Cell Global Identification (CGI)
	0

	Service Area Identity (SAI)
	1

	Routing Area Identification (RAI)
	2

	Tracking Area Identity (TAI)
	3

	<spare>
	4-255


The following subclauses specify ULI coding for all Location Types.

9.22.1
ULI for CGI

The coding of ULI for CGI is depicted in Figure 9.22.1. If MNC is 2 digits long, MNC digit 1 shall be set to 0.

	
	
	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1
	Type = 88 (decimal)
	

	
	2-3
	Length = n (decimal)
	

	
	4
	Location Type
	

	
	5
	MCC digit 1
	MCC digit 2
	

	
	6
	MCC digit 3
	MNC digit 1
	

	
	7
	MNC digit 2
	MNC digit 3
	

	
	8-9
	Location Area Code (LAC)
	

	
	10-11
	Cell Identity (CI)
	


Figure 9.22.1: User Location Info for CGI

The Location Area Code (LAC) consists of 2 octets. Bit 8 of Octet 8 is the most significant bit and bit 1 of Octet 9 the least significant bit. The coding of the location area code is the responsibility of each administration. Coding using full hexadecimal representation shall be used.

The Cell Identity (CI) consists of 2 octets. Bit 8 of Octet 10 is the most significant bit and bit 1 of Octet 11 the least significant bit. The coding of the cell identity is the responsibility of each administration. Coding using full hexadecimal representation shall be used. 

9.22.2
ULI for SAI

The coding of ULI for SAI is depicted in Figure 9.22.2. If MNC is 2 digits long, MNC digit 1 shall be set to 0.

	
	
	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1
	Type = 88 (decimal)
	

	
	2-3
	Length = n (decimal)
	

	
	4
	Location Type
	

	
	5
	MCC digit 1
	MCC digit 2
	

	
	6
	MCC digit 3
	MNC digit 1
	

	
	7
	MNC digit 2
	MNC digit 3
	

	
	8-9
	Location Area Code (LAC)
	

	
	10-11
	Service Area Code (SAC)
	


Figure 9.22.2: User Location Info for SAI

The Location Area Code (LAC) consists of 2 octets. Bit 8 of Octet 8 is the most significant bit and bit 1 of Octet 9 the least significant bit. The coding of the location area code is the responsibility of each administration. Coding using full hexadecimal representation shall be used.

The Service Area Code (SAC) consists of 2 octets. Bit 8 of Octet 10 is the most significant bit and bit 1 of Octet 11 the least significant bit. The SAC is defined by the operator. See 3GPP TS 23.003 [23.003] section 12.5 for more information. 

9.22.3
ULI for RAI

The coding of ULI for RAI is depicted in Figure 9.22.3. If MNC is 2 digits long, MNC digit 1 shall be set to 0.

	
	
	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1
	Type = 88 (decimal)
	

	
	2-3
	Length = n (decimal)
	

	
	4
	Location Type
	

	
	5
	MCC digit 1
	MCC digit 2
	

	
	6
	MCC digit 3
	MNC digit 1
	

	
	7
	MNC digit 2
	MNC digit 3
	

	
	8-9
	Location Area Code (LAC)
	

	
	10-11
	Routing Area Code (RAC)
	


Figure 9.22.3: User Location Info for SAI

The Location Area Code (LAC) consists of 2 octets. Bit 8 of Octet 8 is the most significant bit and bit 1 of Octet 9 the least significant bit. The coding of the location area code is the responsibility of each administration. Coding using full hexadecimal representation shall be used.

The Routing Area Code (RAC) consists of 2 octets. Only Octet 10 contains the RAC. Octet 11) is coded as all 1’s (11111111). The RAC is defined by the operator.

9.22.4
ULI for TAI

To be edited.
9.23
Serving GW Change Indication

Serving GW Change Indication is coded as this is depicted in Figure 9.23.
	
	
	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1
	Type = 90 (decimal)
	

	
	2-3
	Length = 1 (decimal)
	

	
	4
	Serving GW Change Indication
	


Figure 9.23: Serving GW Change Indication
Editor’s note: Should be checked that EPC network element names are used consistently. Propose to change "Serving GW" by "SGW".

9.z
Private Extension

Private Extension is coded as this is depicted in Figure 9.z. 

Enterprise ID can be found at IANA web site (http://www.iana.org/assignments/enterprise-numbers).

	
	
	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1
	Type = 255 (decimal)
	

	
	2-3
	Length = n (decimal)
	

	
	4-5
	Enterprise  ID
	

	
	6-(n+3)
	Proprietary value 
	


Figure 9.z. Private Extension

10 Security

To be edited

Annex A (informative):
Temporary annex for table and figure templates
All drawings and pictures shall have the text in TH style.
The table below shall be used as a template for message definitions (Information Elements in a given message).
Other, also wide tables shall also have the same overall width and type. Styles: TH in the caption, TAH (bold and centered) in the header row and TAC (centered) or/and TAL (left aligned) in the rest of rows.

Table x.x: Information Elements in a <message name>
	Information elements
	Presence requirement
	CR

(yes/no)
	IE Type

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	Private Extension
	Optional
	No
	Private Extension


The table below shall be used as a template for narrow, e.g two column wide tables. Styles: TH in the caption, TAH (bold and centered) in the header row and TAC (centered) in the rest of rows.

Table x.x: YYY Type values

	YYY Types
	Values (Decimal)

	
	

	
	

	
	

	
	


The figure below shall be used as a template for Information Element definitions. Styles: TF in the caption, TAH (bold and centered) in header rows and TAC (centered) in other rows.
	
	
	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1
	Type = x (decimal)
	

	
	2-3
	Length = n (decimal)
	

	
	4-(n+3)
	Value
	


Figure x.x: <information element name>
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