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1. Introduction & Reason for Change
The contributions C4-080812 and C4-080813 include the description of situations where errors are triggered by faulty Information Elements. For the cases of GTP Request messages including a wrongly encoded IE, or an unknown IE with the “comprehension required” flag set, it would be useful if the associated GTP Response message would not only include an appropriate cause (as done today in GTPv1), but also the “offending IE”.
2. Proposed improvement
For GTPv2 we propose to define a new type of “Cause IE” (to replace the Type 1 IE in GTPv1), which might just be 4 octets long (and then fully equivalent to the type 1 IE in GTPv1 but TLV encoded instead of TV), but which might also have a length bigger than 4 and then include the offending IE straight after the cause value.
3. Consequences if not approved
There will be no way to provide detailed information on a wrongly encoded IE to the sending entity. This prevents efficient troubleshooting, especially for interoperability problems in roaming situations.
4. Proposal

It is proposed to agree the following changes to 3GPP TS 29.274 v0.1.0.
* * * First Change * * * *

9
Information Elements
To be edited

9.x
Cause

Cause IE is coded as this is depicted in Figure x.x.
	.
	
	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1
	Type = 2 (decimal)
	

	
	2-3
	Length = n (decimal)
	

	
	4
	Cause value
	

	
	5-(n+3)
	These octet(s) is/are present only if explicitly specified
	


Figure x.x. Cause
The Cause value shall be included in the response message. In a response message, the Cause value indicates the acceptance or the rejection of the corresponding request message. The Cause value shall indicate the explicit reason for the rejection. 
If the rejection is due to a faulty IE, the offending IE shall be included as embedded IE within the cause “IE”. In this case, the Cause IE becomes a grouped IE. The IE would be coded as depicted if Figure y.y.
Editor’s note: The actual cause values for which the "offending IE" parameter shall be present shall be added explicitly in the previous paragraph.
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	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1
	Type = 71 (decimal)
	

	
	2-3
	Length = n + 4
	

	
	4
	Cause value
	

	
	5
	Type = <type of the offending IE>
	

	
	6-7
	Length = n (decimal)
	

	
	8-(n+7)
	Value of the offending IE
	


Figure y.y. Cause including an embedded "offending IE"

The Cause may also be included in the request message. In a request message, the Cause value indicates the reason for the request.

Table x.x: Cause values

	Cause value (decimal)
	Meaning

	0
	Reserved. Shall not be sent and if received the Cause shall be treated as an invalid IE

	1-15
	Spare. This value range is reserved for Cause values in a request message

	16-63
	Spare. This value range is reserved for Cause values in acceptance response message

	64-255
	Spare. This value range is reserved for Cause values in rejection response message


Editor’s note: In the first release of GTPv2 spec (TS 29.274v8.0.0) the value of the length field of this IE is 1 for cause values without "offending IE", and 4 + the length of the offending IE for those including it. In future releases of the spec additional octets may be specified. The legacy receiving entity simply ignores the unknown octets and values in the spare bits.
