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Introduction

In their response LS (S1-080338) SA1 have indicated that pre Rel-8 operators’ interest in allowing access of their subscribers to E-UTRAN visited networks is only valid if it can be done without additional costs or impacts to their pre Rel-8 network and the USIM. 
Furthermore SA1 have indicated that it is up to the visited network to decide based on a bilateral agreement with the pre Rel-8 HPLMN operator whether UMTS level security is sufficient for an incoming roamer from that pre Rel-8 network when accessing the E-UTRAN visited network.
Analysis of the solutions proposed in S3a071031
Solution 1, 1b, and 2 propose to perform K_ASME derivation in the HPLMN. Since this strongly impacts the HPLMN solutions 1, 1b, and 2 are not acceptable. The impacts are considered strong as they require dynamic handling of authentication vectors, derivation of K_ASME and protocol conversion depending on the type of visited network.
Solution 3 proposes a dynamic setting of the AMF separation bit in the HLR (AuC) based on origin of or (new) content of the Authentication vector request message. The impact on the HPLMN solution 3 is weaker than for solutions 1 and 2, but still so strong as to be considered not acceptable.
Solution 4 sets the AMF separation bit constantly to 1, but in spite of this, CK and IK still leave the HLR. The impact on the HLR is deemed acceptably small. But there is a certain security disadvantage: the ME may base certain decisions on the fact whether it accesses E-UTRAN with E-UTRAN level or UMTS level security. With solution 4, the ME does not know which level of security is available and, as a consequence, the ME may be given a false sense of security by the network when subscriber data are stored on a pre-Rel-8 HLR. However this security disadvantage may be considered small and since solution 4 is quite simple to implement, SA3 might want to consider acceptability of solution 4. The subscriber enjoys full security as soon as his data are stored on a Rel-8 HSS, but he may not know when this is the case.
Solution 5 in general allows E-UTRAN access with UMTS security. However, solution 5 makes it impossible to introduce full E-UTRAN level security at any time later, due to backwards compatibility problems with terminals. Therefore, solution 5 is not acceptable as it does not offer a migration strategy. 
Solution 6 impacts the USIM and therefore seems not to be acceptable according to LS (S1-080338) from SA1. 
New proposal

A variant of solution 6 where the HI bit is stored on the ME rather than USIM does not impact the USIM. This variant is further described as solution 6b in the following.
Solution 6b: 
HI bit on ME, IWF in VPLMN
This solution makes use of an HLR indication bit (HI bit) stored on the ME and linked to the current USIM. The HI bit is initially set to 0. The HI bit set to 0 indicates that the HLR/HSS is pre-Rel-8 (i.e. not EPS security enabled), and that received authentication information with AMF separation bit set to 0 shall not be rejected.  As soon as the HLR/HSS is upgraded to Rel-8 (i.e. EPS security enabled) the ME receives authentication information with AMF separation bit set to 1. The ME shall then set the HI bit to 1. The HI bit set to 1 indicates that the HLR/HSS is EPS security enabled, and that received authentication information with AMF separation bit set to 0 shall be rejected. The solution further makes use of a policy (as requested by SA1) within the IWF in the VPLMN that defines whether subscribers from a given pre Rel-8 HPLMN are allowed E-UTRAN access with UMTS level security.
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Impacts on HPLMN 

The proposed solution assumes that pre Rel-8 HLR/HSSs  statically clear the AMF separation bit. This impact on the HLR is deemed acceptably small and it is believed that for most pre Rel8 PLMNs (may be even for all pre REL8 PLMNs) this assumption is fulfilled without any impact. 
Impacts on VPLMN
The proposed solution assumes that an IWF is deployed in the VPLMN. This assumption is valid as long as roaming agreements are MAP based. 
Impacts on the USIM:

The proposed solution does not impact the USIM (as requested by SA1). However in future releases (Rel8+x) the USIM may be able to store an HI bit. If this is foreseen, the behaviour of the ME could already in Rel 8 be, to check whether the USIM can store an HI bit and if so use the USIM’s HI bit value when allocating the HI bit on the ME. In this way issue-A mentioned below goes away.
Procedure in the IWF:

When receiving from the HLR/HSS an UMTS AV (i.e. with CK/IK and without K_ASME) the IWF shall check the AMF separation bit in the AV and check its stored policy. If the AMF separation bit is set to 1 or the policy indicates that E-UTRAN access with UMTS level security is not allowed, the IWF sends an empty S6a Authentication Info Answer towards the MME which then rejects the authentication towards the UE. If the AMF separation bit is not set to 1 and E-UTRAN access with UMTS level security is allowed according to the policy, the IWF derives K_ASME and sends the derived EPS AV towards the MME.
Procedure in the MME:

No impacts. 
Procedure in the ME:

When receiving authentication information with AMF separation bit cleared, the ME checks the HI bit linked to the current USIM. If set, the ME rejects authentication; otherwise it continues authentication.
When receiving authentication information with AMF separation bit set, the ME sets the HI bit linked to the current USIM and continues authentication.

When a USIM is  inserted to the ME and  the ME has not yet allocated an HI bit for that USIM, a new HI bit (default value:cleared) is allocated by the ME. It is assumed that the ME cannot allocate an unlimited number of HI bits, therefore deletion of the HI bit linked to the less recently used USIM is required when the limit is reached.
Minor point: This means that the subscriber relating to the USIM whose HI bit was set and then deleted is vulnerable the next time he uses E-UTRAN (called issue-A, see above).
The fact that the HPLMN issued an AV with AMF separation bit set and the IWF filters out AVs with CK/IK present and AMF separation bit set is justification enough for the ME to set the HI bit. OTA activation as described for solution 6 in S3a071031 is not needed. 
Conclusion

It is believed that solutions 4 and solution 6b  fulfill the “no impact” requirement from SA1 since they only require a statically AMF separation bit setting. 
While solution 4 is a bit simpler than solution 6b, solution 6b provides a security advantage. 
Nokia Siemens Networks prefer solution 6b but could also accept solution 4. Therefore it is proposed that CT4 select solution 6b and communicate so to SA3.
Annex

Proposed detailed behaviour of ME in solution 6b
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