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1. Introduction
Last meeting a new specification is available for the AAA interfaces. This contribution will discuss the interface between ePDG and AAA server, the SWm reference point.

Currently, the definition of SWm in TS23.402 is as following:

SWm
This reference point is located between 3GPP AAA Server/Proxy and ePDG and is used for AAA signaling (transport of mobility parameters, tunnel authentication and authorization data). This reference point also includes the MAG-AAA interface functionality, IETF Internet-Draft, draft-korhonen-dime-pmip6 and Mobile IPv6 NAS-AAA interface functionality, IETF Internet-Draft, draft-ietf-dime-mip6-integrated.

Besides access authentication and service authorization functionalities which the Wm interface already provides, the SWm interface should also have MAG-AAA interface functionality and Mobile IPv6 NAS-AAA interface functionality.

Description and message parameters of these functionalities are suggested to be added to the related section in the new TS 29.273.

2. Reason for Change
There is no description about the SWm reference point in the TS 29.273.
3. Proposal

It is proposed to agree the following changes to 3GPP TS 29.273 v0.0.0.
* * * First Change * * * *

2
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IETF Internet-Draft, draft-ietf-dime-mip6-integrated-07.txt: "Diameter Mobile IPv6: Support for Network Access Server to Diameter Server Interaction", work in progress.
 [x5]
IETF RFC 2865: "Remote Authentication Dial In User Service (RADIUS)".
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* * * Next Change * * * *

7
SWm Description

Editor’s note: Differences between Wm and SWm are FFS.

7.1


Functionality


The SWm reference point is defined between 3GPP AAA Server/Proxy and ePDG. It shall include the access authentication, tunnel authentication, service authorization, Mobile IPv6 NAS-AAA interface functionality and MAG-AAA interface functionality. The description of the reference point and its functionality is given in 3GPP TS 23.402 [x1].
This clause specifies a Diameter application that supports the functionality of this reference point.

In the roaming case, the 3GPP AAA Proxy shall act as a stateful proxy between ePDG and 3GPP AAA Server. 
7.2


Protocol


Diameter EAP application is used for authentication of the user. In this case, the ePDG shall act as the NAS, the 3GPP based access authentication is performed during the Tunnel Authentication procedures, and the signalling procedures shall be based on the I-WLAN Access Authentication procedures described in TS 33.234 [x2] and the tunnel authorization signalling procedures shall be based on the I-WLAN Tunnel Authentication and Authorisation procedures described in TS 33.234 [x2].
Diameter NASREQ application is used for the MAG-AAA interface and Mobile IPv6 NAS-AAA interface functionality, as described in draft-korhonen-dime-pmip6 [x3] and draft-ietf-dime-mip6-integrated [x4].

The Application-Id to be advertised over SWm reference point corresponds to the EAP, NASREQ or Diameter Base Protocol Application-Id, depending on the command sent over SWm.
7.3


Procedures Description


7.3.1
Authentication Procedures

According to the requirements specified in chapter 7.1, SWm reference point shall enable:

-
Messaging for service authentication between UE and 3GPP AAA Server/Proxy.

The authentication procedure is used between ePDG and 3GPP AAA Server/Proxy.  It is invoked by the ePDG, on receipt from the UE of a "tunnel establishment request" message. This takes the form of forwarding an IKE v2 (3GPP TS 33.234 [x2]) exchange with the purpose of authenticating in order to set up an IKE Security Association (SA) between the UE and the ePDG. 

Editor’s note: For connectivity to additional PDN based S2b, the IKE_SA procedure is FFS.

The SWm reference point performs authentication based on the reuse of the DER/DEA command set defined in Diameter_EAP (3GPP TS 33.234 [x2]).

Table 7.3.1.1: Authentication Request

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	User Identity
	 User-Name
	M
	This information element contains the identity of the user.

	EAP payload
	EAP payload
	M
	Encapsulated EAP payload used for UE - 3GPP AAA Server mutual authentication

	Visited Network Identifier
	Visited-Network-Identifier
	C
	Identifier that allows the home network to identify the Visited Network.

This AVP shall be present if the ePDG is not in the UE's home network i.e. the UE is roaming.

	Access Type
	NAS-Port-Type
	M
	This AVP shall contain the value to indicate that the user accessed the EPS network by which access type network according to IETF RFC 2865 [x5].


Table 7.3.1.2: Authentication Answer

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	EAP payload
	EAP payload
	M
	Encapsulated EAP payload used for UE - 3GPP AAA Server mutual authentication

	Result code
	Result Code / Experimental-Result-Code
	M
	Result of the operation. 

Result-Code AVP shall be used for errors defined in the Diameter Base Protocol or as per in NASREQ .
Experimental-Result AVP shall be used for SWm errors. This is a grouped AVP which contains the 3GPP Vendor ID in the Vendor-Id AVP, and the error code in the Experimental-Result-Code AVP.


7.3.1.1
3GPP AAA Server Detailed Behaviour

Editor’s note: This section includes detailed process decription on the 3GPP AAA Server.
7.3.1.2
3GPP AAA Proxy Detailed Behaviour

Editor’s note: This section includes detailed process decription on the 3GPP AAA Proxy.
7.3.2
Authorization Procedures

According to the requirements stated in subclause 7.1, SWm reference point shall enable:

-
Carrying messages for service authorization between ePDG and 3GPP AAA Server/Proxy.
-
Carrying messages for PMIPv6 or DSMIPv6 between ePDG and 3GPP AAA Server/Proxy.
This procedure is used between the ePDG and 3GPP AAA Server and Proxy. It is invoked by the ePDG, on receipt from the UE of a "tunnel establishment request" message and subsequent to the success of tunnel authentication i.e. on receipt of a DEA message from the 3GPP AAA Server with Result Code set to "Success".

The SWm reference point performs authorization download based on the reuse of the NASREQ IETF RFC 4005 [x6] AAR-AAA command set.

Table 7.3.2.1 Authorization Request

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	Permanent User Identity
	User-Name
	M
	This information element contains the identity of the user.

	Diameter Session ID
	Session-Id
	M
	This information element uniquely identifies the session.

	Request-Type
	Session-Request -Type
	M
	Type of SWm specific Diameter application request. The following values are to be used:

AUTHORIZATION REQUEST (0)


This value shall indicate the initial request for authorization of the user to the APN.

	Visited Network Identifier
	Visited-Network-Identifier
	C
	Identifier that allows the home network to identify the Visited Network.

This AVP shall be present if the ePDG is not in the UE's home network, i.e. the UE is roaming. 

	W-APN-ID
	3GPP-WLAN-APN-Id
	C
	This information element contains the W-APN which the UE is requesting authorization. 

This AVP is present when Session-Request-Type AVP is set to AUTHORIZATION REQUEST.

	Supported QoS profile
	QoS-Auth-Resources
	O
	If the ePDG supports QoS mechanisms, this information element may be included to contain ePDG’s QoS capabilities.

	Supported MIPv6-Feature
	MIP6-Feature-Vector AVP
	C
	If the ePDG supports PMIPv6-MAG or/and MIPv6 integrated scenario bootstrapping functionality, the corresponding flag is set.


Table 7.3.2.2: Authorization Answer

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	Diameter Session ID
	Session-Id
	M
	This information element uniquely identifies the session.

	Registration Result
	Result Code/ Experimental Result Code
	M
	Result of the operation. 

Result-Code AVP shall be used for errors defined in the Diameter Base Protocol.

Experimental-Result AVP shall be used for SWm errors. This is a grouped AVP which contains the 3GPP Vendor ID in the Vendor-Id AVP, and the error code in the Experimental-Result-Code AVP

	Max-Subscribed-Bandwidth
	Max-Requested-Bandwidth
	O
	The Max requested bandwidth AVP. Can be sent by the 3GPP AAA Server to the ePDG if it is present in the user subscription info held at the 3GPP AAA Server.

	Authorized 3GPP EPS QoS Profile
	QoS-Auth-Resources
	O
	If both supported 3GPP EPS QoS profile of the ePDG and subscribed QoS profile were received by the 3GPP AAA Server, this IE may be present.

This IE contains the 3GPP EPS QoS Profile authorized by the 3GPP AAA Server based on the subscribed QoS parameters from the HSS, ePDG’s QoS capabilities and other information, e.g. operators’ policies.

	Authorized MIP6-Feature
	MIP6-Feature-Vector AVP
	C
	This information element informs the NAS which MIP6-Feature is authorized to use.


7.3.2.1
3GPP AAA Server Detailed Behaviour

Editor’s note: This section includes detailed process decription on the 3GPP AAA Server.
7.3.2.2
3GPP AAA Proxy Detailed Behaviour

Editor’s note: This section includes detailed process decription on the 3GPP AAA Proxy.
