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1. Introduction & Reason for Change
According to 29.060 v8.2.0 clause 11.1.9, unkown TLV information elements shall be ignored by the receiver, without informing the sender.

This is ok for many cases. But it implies that it will not be possible adding new IE elements to GTPv2 which might require end-to-end support, to future 3GPP releases. I.e., protocol enhancements that rely on being supported by all boxes in the GTP path, and need to be notified if this is not the case.
3. Proposed improvement
The common “header” of Information Elements is defined to have a “comprehension required” flag, in addition to the Type and Length fields already present in GTPv1. This flag determines if a receiving entity of an unknown IE shall ignore it, or handle it as an error.

The error handling is defined in an analogous way to the handling of missing mandatory IEs in GTPv1, and potential improvements indicated as FFS
4. Consequences if not approved
Future 3GPP releases can only add “ignorable” IEs to the GTP protocol. A new GTP version or new complex negotiation mechanisms would be needed in order to add features requiring end-to-end support 
5. Other Comments
Note that this new flag is comparable to:

· the “M” bit part of the AVP flags of the diameter protocol (RFC 3588 section 4.1)

· the “optional” bit part of the attribute flags octet for BGP-4 path attributes (RFC 1771 sections 4.3 and 5)

· Bit 8 of the extension header type of GTPv1 (TS 29.060 v8.2.0 clause 6)

Note that a flag similar to the “transitive” flag in BGP-4 is not needed for GTPv2, as GTP messages do not relay on GTP-aware proxies or intermediate agents. GTP messages are always processed by the receiving entity independently of if they trigger a similar message on another interface or not.

5. Proposal

It is proposed to agree the following changes to 3GPP TS 29.274 v0.1.0.
* * * First Change * * * *

6.1
Message Formats
To be edited
6.1.1
Presence requirements of Information Elements
To be edited

6.1.x
Comprehension requirements for Information Elements

For future extensibility of the GTP-C protocol, it shall be possible to add new mandatory and conditional Information Element (IE) types to the existing messages.
Editor’s note: It is FFS if these requirements would apply also to GTP-U.

For the legacy GTPv2 entity such IEs will be unexpected, but will be treated as optional IEs. That is, the IEs of known type will be processed and the IEs of unknown type will be silently discarded.
In future updates to the existing procedures it may become required that the sending entity is aware if the new mandatory or conditional IE was comprehended by the receiver, or not. 
New IE types that may be defined in future spec releases may belong to one of two classes:

-
IEs which can be safely ignored by the receiving entity. As all IEs are TLV encoded, a receiving entity can always continue decoding the rest of the message by ignoring the unknown IE.

-
IEs which require support by the receiving entity and which shall cause the rejection of the GTP message if such an IE is unknown or not supported.

Editor’s Note: It is for further study if a rejected Response message shall lead to an error notification back to the sender. Rejected Request messages shall always include an appropriate rejection cause value in the corresponding Response, but this can be added to the normative text, here or in clause 9.1, once the handling of Response messages is decided.

In order to support both types of future IEs, a flag "Comprehension Required" (CR) is part of the common header of each IE (see clause 9.x)

* * * Next Change * * * *

9
Information Elements
To be edited

9.x
Information Elements Format

Table x.x depicts the format of an information element, which has the following mandatory fields:

- 
Type field: This field indicates the type of Information Element. The valid values of the IE type are defined in clause 9.x.

- 
Comprehension Required (CR) flag: If CR flag is set to 1, the comprehension of the IE is required. This flag may have variable values (0 or 1) only within optional IEs, and shall be set to 1 for all mandatory or conditional IEs. 
Editor’s note: Currently it is assumed that CR = 0 for GTP-U.
 - 
Length: This field contains the length of the information element excluding the Type and Length field

Table x.x: Common IE Fields
	
	
	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1
	Type
	

	
	2
	 CR
	Length (fist octet)
	

	
	3
	Length (second octet)
	

	
	4-(n+3)
	IE specific data
	


The Comprehension Required (CR) flag shall be used in the following way:

-
CR flag is set to 1 in a Request message: if the receiving GTP entity cannot comprehend the IE, then the receiver shall discard the request, should log the error, and shall send a response with an appropriate Cause value.

Editor’s note: it is FFS if Cause should be amended by complete IE or only its Type.
-
CR flag is set to 1 in a Response message: if the receiving GTP entity cannot comprehend the IE, then the receiver shall notify the upper layer that a message with this unknown IE has been received and should log the error.

Editor’s note: it is FFS if an error notification should be sent.

