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1. Introduction
This contribution describes the Authentication  procedures over the S6a interface, namely the Update Location message.
2. Reason for Change
This contribution describes the AIR procedures on S6a.
4. Proposal

It is proposed to agree the following changes to 3GPP TS 29.272
* * * First Change * * * *

5.3.3
Authentication Procedures

5.3.3.x
Introduction

This section will include parameters and detailed behaviour of authentication procedures.

5.3.3.x
Authentication Information Request/Answer
This procedure is used between REQUESTING NODE and HSS.

· To retrieve authentication vectors from the HSS.

· To resolve synchronization failures between the sequence numbers in the UE and the HSS.

The S6a interface performs these functions based on the reuse of existing Cx authentication command code set (MAR/MAA), see 3GPP TS 29.228 [xx] and 3GPP TS 29.229 [yy]. It corresponds to the combination of the operations Auth-Info-Request and Auth-Info-Response (see 3GPP TS 23.234 [zz]) :

Table 5.3.3.x: Authentication Information request
	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	IMSI
	User-Name
	M
	This information element contains the permanent identity of the user, i.e. the IMSI. 

	 Network Identifier
	Network-Identifier
	C
	Identifier that allows the HSS to identify the PLMN in the form of MCC and MNC, see 3GPP TS 23.003[x]


	Number of Authentication Vectors
	Number-Auth-Items
	M
	This information element indicates the number of authentication vectors requested

	Authorization  Information
	Authorization
	C
	This IE is included if there is a need to retrieve content used for authentication after synchronisation failure.
It shall contain the concatenation of nonce, as sent to the terminal, and auts, as received from the terminal. Nonce and auts shall both be binary encoded.

	Routing Information
	Destination-Host
	C
	If the REQUESTING NODE knows the HSS name, this AVP shall be present.

This information is available if the REQUESTING NODE already has the HSS name stored. The HSS name is obtained from the Origin-Host AVP, which is received from a previous command from the HSS or from the SLF.

Otherwise only the Destination-Realm is included so that it is resolved to an HSS address in an SLF-like function. Once resolved the Destination-Host AVP is included with the suitable HSS address and may be stored in the REQUESTING NODE for further usage.

	Requesting Node Type
	Requesting_Node_​Type
	M
	This AVP indicates the type of requested vector and has 2 values:
· MME (indicates that the requesting node is a stand alone MME)

· MME/SGSN (indicates that the requesting node is a combined MME/SGSN and the requested vector is for E-UTRAN and/or UTRAN authentication )



Table 5.3.3.y: Authentication Information Answer
	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	IMSI
	User-Name
	M
	This information element contains the permanent identity of the user, i.e. the IMSI.

	Number of Authentication Vectors
	Number-Auth-Items
	C
	This AVP indicates the number of authentication vectors delivered in the Authentication Data information element.

It shall be present when the result is DIAMETER_SUCCESS.


	Authentication Data
	Auth-Data-Item
	C
	If the Number-Auth-Items AVP is equal to zero or it is not present, then this AVP shall not be present.

See table 5.3.3.z for the contents of this information element.


	Result
	Result-Code / Experimental-Result
	M
	Result of the operation.

Result-Code AVP shall be used for errors defined in the Diameter Base Protocol.

Experimental-Result AVP shall be used for S6a errors. This is a grouped AVP which contains the 3GPP Vendor ID in the Vendor-Id AVP, and the error code in the Experimental-Result-Code AVP.


Table 5.3.3.z: Authentication Data – Response
	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	Item Number
	Item-Number
	C
	This information element shall be present in a Auth-Data-Item grouped AVP in circumstances where there are multiple occurrences of Auth-Data-Item AVPs, and the order in which they should be processed is significant.

In this scenario, Auth-Data-Item AVPs with a low Item-Number value should be processed before Auth-Data-Items AVPs with a high Item-Number value.

	Authentication Method
	Authentication Method
	M
	This information element indicates the authentication method (EPS or UMTS).

It shall contain EPS vectors or UMTS values.

	Authentication Information 


	Authenticate
	C
	It shall contain, binary encoded, the concatenation of the authentication challenge RAND and the token AUTN. See 3GPP TS 33.203 [3] for further details about RAND and AUTN.

It shall be present when Authentication_Method AVP is set to UMTS or EPS

	Authorization Information


	Authorization
	C
	It shall contain binary encoded, the expected response XRES. See 3GPP TS 33.203 [3] for further details about XRES.

It shall be present when Authentication_Method AVP is set to UMTS or EPS

	Confidentiality Key


	Confidentiality-Key
	C
	This information element, if present, shall contain the confidentiality key. It shall be binary encoded.

It shall be present when Authentication_Method AVP is set to UMTS

	Integrity Key


	Integrity-Key
	C
	This information element shall contain the integrity key. It shall be binary encoded.

It shall be present when Authentication_Method AVP is set to UMTS

	KASME


	KASME
	C
	This information element, if present, shall contain the KASME key. It shall be binary encoded.

It shall be present when Authentication_Method AVP is set to EPS


5.3.3.x.a
Detailed behaviour

At reception of Authentication-Info-Request command, the HSS shall perform (in the following order):

The HSS shall, in the following order (if there is an error in any of the steps, the HSS shall stop processing and return the corresponding error code):

1) Check that the user exists in the HSS. If not Experimental-Result-Code shall be set to DIAMETER_ERROR_USER_UNKNOWN.

2) Check that the user has EPS subscription. If not Experimental-Result-Code shall be set to DIAMETER_ERROR_USER_NO_EPS_SUBSCRIPTON.

3) Check Requested-Vector-Type AVP if present,
a) If the value is set to “MME” then the E-UTRAN authentication vectors are downloaded
b) If the value is set to “MME/SGSN”, then the EUTRAN and UMTS authentication vectors are downloaded 

4) The HSS shall check if there is an existing MME, combined MME/ SGSN serving the user. If there is a MME, combined MME and SGSN already serving the user, the HSS shall check the request type.

a) If the request indicates there is a synchronization failure, the HSS shall process AUTS as described in 3GPP TS 33.203 [3] and return the requested authentication information. The Result-Code shall be set to DIAMETER_SUCCESS.

b) If the request indicates authentication, the HSS shall return the old MME or old clombined SGSN/MME to the REQUESTING NODE. The Result-Code shall be set to DIAMETER_SUCCESS.

c) If there is no MME, combined MME/ SGSN already serving the user, the HSS shall store the requesting node name. The HSS shall download Authentication-Data-Item stored up to a maximum specified in Number-Auth-Items received. The Result-Code shall be set to DIAMETER_SUCCESS.Exceptions to the cases specified here shall be treated by HSS as error situations, the Result-Code shall be set to DIAMETER_UNABLE_TO_COMPLY. No authentication information shall be returned.
NOTE:
Origin-Host AVP shall contain the REQUESTING NODE address.

* * * Next Change * * * *

6.2.X
Command-Code values

The following Command Codes are defined in this specification:

Table 6.2.1/1: Command-Code values

	Command-Name
	Abbreviation
	Code
	Section

	Authentication-Information-Request
	AIR
	tbd
	6.2.a

	Authentication-Information-Answer
	AIA
	tbd
	6.2.b


6.2.a
Authentication-Information-Request (AIR) Command

The Authentication-Information-Request (AIR) command, indicated by the Command-Code field set to tbd and the ‘R’ bit set in the Command Flags field, is sent from REQUESTING NODE to HSS. 

Message Format

< Authentication-Information-Request> ::=


< Diameter Header: tbd, REQ, PXY, tbd >

< Session-Id >

{ Vendor-Specific-Application-Id }

{ Origin-Host }

{ Origin-Realm }

[ Destination-Host ]

{ Destination-Realm }

{ IMSI }
{ Number-Auth-Items }

{ Requesting-Node-Type }

[ Authorisation-Information ]

{ Network-Identifier }

*[ AVP ]

*[ Proxy-Info ]

*[ Route-Record ]

6.2.b
Authentication-Information-Answer (AIA) Command

The Authentication-Information-Answer (AIA) command, indicated by the Command-Code field set to tbd and the ‘R’ bit cleared in the Command Flags field, is sent from HSS to REQUESTING NODE. 

Message Format

< Authentication-Information-Answer> ::=


< Diameter Header: tbd, PXY, tbd >

< Session-Id >

{ Vendor-Specific-Application-Id }

[ Result-Code ]

[ Experimental-Result ]

{ Origin-Host }

{ Origin-Realm }

{ User-Name}


[Number-Auth-Items ]


[Auth-Data-Item ]
[ Node_type ]

*[ AVP ]

*[ Failed-AVP ]

*[ Proxy-Info ]

*[ Route-Record ]

* * * Next Change * * * *

6.3
Information Elements

The following table describes the Diameter AVPs defined for the S6a interface protocol, their AVP Code values, types, possible flag values and whether or not the AVP may be encrypted. The Vendor-ID header of all AVPs defined in this specification shall be set to 3GPP (10415).

Table 6.3/1: Diameter S6a AVPs

	
	AVP Flag rules
	

	Attribute Name
	AVP Code
	Section defined
	Value Type
	Must
	May
	Should not
	Must not
	May Encr.

	IMSI
	tbd
	6.3.1
	OctetString
	M, V
	
	
	
	No

	Number of Authentication Vectors
	tbd
	6.3.16
	Unsigned32
	M, V
	
	
	
	No

	Requesting-Node-Type
	tbd
	6.3.17
	Enumerated
	M, V
	
	
	
	No

	Authorisation
	tbd
	6.3.18
	OctetString
	M, V
	
	
	
	No

	Network-Identifier
	tbd
	6.3.19
	OctetString
	M, V
	
	
	
	No

	Authentication Data
	tbd
	6.3.20
	Grouped
	M, V
	
	
	
	No

	EPS-Vector
	tbd
	6.3.21
	Grouped
	M, V
	
	
	
	No

	UMTS-Vector
	tbd
	6.3.22
	Grouped
	M, V
	
	
	
	No

	RAND
	tbd
	6.3.23
	OctetString
	M, V
	
	
	
	No

	XRES
	tbd
	6.3.24
	OctetString
	M, V
	
	
	
	No

	AUTN
	tbd
	6.3.25
	OctetString
	M, V
	
	
	
	No

	KASME
	tbd
	6.3.26
	OctetString
	M, V
	
	
	
	No

	CK
	tbd
	6.3.27
	OctetString
	M, V
	
	
	
	No

	IK
	tbd
	6.3.28
	OctetString
	M, V
	
	
	
	No

	Item-Number
	tbd
	6.3.29
	Unsigned32
	M, V
	
	
	
	No

	Node-Type
	tbd
	6.3.30
	Enumerated
	M,V
	
	
	
	No

	NOTE 1:
The AVP header bit denoted as ‘M’, indicates whether support of the AVP is required. The AVP header bit denoted as ‘V’, indicates whether the optional Vendor-ID field is present in the AVP header. For further details, see IETF RFC 3588 [x].




6.3.1
IMSI

The IMSI AVP is of type OctetString. This AVP contains the International Mobile Subscriber Identity. See 3GPP TS 23.003 [x]

6.3.16

Number of Authentication Vectors
The Number-Auth-Items AVP is of type Unsigned32. This AVP contains the number of AVs requested or delivered.
6.3.17

Requesting-Node-Type

The Requesting-Node-Type AVP is of type Enumerated. The following values are defined:

· MME (1)


This value is used when the MME is co-located with an SGSN, and EPS vectors are requested for immediate use and UMTS vectors are requested for potential later use.

· SGSN/MME (2)


This value is used when the MME is co-located with an SGSN,  and both EPS and UMTS vectos may be downloaded
6.3.18

Authorisation 

This information element is used, in an authentication request, to indicate a failure of synchronization. In a response, it

is used to convey the expected response to the challenge used to authenticate the user. See 3GPP TS 33.203 [3].

 6.3.19
Network-Identifier
This IE is of type OctetString. It contains the concatenation of MCC and MNC. See 3GPP TS 23.003.

6.3.20

Authentication data
This AVP is of type Grouped. This AVP contains Authentication Vectors.

AVP format:

Authentication-Info ::= <AVP header: tbd 10415>

*[ EPS-Vector ]

*[ UMTS-Vector]

*[AVP]

6.3.20.1
EPS Vector

The EPS-Vector AVP is of type Grouped. This AVP contains an EPS Vector.

AVP format:

EPS-Vector ::= <AVP header: tbd 10415>

[ Item-Number ]

{ RAND }

{ XRES }

{ AUTN }

{ KASME }

*[AVP]

6.3.20.2 

UMTS Vector

The UMTS-Vector AVP is of type Grouped. This AVP contains an UMTS Vector.

AVP format:

UMTS-Vector ::= <AVP header: tbd 10415>

[ Item-Number ]

{ RAND }

{ XRES }

{ AUTN }

{ CK }

{ IK }

*[AVP]

6.3.23

RAND

The RAND AVP is of type OctetString. This AVP contains the RAND. See 3GPP TS 33.203

6.3.24

XRES

The XRES AVP is of type OctetString. This AVP contains the XRES. See 3GPP TS 33.203

6.3.25

AUTN

The AUTN AVP is of type OctetString. This AVP contains the AUTN. See 3GPP TS 33.203

6.3.26

KASME

The KASME AVP is of type OctetString. This AVP contains the K_ASME. See 3GPP TS 33.203

6.3.27

CK

The CK AVP is of type OctetString. This AVP contains the Confidentialit-Key. See 3GPP TS 33.203

6.3.28

IK

The IK AVP is of type OctetString. This AVP contains the Integrity-Key. See 3GPP TS 33.203

6.3.29

Item Number

This information element indicates the order in which the authentication vectors are to be consumed.
