3GPP TSG CT WG4 Meeting #38
C4-080351

Puerto Vallarta, MEXICO, 28. Jan - 1 Feb 2008

3GPP TSG SA WG3 (Security) meeting #49bis
S3a071036
Sophia Antipolis, France, 11-13 December 2007   


Title:
Reply to LS S3a070994 = C4-072023  on SIP-Digest password change
Work Item:
IMS security extensions
Source:
TSG SA WG3
To:
TSG CT WG4
Cc:

Contact Person:


Name:
   Günther Horn
E-mail Address: guenther.horn@nsn.com
Attachments:
S3a071037
SA3 thanks CT4 for their LS on SIP-Digest password change. SA3 would like to respond to the questions raised by SA2 as follows.

When is SIP Digest applied?: It is mentioned for alternatives A) and D) that the S-CSCF doesn’t interact with the HSS unless there is an originating SIP request to process, and it is mentioned as a disadvantage that this period could be very large. We would like to point out that SIP Digest authentication is only applied to originating SIP requests, not to responses or terminating requests, so that there is no need for a password change before the next originating SIP request. The usage of SIP Digest also depends whether SIP Digest is applied to non-register SIP requests or only to SIP register requests.
Alternative A “no additional signaling”: As mentioned already in the LS, not even a re-registration initiated by the user would necessarily cause a new password to be taken into use as the S-CSCF may decide not to refresh the authentication information from the HSS. This means that the user would have no assurance about when a new password would be taken into use. But the user may want to have the new password taken in use soon because he suspects his old password became known to somebody else. 

Modified alternative A: a human user would not be able to trigger a re-registration nor know when the next re-registration would happen due to the expiry of the registration period. Therefore, even a modified alternative A which mandated the S-CSCF to contact the HSS at every registration would not be satisfactory from a user point of view. 

Synchronization problems with (modified) alternative A: (modified) alternative A could lead to synchronization problems as the user would not know which password to use. A rule may have to be added to the UE to the effect that, if a request is rejected and a new password is available, the request shall be repeated with the new password. This would add another roundtrip to the procedure in use and add undesirable complexity to the UE. Such synchronization problems on the user side can be avoided if the password is immediately made available to the S-CSCF, as in solutions B) and D). Furthermore, the user would have to store both the old and the new password for an unspecified amount of time. 

Alternative B “Password pull”: We agree with CT4 to rule out alternative B) due to the involved signaling overhead.

Alternative C ”De-registration for password change”: De-registration would cause all ongoing sessions to be torn down. While a secure solution this is certainly very undesirable from a service perspective. Therefore, this procedure should only be used in exceptional cases when a password compromise is suspected and there is no means to immediately change the password on both sides, e.g. because the user is sent a new password by regular mail. If online password change is possible then a network-initiated re-registration may be sufficient even in the case of suspected compromise.

Alternative D “Password Push”: this alternative allows immediately sending the new password from the HSS to the S-CSCF, so from a security point of view, Alternative D is stronger than Alternatives A and B and could be made as strong as Alternative C (depending on the configuration details). Alternative D) could be combined with a network-initiated re-registration. Network initiated re-registration may be used to forbid the use of the old password as determined by the S-CSCF. Also here, a synchronization problem may occur as the S-CSCF cannot see from a request which password – old or new – was used. (The index to the password is the IMPI, which is assumed not to change when a password changes.) But the synchronization problem may be solved more easily than on the UE side as such a procedure would not add any signaling and would be local to the S-CSCF. 

SA3 approved the attached CR to TS 33.203. In particular SA3 agreed that “The HSS and the S-CSCF shall support the possibility for the HSS to push a new entry for a user’s password to the S-CSCF currently serving the user. The HSS shall be able to send such a password push message at any time independent of other communication on the Cx interface.” It is ffs whether a solution to address the above-mentioned synchronisation problem is worth the added complexity, while maintaining a high security level.
Actions:

SA3 kindly asks CT4 to take the above considerations into account.
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