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1 Introduction

SA3 has identified a requirement to cryptographically bind E-UTRAN authentication vectors to the E-UTRAN serving network identity. Unfortunately this may conflict with the requirement, mentioned in a CT4 LS, to be able to offer E-UTRAN services to users on a pre-Rel-8 HSS/HLR (C4-071351). In a reply to the CT4 LS, SA2 asked SA3's opinion on the security aspects of this requirement (S2-073917). SA3's reply indicated that SA3 will try to find a solution that has no or limited impact on a pre-Rel-8 HSS/HLR (S3-070835). 
Since the last SA3 meeting SA1 has provided its answer to CT4 (S1-071887). In that reply, SA1 confirm the need to be able to offer E-UTRAN services to users on a pre-Rel-8 HSS/HLR and state that "the interworking function should not compromise E-UTRAN security".
2 Current approach to binding authentication vectors to E-UTRAN serving network identity

E-UTRAN authentication vectors shall be derived from UTRAN authentication vectors so that Rel-99 USIMs can be used. In particular, the {CK, IK} keys in a UTRAN authentication vector shall be converted into a corresponding K_ASME key for use in E-UTRAN.

The message flow between the MME and HSS is as follows:


[image: image1.wmf] 

MME

 

HSS

 

Authentication data request

 

IMSI, SN identity, Network Type 

Type 

 

Authentication data response

 

E

-

UTRAN authentication vectors

 


The method currently envisaged to provide the binding of authentication vectors to the E-UTRAN serving network identity makes use of 1 bit of the 16-bit Authentication Management Field (AMF) field in the authentication vector. This bit is termed a "separation bit" and is used as follows:

· The HSS shall never issue an authentication vector with the separation bit in the AMF set to 1 to a non-EPS network entity.  
· For an EPS network entity, the HSS shall set the separation bit to 1 and generate an EPS serving network specific K_ASME from {CK, IK} using a key derivation function with the serving network identity as an input. If the separation bit is set to 1, then CK and IK shall not leave the HSS.  
· An ME attaching to E-UTRAN (or another EPS access network) must check during authentication that the separation bit is set to 1 and abort authentication if this is not the case. If the separation bit is set to 1, then the EPS serving network identity is used as an input to the K_ASME derivation.
The binding of authentication vectors to the E-UTRAN serving network provides two security benefits:

· E-UTRAN serving network authentication: This allows the UE to be assured that it is connected to a specific E-UTRAN serving network. The binding of the authentication vector to a specific E-UTRAN serving network means that one serving network cannot masquerade as another.
· Cryptographic separation of E-UTRAN authentication vectors: This prevents a non-E-UTRAN authentication vector from being used for E-UTRAN security. It helps avoid that security vulnerabilities in other applications of the authentication protocol (e.g. GERAN/UTRAN) leak into E-UTRAN.
The rationale for these enhancements is explained in section 7.3.2 of the SA3 TR 33.821 on EPS security.
3 Solutions for interworking with a pre-Rel-8 HSS/HLR

Six candidate solutions for interworking with a pre-Rel-8 HSS/HLR are described in the following sub-sections. It is proposed that 3GPP select and standardize one solution for all operators. In particular, it is assumed that multiple solutions do not need to co-exist. All solutions presented in this section can and shall co-exist with the target solution currently described in TS 33.abc v020.
3.1 Solution 1: K_ASME derivation and protocol conversion in HPLMN
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1. The AuC part of the pre-Rel-8 HLR is upgraded so that MAP authentication vector requests from nodes serving E-UTRAN can be identified. For such requests, the AuC sets the separation bit of the AMF to 1, otherwise it is set to 0. 

2. An IWF in the HPLMN derives K_ASME using {CK, IK} and the serving network identity, and provides the necessary MAP-Diameter conversion of the authentication vector request/response.

Variants: The IWF may be split into separate boxes: one to perform K_ASME derivation, the other to perform protocol conversion. Key derivation may be performed either before or after protocol conversion.

3.1b Solution 1b: K_ASME derivation in HLR and protocol conversion in IWF in HPLMN 
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1. The AuC part of the pre-Rel-8 HLR is upgraded so that MAP authentication vector requests from nodes serving E-UTRAN can be identified. For such requests, the AuC sets the separation bit of the AMF to 1, otherwise it is set to 0. 

2. The upgraded pre-Rel-8 HLR also derives K_ASME using {CK, IK} and the serving network identity. In this manner {CK, IK} does not leave the pre-Rel-8 HLR. The IWF provides the necessary MAP-Diameter conversion of the authentication vector request/response. 

3.2 Solution 2: K_ASME derivation in HPLMN, protocol conversion in VPLMN
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1. The AuC part of the pre-Rel-8 HLR is upgraded so that MAP authentication vector requests from nodes serving E-UTRAN  can be identified. For such requests, the AuC sets the separation bit of the AMF to 1, otherwise it is set to 0. 

2. An IWF in the HPLMN derives K_ASME using {CK, IK} and the serving network identity, which is determined from the source address of the authentication vector request. K_ASME is then carried in the {CK, IK} fields of the MAP authentication vector response.

3. An IWF in the VPLMN (or HPLMN when not roaming) provides the necessary MAP-Diameter conversion of the authentication vector request/response.

3.3 Solution 3: K_ASME derivation and protocol conversion in VPLMN (with dynamic setting of separation bit in HLR) 
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1) The AuC part of the pre-Rel-8 HLR is upgraded so that MAP authentication vector requests from nodes serving E-UTRAN can be identified. For such requests, the AuC sets the separation bit of the AMF to 1, otherwise it is set to 0. 

2) The IWF in the visited network derives K_ASME using {CK, IK} and the serving network identity, and provides the necessary MAP-Diameter conversion of the authentication vector request/response.  (Note that with this method there is little value in using the serving network identity as an input to the K_ASME derivation.)

Variants: The IWF may be split into separate boxes: one to perform K_ASME derivation, the other to perform protocol conversion. Key derivation may be performed either before or after protocol conversion.

3.4 Solution 4: K_ASME derivation and protocol conversion in VPLMN (with static setting of separation bit in HLR)
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1) The AuC part of the pre-Rel-8 HLR is upgraded so that the separation bit of the AMF is set to 1 for all authentication vector requests. Otherwise the HLR/HSS is unchanged and returns standard MAP authentication vector responses to the IWF.

2) The IWF in the visited network derives K_ASME using {CK, IK} and the serving network identity and provides the necessary MAP-Diameter conversion of the authentication vector request/response. (Note that with this method there is little value in using the serving network identity as an input to the K_ASME derivation.)

Variants: The IWF may be split into separate boxes: one to perform K_ASME derivation, the other to perform protocol conversion. Key derivation may be performed either before or after protocol conversion. 

3.5 Solution 5: IWF in VPLMN with UMTS level security in EPS 
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1) The pre-Rel-8 HLR is not upgraded. Instead the security features of serving network authentication, and separation of E-UTRAN authentication vectors, are not provided in EPS networks. Consequently the separation bit is not set in the HSS/HLR and does not need to be interpreted by E-UTRAN capable ME.

2) The IWF in the visited network derives K_ASME using {CK, IK} and provides the necessary MAP-Diameter conversion of the authentication vector request/response. (Note that with this method there is little value in using the serving network identity as an input to the K_ASME derivation.)

Variants: The IWF may be split into separate boxes: one to perform K_ASME derivation, the other to perform protocol conversion. Key derivation may be performed either before or after protocol conversion. 

3.6 Solution 6: Gradual upgrade of HLR using indicator on Rel-8 USIM

This solution allows an operator to start from solution 5 (UMTS level security and unmodified pre-Rel-8 HLR) and, at some later time after the start of EPS, upgrade his pre-Rel-8 HLR to a Rel-8 HSS. A Rel-8 USIM will contain an HLR indication bit (HI bit), which is set to 1 only when the HLR has been upgraded. However, the use of Rel-99 USIMs for E-UTRAN access is still possible. An ME attached to E-UTRAN will always check for this HI bit on the USIM.

User on pre-Rel-8 HLR: 

If the HI bit is present on the USIM it is set to 0. An ME attached to E-UTRAN does not enforce cryptographic separation of E-UTRAN authentication vectors if the HI bit is absent (Rel-99 USIM) or set to 0, i.e. it also accepts authentication vectors with the separation bit in the AMF set to 0. The network entities behave according to solution 5. In case current USIM versions should not support adding the HI bit, new USIMs providing this support could be issued even while the user was still on a pre-Rel-8 HLR, with the HI bit set to 0.
User on upgraded pre-Rel-8 HLR: 

If the user has an Rel-8 USIM the HI bit may now be set to 1. If it is set to 1 an ME attached to E-UTRAN enforces cryptographic separation of E-UTRAN authentication vectors, i.e. it does not accept authentication vectors with the separation bit in the AMF set to 0. The network entities now behave from a security point of view according to the current TS 33.abc.

To set the HI bit on the USIM, it would be advantageous to be able to add / toggle the HI bit on already deployed USIMs using Over-The-Air (OTA) protocols. However, this approach has the limitation that some already deployed USIMs may not have the correct permissions to allow the flag to be provisioned using OTA techniques. Also some operators may not have an OTA server. If the USIM cannot be upgraded over the air the user will not enjoy the EPS security feature “cryptographic separation of E-UTRAN authentication vectors” as long as no new USIM is issued to him. But the user will be able to communicate over E-UTRAN using all the other features.
Variant of solution 6: Instead of upgrading the pre-Rel-8 HLR to an HSS the operator could also choose to upgrade it to one of the solutions 1 through 4 first and then later upgrade it to an HSS.

4 Distinguishing E-UTRAN authentication vector requests from other types

Solutions 1, 1b, 2, 3 and 6 assume that the HLR can distinguish between authentication vector requests from E-UTRAN and other authentication vector requests. In solutions 1 and 1b, this could be done based on the source address of the IWF. However, for solutions 2, 3 and 6 an approach based on source address would not be practical. For those solutions a better approach would be to indicate "E-UTRAN" in the Requesting Node Type of the MAP authentication vector request. This would require a change to the Rel-8 MAP protocol.

A more general issue not related to interworking with pre-Rel-8 HLR is that a combined SGSN/MME can have both E-UTRAN and UTRAN attached, and, in this situation, it must be possible for the HSS to distinguish authentication vector requests from the same SGSN/MME relating to E-UTRAN from those relating to UTRAN. This could be done by using different source addresses, but a better solution would be to explicitly indicate the type of authentication vector needed in the Diameter-based authentication vector request.

How to ensure that K_ASME derivation is performed exactly once? 
In some of the solutions there may be two or more IWFs in the path between the MME and the HLR/HSS. An HSS performs K_ASME derivation, and it must be ensured for solutions 3, 4 and 6 that the IWF in the visited network does not perform K_ASME derivation a second time. Hence, the IWF must know whether the authentication vector was sent by an HSS or a pre-Rel-8 HLR according to one of the solutions 3, 4 and 6. This is illustrated in the figure below.
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Furthermore, it may be completely transparent to an MME whether protocol interworking is performed or not. Then the MME would need an indication whether the authentication vector was sent by an HSS or a pre-Rel-8 HLR even if only one IWF was present in the path. This is illustrated in the figure below.
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A solution for the problem to ensure that K_ASME derivation is performed exactly once would be that entities which perform K_ASME derivation (HSS, IWF) indicate a corresponding capability in Gr+ and DIAMETER.

Also in order to avoid different type of IWFs (with and without K_ASME conversion) it could be useful to allocate K_ASME conversion functionality to the MME. (This would apply to solution 3, 4 and 6.)
5 Considerations on migration towards full security solution 

The “full” security solution is one which provides both E-UTRAN serving network authentication and cryptographic separation of E-UTRAN authentication vectors, as for solution 1, and provides an S6a interface between MME and HSS. 

For solutions 1, 1b, 2, 3 and 4, migration to the full security solution is possible for each HLR independently at any time. However, it is required that all pre-Rel-8 HLRs are upgraded as required by the respective solution before the start of EPS.
For solution 5, migration to the full security solution would be very difficult for the following reason: If, in a later release of EPS, cryptographic separation was to be introduced then this would require that post-Rel-8 MEs supporting this feature would have to reject authentication vectors with the separation bit in the AMF set to 0 when attached to E-UTRAN. Therefore, it would have to be ensured that, at the time when the first such upgraded ME was introduced into the system, all pre-Rel-8 HLR anywhere in the EPS would have been upgraded to Rel-8 HSS, otherwise access of these MEs to E-UTRAN might be impossible because pre-Rel-8 HLR may produce authentication vectors with the separation bit in the AMF set to 0. But if it is considered difficult to upgrade all pre-Rel-8 HLRs before the start of Rel-8 EPS for whatever reasons, it may be difficult for similar reasons to ensure this upgrade for all HLRs before the introduction of a later EPS release. Furthermore, Rel-8 MEs would be around for a long time, and hence an operator (visited or home) could never be sure that cryptographic separation was performed by the ME. 

For solution 6, migration to the full security solution is possible for each HLR independently at any time. It is not required that all pre-Rel-8 HLRs are upgraded before the start of EPS. However, the EPS security enhancements will come into effect only when the USIM of a subscriber is also upgraded.
6 Evaluation of proposed solutions

The six solutions are compared in the table below.

	
	Solution 1: K_ASME derivation and protocol conversion in HPLMN
	Solution 1b: K_ASME derivation in HLR and protocol conversion in IWF in HPLMN
	Solution 2: K_ASME derivation in HPLMN, protocol conversion in VPLMN
	Solution 3: K_ASME derivation and protocol conversion in VPLMN (with dynamic setting of separation bit in HLR)
	Solution 4: K_ASME derivation and protocol conversion in VPLMN (with static setting of separation bit in HLR)
	Solution 5: UMTS security in E-UTRAN
	Solution 6: Gradual upgrade of HLR 
(HI bit = 0)
	Solution 6: Gradual upgrade of HLR 
(HI bit = 1)

	E-UTRAN serving network authentication
	Yes
	Yes
	Yes
	No
	No
	No
	No
	Yes

	Cryptographic separation of E-UTRAN authentication vectors
	Yes
	Yes
	Yes
	Yes
	No
	No
	No
	Yes

	Possibility for home network to upgrade security by upgrading to Rel-8 HLR
	N/A
	N/A
	N/A
	Yes
	Yes
	No
	Yes
	N/A

	Impact on MAP 
	New AV requesting node type indication would be useful for Rel-8 nodes.
	New AV requesting node type indication would be useful for Rel-8 nodes.
	New AV requesting node type indication would be required for Rel-8 nodes.
	New AV requesting and sending node type indication would be required for Rel-8 nodes.
	New AV sending node type indication would be required for Rel-8 nodes.
	No
	New AV sending node type indication would be required for Rel-8 nodes.
	New AV sending node type indication would be required for Rel-8 nodes.

	Impact on pre-Rel-8 HLR
	Medium

Dynamic setting of separation bit.
Change of MAP.
	Medium 

Dynamic setting of separation bit.
K_ASME derivation.
Change of MAP.
	Medium
Dynamic setting of separation bit. 
Change of MAP.
	Medium

Dynamic setting of separation bit.
Change of MAP.
	Small

Static setting of separation bit.


	No impact
	No impact
	Medium

Dynamic setting of separation bit.

	Impact on other parts of home network
	Medium 

IWF performs K_ASME derivation and protocol translation.
	Low

IWF performs protocol translation.
	Low

IWF performs K_ASME derivation.
	No impact
	No impact
	No impact
	No impact
	No impact

	Interoperability problems for UEs on visited EPS networks in the case that home network is not yet upgraded to support the interworking solution


	No 

Visited network cannot contact home since home does not yet support Diameter-based roaming interface.
	No

Visited network cannot contact home since home does not yet support Diameter-based roaming interface.
	Yes

Visited network uses MAP-based roaming interface. Authentication vectors will be rejected by mobiles roaming in E-UTRAN.
	Yes

Visited network uses MAP-based roaming interface. Authentication vectors will be rejected by mobiles roaming in E-UTRAN.
	Yes

Visited network uses MAP-based roaming interface. Authentication vectors will be rejected by mobiles roaming in E-UTRAN.
	No

Visited network uses MAP-based roaming interface. Authentication vectors will be accepted by mobiles roaming in E-UTRAN.
	No

Visited network uses MAP-based roaming interface. Authentication vectors will be accepted by mobiles roaming in E-UTRAN.
	N/A

	Impact on visited network 
	No impact
	No impact
	Low 

IWF performs protocol translation.
	Medium 

IWF performs K_ASME derivation and protocol translation.
	Medium 

IWF performs K_ASME derivation and protocol translation. 
	Medium 

IWF performs K_ASME derivation and protocol translation.
	Medium 

IWF performs K_ASME derivation and protocol translation.
	Low

IWF  needs to recognise that an HSS sent authentication vector.


7 Conclusion

Solutions 1, 1b and 2 are preferred from a security point of view as the K_ASME derivation is done in HPLMN. Furthermore in solution1b the K_ASME derivation is done in HLR which is considered slightly more secure than 1 and 2; solution 1b also reduces the overall complexity of the IWF. Solutions 3 and 4 are less desirable from a security point of view, but they do at least allow the home operator to upgrade security later. Solution 5 is highly undesirable for SA3, since it would mean that EPS security enhancements that were previously agreed in SA3 would be completely abandoned. Furthermore, it would be very difficult with solution 5 to introduce these specific enhancements in later releases if they are not introduced in the first release of the EPS specifications. 
One way of making a later introduction of EPS security enhancements possible is described in solution 6. Solution 6 has the advantage that operators may start into EPS without the need to upgrade the HLR, but has the disadvantage that the EPS security enhancements will come into effect only when the USIM of a subscriber is also upgraded. Note that for GSM and UMTS networks access with SIM was allowed, which is forbidden for EPS. Therefore upgrades from SIM to USIM to allow for E-UTRAN access is anticipated to be more frequent than was in the case of allowing UMTS-access.
If interworking with a pre-Rel-8 HSS/HLR whilst maintaining security is determined to be too difficult to achieve, then another option is to simply not allow interworking with a pre-Rel-8 HSS/HLR in EPS. This would of course be an acceptable solution from a security point of view.
SA3 is asked to endorse the evaluation contained in this contribution and forward it in an LS to SA1, SA2 and CT4 for consideration and feedback. The LS should stress SA3's preference for the most secure solution to be accepted.
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