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Introduction

SA3’s evaluation of solutions affecting a non-upgraded pre-R8 HSS/HLR and their effects on TR 29.805 are discussed in accompanying contribution C4-080302. This discussion paper will focus on the solutions that SA3 in ‎[1] and ‎[2] believe will allow EPS security.

Discussion
Discussion paper C4-080302 [‎4] divided SA3’s solutions into two groups:

1. Those that require a slight upgrade of the pre-R8 HLR (solutions 1, 1b, 2, 3, 4 in [‎1]).

2. Those that only make use of or start of with a pre-R8 HLR without any upgrade (solutions 5 & 6 in [‎1]).

This contribution will focus on SA3‘s evaluation of solutions included in group 1 and their effects on TR 29.805.
Solutions 1, 1b and 2 analyzed by SA3 in [‎1] all have in common that K_ASME is always derived in the HPLMN; protocol conversion may occur in the HPLMN (solution 1 & 1b) or in the VPLMN (solution 2). The overall benefit of deriving K_ASME in the HPLMN is that it provides both E-UTRAN serving network authentication as well as cryptographic separation of E-UTRAN authentication vectors. The binding of the authentication vector to a specific E-UTRAN serving network means that one serving network cannot masquerade as another. Hence, solutions 1, 1b and 2 achieve full EPS security as mentioned in [‎2].
Solutions 3 and 4 only achieve partial EPS security since K_ASME is derived by the IWF in the VPLMN in which case E-UTRAN serving network authentication would not be meaningful, thus only achieving cryptographic separation of E-UTRAN authentication vectors. Despite the fact that solutions 3 and 4 do allow for a gradual upgrade to full EPS security once the HPLMN is upgraded to R8, it is still necessary for a pre-R8 HPLMN to upgrade their HSS/HLR so that it may set the separation bit of the AMF to 1 whether dynamically or statically. 

One way forward could be to allow co-existence of both sets of solutions, i.e. those that derive K-ASME in the HPLMN (whether in the IWF or HSS/HLR) and those that derive K_ASME in the VPLMN (IWF). This then causes the following problem also outlined by SA3 in [‎1]: How to ensure that K_ASME derivation is performed exactly once? One solution proposed by SA3 in [‎1] is that entities which perform K_ASME derivation (HSS, IWF) indicate a corresponding capability in Gr+ and DIAMETER. However, this fix would be temporary and only be needed as long as the pre-R8 HPLMN does not achieve full EPS security, whether via an IWF plus an upgraded pre-R8 HSS/HLR or via n R8 HSS/HLR. Once full EPS security is available and required, it will not be possible for an IWF or other entity in the VPLMN to derive K_ASME, otherwise E-UTRAN serving network authentication would not be meaningful.
As a summary, the following can be concluded:

· SA3’s recommendation in [‎1]: Solutions 1, 1b and 2 are preferred from a security point of view as the K_ASME derivation is done in HPLMN. 

· Solution set (1, 1b, 2) and solution set (3, 4) both require that a pre-R8 HPLMN upgrade the HSS/HLR. Hence it is not possible to avoid any upgrade.

· Co-existence of both solution sets causes the problem of how to ensure that K_ASME derivation is performed exactly once. Fixes to this problem are anyway temporary since the ultimate goal is to implement full EPS security as recommended by SA3 in which case K_ASME should be derived in the HPLMN. 
Proposal

Based on SA3’s findings and recommendations, it is proposed to include in TR 29.805 the following solutions and scenarios described by SA3 in [‎1]:
· Solution 1: K_ASME derivation and protocol conversion in HPLMN
· Solution 1b: K_ASME derivation in HLR and protocol conversion in IWF in HPLMN
· Solution 2: K_ASME derivation in HPLMN, protocol conversion in VPLMN
The following changes to TR 29.805 reflect this proposal.
References

1. S3a071031 Solutions for EPS interworking with a pre-Rel-8 HSS/HLR
2. S3a071030 LS on SAE Interworking with Pre-REL8 system
3. 3GPP TR 29.805 V0.1.0 Interworking Function Between MAP based and Diameter based interfaces Release 8
4. C4-080302 Discussion of security analysis affecting pre-R8 HLR
*** Beginning of 1st change ***
4.1.1 K_ASME derivation and protocol conversion in IWF in HPLMN
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Figure 4.1.1-1 K_ASME derivation and protocol conversion in IWF in HPLMN
1. The AuC part of the pre-Rel-8 HLR is upgraded so that MAP authentication vector requests from nodes serving E-UTRAN can be identified. For such requests, the AuC sets the separation bit of the AMF to 1, otherwise it is set to 0. 

2. An IWF in the HPLMN derives K_ASME using {CK, IK} and the serving network identity, and provides the necessary MAP-Diameter conversion of the authentication vector request/response.

Variants: The IWF may be split into separate boxes: one to perform K_ASME derivation, the other to perform protocol conversion. Key derivation may be performed either before or after protocol conversion.

4.1.2 K_ASME derivation in IWF in HPLMN and protocol conversion in IWF in VPLMN
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Figure 4.1.2-1 K_ASME derivation in IWF in HPLMN and protocol conversion in IWF in VPLMN
1. The AuC part of the pre-Rel-8 HLR is upgraded so that MAP authentication vector requests from nodes serving E-UTRAN  can be identified. For such requests, the AuC sets the separation bit of the AMF to 1, otherwise it is set to 0. 

2. An IWF in the HPLMN derives K_ASME using {CK, IK} and the serving network identity, which is determined from the source address of the authentication vector request. K_ASME is then carried in the {CK, IK} fields of the MAP authentication vector response.

3. An IWF in the VPLMN (or HPLMN when not roaming) provides the necessary MAP-Diameter conversion of the authentication vector request/response. 
The IWF in the VPLMN should not perform K_ASME derivation for roaming users.
*** End of 1st change ***
*** Beginning of 2nd change ***
4.2.1 K_ASME derivation in HLR/HSS and protocol conversion in IWF in HPLMN
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Figure 4.2.1-1 K_ASME derivation in HLR/HSS and protocol conversion in IWF in HPLMN
1. The AuC part of the pre-Rel-8 HLR is upgraded so that MAP authentication vector requests from nodes serving E-UTRAN can be identified. For such requests, the AuC sets the separation bit of the AMF to 1, otherwise it is set to 0. 

2. The upgraded pre-Rel-8 HLR also derives K_ASME using {CK, IK} and the serving network identity. In this manner {CK, IK} does not leave the pre-Rel-8 HLR. The IWF provides the necessary MAP-Diameter conversion of the authentication vector request/response.
This scenario also allows for protocol conversion to occur in an IWF in the VPLMN if it did not take place in the HPLMN. The IWF in the VPLMN should not perform K_ASME derivation for roaming users.
*** End of 2nd change ***
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