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Introduction

At the last SA3 EPS and IMS Ad Hoc meeting (11-13 December 07), discussion paper S3a071031 [‎1] on the issue of EPS security implications due to inter-working with a pre-R8 HSS/HLR was presented and analyzed. Said contribution [‎1] looked into the pros and cons of different scenarios and produced recommendations regarding each scenario. As a result, SA3 endorsed [‎1] and issued an LS [‎2] towards CT4 with SA3’s findings. This contribution looks into the SA3’s findings regarding the pre-R8 HLR and how these affect TR 29.805.
Discussion
SA3 has proposed security enhancements in R8 which are based on binding authentication vectors to the E-UTRAN serving network identity. As highlighted in [‎1], the binding of authentication vectors to the E-UTRAN serving network provides two security benefits:
· E-UTRAN serving network authentication: This allows the UE to be assured that it is connected to a specific E-UTRAN serving network. The binding of the authentication vector to a specific E-UTRAN serving network means that one serving network cannot masquerade as another.

· Cryptographic separation of E-UTRAN authentication vectors: This prevents a non-E-UTRAN authentication vector from being used for E-UTRAN security. It helps avoid those security vulnerabilities in other applications of the authentication protocol (e.g. GERAN/UTRAN) leak into E-UTRAN.
The rationale for these enhancements is explained in section 7.3.2 of the SA3 TR 33.821 on EPS security.
SA3 in [‎1] has looked into 6 different solutions (although solution 1 is divided into two thus resulting in 7) regarding inter-working with a pre-R8 HSS/HLR; all these solutions make use of the IWF. These solutions can in turn be divided into two groups:
1. Those that require a slight upgrade of the pre-R8 HLR (solutions 1, 1b, 2, 3, 4 in [‎1]).
2. Those that only make use of or start of with a pre-R8 HLR without any upgrade (solutions 5 & 6 in [‎1]).

This discussion paper will focus on group 2, i.e. a pre-R8 HLR used in conjunction with EPS and the effects on EPS security. SA3 in [‎2] has provided CT4 with the following conclusions regarding solutions 5 and 6:
· Solution 5 is highly undesirable from security point of view, because it offers no possibility to upgrade to full EPS security.
· Solution 6 has some complications due to the impact on the USIM, i.e. it requires issuing new USIMs or making use of OTA techniques to update existing USIMs if possible.

Indeed, SA3 in [‎2] recommends “if inter-working with a pre-Rel-8 HSS/HLR whilst maintaining security is determined to be too difficult to achieve, then another option is to simply not allow inter-working with a pre-Rel-8 HLR/HSS in EPS”.
Proposal

Based on SA3’s findings and recommendations, it is proposed to remove the non-upgraded pre-R8 HLR from TR 29.805 and replace it with an upgraded pre-R8 HLR as part of a pre-R8 HPLMN. The following changes to TR 29.805 reflect this proposal.
References

1. S3a071031 Solutions for EPS interworking with a pre-Rel-8 HSS/HLR
2. S3a071030 LS on SAE Interworking with Pre-REL8 system
3. 3GPP TR 29.805 V0.1.0 Interworking Function Between MAP based and Diameter based interfaces Release 8
*** Beginning of change ***
4.1
MME – Upgraded Pre Rel8 HLR interworking scenario with one IWF

This network interworking scenario is for EPC/MME (Rel-8) using Diameter based S6a interface and an upgraded Pre Rel8 HLR that is part of a pre-R8 HPLMN using MAP based Gr interface with at least one IWF in the path. 
.

With this interworking scenario, users of a Pre Rel8 UTRAN/GERAN network can access into a visited EPS through E-UTRAN. This scenario can be used between two operators or by one operator. This interworking scenario is described as below:
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Figure 4.1-1 MME – Upgraded Pre Rel8 HLR interworking scenario with one IWF

*** End of change ***
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