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Introduction: 
With the introduction of SIP Digest Authentication in 3GPP specifications a mechanism needs to be provided that covers a password change: The mechanism shall assure that whenever the S-CSCF needs the H(A1), it has the up to date value of the H(A1) available. It must be noted that SA3 have indicated in their LS response (C4-071587) that they do not currently see any security issues with how the S-CSCF is made aware of UE password changes occurring in the HSS, and encourage CT4 to discuss and develop solutions for this issue.
Discussion: 
Four solutions have been identified:

A) Wait for new registration

In this solution the new password is taken into use at the point in time when the next registration (either re-registration or initial registration) occurs.
B) Password Pull

Whenever the S-CSCF needs the H(A1), it requests the up to date value from the HSS.

C) De-Registration

Whenever the password is changed in the HSS, an RTR is sent to the S-CSCF (if any) in order to de-register the user. During a subsequent registration the up to date password will be sent to the S-CSCF.

D) Password Push

Whenever the password is changed in the HSS, the HSS forwards the up to date H(A1) value to the S-CSCF (if any).

Solution A) does not require any Cx protocol enhancements. However, waiting for a new registration may not be the appropriate behaviour in all scenarios.

Solution B) would require new Cx messages to be standardized. Furthermore it would add considerable load on Cx especially when non-register requests need to be authenticated. 

Solution C) would not require Cx protocol enhancements. However, de-registering the user, who is currently performing an online password update, is believed to be a quite drastic approach (active sessions are terminated) and does not meet the user’s expectation. 
Solution D) would require a minor extension of the Cx PPR message. PPR is currently used to push a modified user profile or modified charging information to the S-CSCF. Extending PPR to push modified SIP Digest authentication information to the S-CSCF seems to be the natural way to handle password updates.

Scenarios:

Two different scenarios need to be addressed:
1. The user has lost his password and asks the operator to reset it.

2. The user performs an online password change. 
For scenario 1 solution C) may be appropriate. However , for scenario 2 solution C) may not be acceptable.

Whether or not solution A) is appropriate may depend on additional operator specific settings like values of re-registration timers.

Proposal:

It is proposed to allow solution A) as an operator option.

It is proposed to disallow solution B) due to the expected additional Cx load.

It is proposed to allow solution C) especially for scenarios where the password is reset by the operator.

It is proposed to allow and standardize solution D) especially for scenarios where the user is performing an online password update.

The necessary CRs to 29.228 and 29.229 are provided in tdocs C4-071727 and C4-071728.
