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1  Introduction

This document presents a few possible solutions for the failure scenarios of the S-CSCF in section 5.2. 

2  Discussion
Based on the failure scenarios in section 5.2, unregistered services, originating traffic from registered user and terminating traffic for registered user will not be processed when the previously assigned S-CSCF is in failure or resumes without user data. 
2.1  Originating Traffic Restoration
For originating traffic restoration when the assigned S-CSCF is unavailable, one possible solution is that the P-CSCF returns a specific error response such as 502 indicating the UE to start an initial registration towards the network immediately which needs to extend the function of the P-CSCF and the UE. The I-CSCF will then select a new S-CSCF for the user as current initial registration procedure. Then the service is restored. If the UE initiates the originating traffic again, it will be processed by the new assigned S-CSCF. 
For originating traffic restoration when the assigned S-CSCF resumes but lost all user data, there are the following two possible ways to restore service:

-   the S-CSCF returns a specific error response such as 502(Bad Gateway) indicating the UE to start an initial registration towards the network immediately which needs to extend the function of the P-CSCF and the UE. The I-CSCF will then select a new S-CSCF for the user as current initial registration procedure. Then the service is restored. If the UE initiates the originating traffic again, it will be processed by the new assigned S-CSCF. 
-   the S-CSCF sends SAR to the HSS setting Service Assignment Type as NO-ASSIGNMENT to request user information and provides originating service triggering, then routes the message out to the terminating network.

Considering the first solution could restore the user data and authenticate the user in a normal way, and after that the registration related data could be restored in the S-CSCF and terminating service could also be provided to the user then, it is preferred.

If the originating traffic is re-registration, according to the current specifications, when the assigned S-CSCF is unavailable, the I-CSCF shall send back 504 or other error response to the user. When the UE receives a 408 (Request Timeout) response or 500 (Server Internal Error) response or 504 (Server Time-Out) response for a re-registration, the UE shall perform the procedures for initial registration. But if the I-CSCF could re-select an S-CSCF during re-registration procedure instead of returning an error code,  it will be more efficient compared to mandate the UE to initiate a Register message again. In addition, the I-CSCF could re-select the S-CSCF without checking whether it is an initial registration or re-registration which may alleviate the I-CSCF, especially when the I-CSCF is unable to know whether it is an initial registration or re-registration.
Restoration of the originating traffic initiated by the AS representing the user is just the same as the following terminating traffic restoration.
2.2  Terminating Traffic Restoration
For terminating traffic restoration when the assigned S-CSCF is unavailable, one possible solution is to extend the I-CSCF function to explicitly request the server capabilities and re-select another S-CSCF to serve the user. According to the registration state of the user, there are the following different ways to restore service:

· If the related Public User Identity is stored as unregistered or Not Registered and the user has unregistered service, then the new assigned S-CSCF could get user information from the HSS and provide unregistered service to the user which needs to enhance the HSS to return user information when the requesting S-CSCF is not the same as the assigned SC-SCF.

· If the user is stored as registered, there are two cases:

-  If the originally assigned S-CSCF backups registration data such as Path and Contact address in the HSS during the registration procedure, then the new assigned S-CSCF could get the backuped data from the HSS and provide normal terminating registered service to the user. 
-  If the originally assigned S-CSCF didn’t backup registration data in the HSS, the new assigned S-CSCF may get the user information from the HSS and provide unregistered terminating service to the user.

For the first way could provide registered service to the user just as the user wants, it is proposed to enhance the HSS, the S-CSCF and the Cx interface to make it possible the S-CSCF could backup registration data in the HSS during the registration procedure and get the backup data back during a terminating restoration procedure. If the S-CSCF could also backup the information of the UE’s subscription to the reg event package in the HSS, then it may be possible for the S-CSCF to send NOTIFY to trigger the UE to initiate a new register which could restore the user’s information completely.
For terminating traffic restoration when the assigned S-CSCF resumes but lost all user data, for Not Regsitered and unregistered user, the service will not be impacted. Just for the registered user, except there is no need for the I-CSCF to re-select S-CSCF and indicate to the S-CSCF that it is a new assigned server and restoration is needed, the possible solution is nearly the same as the above when the assigned S-CSCF is unavailable.
3  Recommendation/Proposal

According to the above discussion, it is proposed to add the following texts to TR 23.820 v0.2.0.
**************    First Change    *******************

6         Alternative solutions 

Editor’s note: This section will contain all the possible solutions presented and the changes required in the specifications to implement them.

6.x       Possible Solutions for S-CSCF Service Restoration
6.1 6.x.1    Originating Traffic Restoration
6.2 6.x.1.1    When the Assigned S-CSCF Is Unavailable
When the P-CSCF receives an originating session request, but the S-CSCF in the Route can not be contacted, one possible restoration solution is as the following.
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Figure 6.x.1.1.1 Restoration during originating procedure
1. The UE sends an INVITE request to the P-CSCF.

2. The P-CSCF forwards the INVITE to the S-CSCF1 according to the Route header, but does not receive any response from the S-CSCF1.
Note 1:  The failure of the S-CSCF1 may be detected before the P-CSCF forwards the INVITE to the S-CSCF1. How to ascertain the S-CSCF1 failed is FFS.

3. The P-CSCF returns a specific error response such as 502 (Bad Gateway) to the UE.
4. The UE receives the specific error response, and it shall initiate a new registration towards the network immediately. 
5. The P-CSCF forwards the message to the I-CSCF as normal.

6. The I-CSCF interacts with the HSS and re-selects a new S-CSCF2 for the user.

7-9. The I-CSCF forwards the message to the S-CSCF2 and the followed is the normal registration procedure.
10. After receiving the 200 OK for the registration request, the UE may decide to initiate the originating session again.
11. The P-CSCF forwards the INVITE to the S-CSCF2.

12.  Normal Session Establishment Procedure.
Note 3:  In the above step 3 and step 4, the P-CSCF returns a specific error response indicating that the UE shall initiate a registration towards the network, which may need to extend the function of the P-CSCF and the UE.
6.x.1.2    Restoration When the Assigned S-CSCF Resumes
When the P-CSCF receives an originating session request, but the S-CSCF in the Route restarted before and has not the user data or the data is not available, one possible restoration solution is as the following.
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Figure 6.x.1.2.1  Restoration during originating procedure 

1. The UE initiates an INVITE request. 

2. The P-CSCF forwards the INVITE to the S-CSCF according to the Route header.

3. The S-CSCF does not have the user’s data or the user data is not available, returns a specific error response such as 502 (Bad Gateway) to the P-CSCF.
3a-3c.   Another way to do is that the S-CSCF sends SAR to the HSS setting Service Assignment Type as NO-ASSIGNMENT to request user information. Then the S-CSCF triggers originating service and routes the message out to the terminating network. The following steps will not be needed.

4. The P-CSCF forwards the error response to the UE.

5. The UE receives the error response, and it shall initiate a new registration towards the network immediately. 
6-11. Normal authentication and registration procedure.
12. After receiving the 200 OK for the registration request, the UE may decide to initiate the originating session again.

13. The P-CSCF forwards the INVITE to the S-CSCF.
14. Normal Session Establishment Procedure.
15. The S-CSCF sends the INVITE towards the terminating network.
Note 2:  In the above step 3, 4 and 5, the S-CSCF returns a specific error response indicating that the UE shall initiate a registration towards the network, which may need to extend the function of the S-CSCF and the UE.
6.x.1.3    Restoration during re-registration procedure
When the I-CSCF receives a re-registration session, but the assigned S-CSCF retrieved from the HSS can not be contacted, one possible restoration solution is as the following.


[image: image3.emf]UE P-CSCF I-CSCF S-CSCF1 HSS

1. re-REGISTER

2. re-REGISTER

3. UAR

4. UAA

S-CSCF Capibilities

Explicit-Capability-Request

7.UAA

6.UAR

Failure 

Detected

8.S-CSCF Re-selection

9. re-REGISTER

13. Normal Authentication and Registration Procedure

S-CSCF2

5.re-

REGISTER

10.MAR

11. MAA

12. 401


Figure 6.x.1.3.1 Restoration during re-registration procedure

1. The UE sends a re-REGISTER request to the P-CSCF.

2. The P-CSCF forwards the re-REGISTER request to the I-CSCF.

3. The I-CSCF sends UAR to the HSS to request the S-CSCF name.

4. The HSS sends back the UAA with the S-CSCF1 name. 
5. The I-CSCF forwards the re-REGISTER to the S-CSCF1, but does not receive any response from the S-CSCF1. 
Note 1:  The failure of the S-CSCF1 may be detected before the I-CSCF forwards the re-REGISTER to the S-CSCF1. How to ascertain the S-CSCF1 failed is FFS.
6. The I-CSCF sends UAR to the HSS to explicitly queries the S-CSCF capabilities.
7. The HSS sends back the UAA with the S-CSCF capabilities.
8. The I-CSCF re-selects a new S-CSCF2 for the user.
9. The I-CSCF forwards the re-REGISTER to the S-CSCF2.

10. The S-CSCF2 sends MAR to request the user’s authentication data.

11. The HSS sends back the MAA with the authentication data.

12. The S-CSCF2 sends 401 towards the UE.

13. Normal authentication and registration procedure.

Note 2:  In the above step 6, it is needed to extend the function of the I-CSCF to be able to explicitly request S-CSCF capabilities and re-select the S-CSCF during re-Registration procedure, just as it does during the initial registration procedure. In other words, the I-CSCF could re-select the S-CSCF without checking whether this is an initial registration or re-registration.
6.x.2    Terminating Traffic Restoration
The following figure gives a demonstration on restoration when the assigned S-CSCF is unavailable during terminating procedure.
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Figure 6.x.2.1  Restoration demonstration during terminating procedure
As the following figure 6.x.2.2 shows, the S-CSCF backups user registration related data such as the content of Path, Contact address in the HSS during the initial registration procedures. When the S-CSCF sends SAR to request the user profile from the HSS in step 14 after authentication to the user succeeds, the backuped data are carried in the message to the HSS at the same time. 
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Figure 6.x.2.2  Backup registration data during initial registration procedure
1-13.  The UE initiate the registration towards the network and the followed is the normal registration procedure.
14.    The S-CSCF checks that this is an initial registration or the user’s registration related data such as Path, Contact 
           address changes, sends the SAR with these registration related data.

15.     The HSS stores the registration related data and return the SAA to the S-CSCF with service profile.
16-18. Normal registration procedure.
Note: In the above step 14, it is needed to extend the function of the HSS and the S-CSCF and enhance the Cx interface to make it possible the S-CSCF could backup registration data such as Path and Contact address of the user in the HSS during the registration procedure. 
6.x.2.1    Restoration When the Assigned S-CSCF Is Unavailable
When the I-CSCF receives a terminating session, but the assigned S-CSCF retrieved from the HSS can not be contacted, one possible restoration solution is as the following.
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Figure 6.x.2.1.1 Restoration during terminating procedure

1． The I-CSCF receives an INVITE request.

2． The I-CSCF sends LIR to the HSS to request the S-CSCF name.
3． The HSS sends back the LIA with the S-CSCF1 name. 
4.    The I-CSCF forwards the INVITE to the S-CSCF1, but does not receive any response from the S-CSCF1. 
Note 1:  The failure of the S-CSCF1 may be detected before the I-CSCF forwards the INVITE to the S-CSCF1. How to ascertain the S-CSCF1 failed is FFS.
5.    The I-CSCF sends LIR to the HSS to explicitly queries the S-CSCF capabilities. 
6. The HSS sends back the LIA with the S-CSCF capabilities.
7. The I-CSCF re-selects a new S-CSCF2 for the user.
8. The I-CSCF forwards the INVITE to the S-CSCF2 with a RESTORE indication.

9. The S-CSCF2 receives the INVITE with a RESOTRE indication, sends SAR with Server Assignment Type equal to RESOTRE to request the user’s backuped data during registration procedure and the user profile.
9a.   If the related Public User Identity is Unregistered or Not Regsitered and have unregistered service related, the HSS returns the user’s service profile. 
9b.   Normal Unregistered service triggering. 
10. The HSS sends back the SAA with the backuped data and the user profile.

11. Normal Registered service triggering.
12. The S-CSCF2 forwards the INVITE to the P-CSCF as restored from the backup data retrieved from the HSS.
13. The P-CSCF forwards the INVITE to the UE.
14. Normal session establishment procedure.
15-16. To restore the user’s information completely, the S-CSCF may send NOTIFY to trigger the UE to register.
17.  Normal registration procedure.
Note 2:  In the above step 5, it is needed to enhance the I-CSCF to be able to explicitly request S-CSCF capabilities and re-select the S-CSCF during terminating procedure.
Note 3:  In the above step 8, the I-CSCF may carry an indication for restoration in the INVITE to indicate the S-CSCF it is a new assigned server caused by the failure of the originally assigned S-CSCF. How to carry the restoration indication in the SIP request is FFS.
Note 4:  In the above step 9, it is needed to extend the SAR with a new Server Assignment Type as RESTORE to request backuped data from the HSS.
Note 5:  In the above step 9a, it is needed to enhance the HSS to be able to download the user profile even if the requesting S-CSCF is different from the stored S-CSCF.
Note 6:  In the above step 10, it is needed to extend the SAA and enhance the HSS to be able to download the backuped data together with the user profile after receiving RESTORE indication from the S-CSCF, even if the requesting S-CSCF is different from the stored S-CSCF.
Note 7:  In the above step 15 and 16, it is possible for the S-CSCF to send NOTIFY to trigger the UE to initiate a new registration which may need that the originally assigned S-CSCF backups the information of the UE’s subscription to the reg event package in the HSS during the registration procedure.
6.x.2.2    Restoration When the Assigned S-CSCF Resumes
When the I-CSCF receives a terminating session, but the assigned S-CSCF restarted, one possible restoration solution is as the following.
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Figure 6.x.2.2.1  Restoration during originating procedure
1. The I-CSCF receives an INVITE request.
2. The I-CSCF sends LIR to the HSS to request the S-CSCF name.
3. The HSS sends back the LIA with the S-CSCF name. 
4. The I-CSCF forwards the INVITE to the S-CSCF. 
5. The S-CSCF does not have the user’s data or the user data is not available, sends SAR with Server Assignment Type equal to UNREGISTERED_USER.

5a.   If the related Public User Identity is Unregistered or Not Regsitered and have unregistered service related, the HSS returns the user’s service profile as normal. 
5b.   Normal Unregistered service triggering. 
6. If the related Public User Identity is Regsitered, the HSS sends back to the S-CSCF with result set to DIAMETER_ERROR_IN_ASSIGNMENT_TYPE.
7. The S-CSCF sends SAR to the HSS with Server Assignment Type equal to RESTORE to request the user’s backuped data during registration procedure and the user profile.
8. The HSS sends back the SAA with the backuped data and the user profile.

9. Normal Registered service triggering.

10. The S-CSCF sends the INVITE message to the P-CSCF as restored from the backup data retrieved from the HSS.

11. The P-CSCF forwards the INVITE to the UE.
12. Normal session establishment procedure. 
13-14. To restore the user’s information completely, the S-CSCF may send NOTIFY to trigger the UE to register.

15.  Normal registration procedure.

Note 1:  In the above step 7, it is needed to enhance the S-CSCF, when receiving the SAA with Experimental-Result-Code value set to DIAMETER_ERROR_IN_ASSIGNMENT_TYPE, to be able to send SAR with a new Server Assignment Type as RESTORE to request backuped data from the HSS.
Note 2:  In the above step 8, it is needed to extend the SAA and enhance the HSS to be able to download the backuped data together with the user profile.
Note 3:  In the above step 13 and 14, it is possible for the S-CSCF to send NOTIFY to trigger the UE to initiate a new register which may need that the S-CSCF backups the information of the UE’s subscription to the reg event package in the HSS during the registration procedure.
**************    End of Change    *******************
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