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Foreword

This Technical Report has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:

Version x.y.z

where:

x
the first digit:

1
presented to TSG for information;

2
presented to TSG for approval;

3
or greater indicates TSG approved document under change control.

y
the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.

z
the third digit is incremented when editorial only changes have been incorporated in the document.

Introduction

Although network nodes in the IMS Core Network should have a very high availability, some maintenance downtime and occasional failures are unavoidable. Communication links although designed with robust protocols between the network elements are also subject to failures. A set of standardized procedures for automatic restoration after loss or corruption of data could reduce the impact of these problems resulting in the improved service to the users. The intention is that similar cases as in 3GPP TS 23.007 [2] for the CS and PS Domains are covered also for the IMS domain.
1
Scope

The present document identifies the changes required in the 3GPP IMS specifications so that a consistent state is restored in the IMS Core Network, after, or during a planned, or unplanned stop of a network element. The study will go through the following steps:

· Establish the requirements that should be covered with these procedures. That is which are the impacts to the end user service that are acceptable and which are not, after a network failure.

· List the service interruption scenarios that need to be studied.

· Provide solutions, so that in all the service interruption scenarios listed, the impacts to the end user service comply with the requirements. These solutions provide procedures for the automatic restoration to a consistent state in the network and indicate how to trigger these procedures.

· Analyze the impacts of the solutions in the current specifications.

· Conclusion and recommended way forward.

It is important to realise that these procedures are meant to be operational procedures for restoration and so care must be taken with what is existing and will exist with OA&M procedures to avoid overlap which could cause clashes.

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

· References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

· For a specific reference, subsequent revisions do not apply.

· For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TS 23.007: "Restoration procedures".

[3]
3GPP TS 32.260: "Charging Management; IP Multimedia Subsystem (IMS) Charging".

[4]
3GPP TS 23.228: "IP Multimedia (IM) Subsystem – Stage 2".

[5]
3GPP TS 24.229: "IP Multimedia Call Control Protocol based on SIP and SDP".

[6]
3GPP TS 23.008: "Organization of subscriber data".

3
Definitions, symbols and abbreviations

3.1
Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1].

Editor’s note: To be completed or section removed.

3.2
Symbols

For the purposes of the present document, the following symbols apply:

Editor’s note: To be completed or section removed.

3.3
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].

Editor’s note: To be completed or section removed.

4
Requirements analysis and assumptions

4.1
Introduction

This clause contains a list of the requirements for the solution provided in this study. The general goal is to have a set of procedures ensuring that the impact of the service interruption of a node is limited to the loss of the capacity of that node for the time that it is out of service, plus some additional signalling in order to perform the take over by other network elements with the same function.
4.2
Persistency Requirements for Data

There are network elements that hold permanent data. There should be methods to ensure that the information in these network elements is not lost even in disaster events, such as a complete site crash. For this reason, this study assumes that the redundancy provided for these network elements makes unnecessary additional network procedures for restoration of permanent data.  On the other hand, temporary data will be considered in these procedures.

For the nodes that don’t handle permanent data, the assumption is that their memory is affected if an outage occurs and the information related to some of the users may be lost. 
4.3
Impacts on Established Sessions

Interruption of established sessions is considered an acceptable consequence of the failure service interruption of one of the network elements in the session path. This means that the restoration of session data does not need to be analyzed in this study. Means may be taken by implementations outside of this study to enable established sessions to be restored or maintained.

The accounting of IMS sessions is already based on principles (interim accounting as described in 3GPP TS 32.260 [3]) that ensure that the charging of this interrupted sessions is also terminated.
4.4
Impacts on Session Establishment Time

The restoration procedures could involve some steps that take place during the establishment of sessions after the outage has occurred (i.e. after the network element that failed returns to normal functioning or another network element takes over). If that is the case, the increase of the session establishment time should not be significant (it should still have a high probability to remain within the acceptable levels for the end user).
4.5
Required Manual Intervention

In order to reduce OPEX and the time required to restore the network, the need for manual intervention should be minimized. This implies that the procedures should be triggered by network signalling events and O&M steps should also be minimized.
4.6
Loss of service

Loss of service refers to the state in which session origination attempts by the user or session termination requests to that user fail while the UE appears to be registered and also when the network does not respond to registration attempts. Ideally the proposed solution should avoid this kind of loss of service altogether and ensure that requests are terminated correctly in all cases. If this is not feasible, then the time of loss of service for the user should be minimized.
4.7
Avoidance of massive signalling

In the solutions provided it needs to be taken into consideration that network element failures tend to occur in situations when the signalling is overloaded. If that is the case, restoration procedures that involve a high level of messages (e.g. triggering re-registrations for all the UEs controlled by a P-CSCF or S-CSCF) should be avoided. Such kind of procedures could result in further problems in other network elements and provoke a domino effect of subsequent failures.
4.8
Load balancing

The solution provided should be such that it allows the recovery of the network to a situation where the load is balanced between network elements performing the same function.
5
Service Interruption scenarios

5.1
Introduction

According to the requirements for this study, service interruption of network elements holding only persistent data or holding only session related data should not be considered. The following figure shows the network elements of the IMS Core Network. Those holding only persistent data are represented with cylinders and those holding only session data with round edges. According to this the targets for the study are coloured red in the following figure.
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Figure 5.1: Network elements to be considered in the study

The following clauses cover each of the possible service interruption cases and indicate how they affect service.

5.2
S-CSCF Service Interruption
5.2.1 Introduction

This clause will analyse the impacts of a S-CSCF service interruption in the network and in the service to the user in order to highlight the problems that need to be covered by the alternative solutions in this technical report. The initial state that will be considered is an IMS Core Network working properly with several S-CSCFs and with ongoing traffic (a certain amount of users are registered and unregistered in the S-CSCFs). At one point one S-CSCF stops operation, this may imply either a lack of response from that S-CSCF or potential loss of the information of some subscribers in that S-CSCF. The assumption will be that the S-CSCF does not trust any data after it resumes operation, due to the fact that it could have lost profile updates from the HSS in the service interruption period. The following clauses cover the outcome in several different cases.

5.2.2 Unregistered User
The lack of service of the S-CSCF in this case will mean that unregistered triggers for the user are not processed. Until the previously assigned S-CSCF resumes operation or the user initiates a registration the following occurs:

· The terminating SIP requests from the I-CSCF to the assigned S-CSCF will fail and there will be no service of unregistered services for the user. 

· Originating request from a SIP-AS will also fail, since they will be forwarded to the assigned S-CSCF.
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Figure 5.2.2.1. Terminating request to unregistered user with no S-CSCF response
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Figure 5.2.2.2. Originating request to unregistered user with no S-CSCF response

Even after there is a reassignment of S-CSCF (because of an initial registration) or the previously assigned S-CSCF resumes operation, there could be some problems with the handling of SIP subscriptions to notifications. This is because network elements could have subscribed to notifications in the previously assigned S-CSCF, and they will not be notified of the operation interruption or of the reassignment. The result is that these network elements will not receive the notifications that they expect until they subscribe again. Additional network procedures could reduce the unavailability of service in this scenario.

5.2.3 Originating Traffic from Registered User
In this case, the lack of response from the S-CSCF implies an error response to the UE that should trigger a new registration (depending on UE implementation). After the successful initial registration takes place, the initial request may be retried and normal operation will continue. 
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Figure 5.2.3.1. Originating request to registered user with no S-CSCF response

If the previously assigned S-CSCF resumes operation and it receives the request after losing the data for that user, it will reply with the corresponding SIP error, which should also trigger a new registration (depending on UE implementation). However, SIP subscriptions to notifications in the previously assigned S-CSCF may be affected as indicated in clause 5.2.2.
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Figure 5.2.3.2. Originating request to registered user with loss of S-CSCF data

Traffic may also be originated on behalf of a registered user by a SIP-AS. The behaviour of the network in this case is the same, with the SIP-AS taking the role of the P-CSCF in the two previous flows. 

5.2.4 Terminating Traffic for Registered User
It will not be possible to process correctly terminating traffic for a registered user until a new initial registration takes place. This situation may not be solved correctly if the previously assigned S-CSCF resumes operation. If the previously assigned S-CSCF loses the information related to one user, this will mean that after the S-CSCF returns to operation it will not identify this user as registered and it will send an SAR to the HSS requesting the change of state to “unregistered”. The HSS will handle this as an error and the request will not be processed. This abnormal situation will persist until a re-registration takes place for the affected identities. The user will not be aware of this situation unless a SIP request is initiated from the UE. Considering that the re-registration timers can be quite long and also that the terminating user may not be initiating requests by itself regularly (in particular not during non-busy hours), the consequence of this can be seen as quite severe, and there is a need to try to improve the service availability in this scenario. SIP subscriptions to notifications in the previously assigned S-CSCF may also be affected as indicated in clause 5.2.2.
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Figure 5.2.4.1. Terminating request to registered user with loss of S-CSCF data
5.3
P-CSCF Service Interruption
5.3.1 Introduction
This clause will analyse the impacts of a P-CSCF stop in the network and in the service to the user in order to highlight the problems that need to be covered by the alternative solutions in this technical report. The initial state that will be considered is an IMS Core Network working properly with several P-CSCFs and with ongoing traffic (a certain amount of equipments have security associations established with the P-CSCFs). At one point one P-CSCF stops operation, this implies lack of response from that P-CSCF and potential loss of the information of some subscribers in that P-CSCF.

5.3.2 Originating Traffic
In this case, the lack of response from the P-CSCF should trigger a new registration. After the successful initial registration takes place, the initial request may be retried and normal operation will continue. If the previously assigned P-CSCF resumes operation and it receives the request but it has lost the data for that user, it will ignore the request (the user appears as not authenticated), which should also trigger a new registration. 
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Figure 5.3.2.1. Originating request with no P-CSCF response

5.3.3 Terminating Traffic
In this case, the lack of response from the P-CSCF will mean that SIP requests will not proceed. The terminating requests to that user will fail and there will be no service for terminating requests until the user makes a new registration. The user will not be aware of this situation unless a SIP request is initiated from the UE. Considering that the re-registration timers can be quite long and also that the user may not be initiating requests by itself regularly (in particular not during non-busy hours), the consequence of this can be seen as quite severe, and there is a need to try to improve the service availability in this scenario.
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Figure 5.3.3.1. Terminating request with no P-CSCF response
5.4
IMS-UE Service Interruption
If the IMS-UE is not working this may imply total or partial lack of service for the user. However, the following reasons allow giving less importance to this kind of failure:

· There are already procedures to clean up the state of registration of these users in the network (the re-registration timer) and there also exists a handling today for incoming sessions when a UE is not reachable.  The procedures describing how to handle an unreachable terminal are in clauses 5.10.3 and E.2.1a.2 of 3GPP TS 23.228 [4] and in clause 5.2.8.1 of 3GPP TS 24.229 [5].

· Handling interruptions in the UE and notifying the user is very implementation specific. Ultimately, the UE would make the user aware of the lack of service.

The conclusion is that solutions in this technical report do not need to add additional coverage for this case.

5.5
SIP-AS Service Interruption
5.5.1 Introduction
The SIP-AS may have stored transparent data in the HSS, and it may have subscriptions to notifications both using SIP and the Sh Interface. With respect to transparent data, when the SIP-AS returns to operation after a failure, it could be assumed that the same instances will be used again. It could also be assumed that the subscriptions to notifications are cleaned up periodically. Hence, the following discussion will only cover the case before the SIP-AS resumes. According to the section 4.3, interruption of established sessions is considered an acceptable consequence of the failure of one of the network elements in the session path, so restoration when the AS fails after it has been in the route path of an established session will not be analyzed either. Since there is no difference of the behaviour of the SIP-AS when dealing with the service request for the Registered or Unregistered subscriber, it could be assumed that the mechanism of the SIP-AS restoration will be the same for the Registered or Unregistered subscriber.

The mentioned service request may be a third party registration request, a session origination service request or a session terminating service request. When there is a service request coming to the SIP-AS, the SIP-AS may be in failure status or has restored. If the SIP-AS has restored from the failure, the SIP-AS could obtain the subscriber service data from the HSS or other networks entities. For example, the restored SIP-AS receives a service request for a subscriber from the S-CSCF, but the SIP-AS has not the service data of this subscriber, then the SIP-AS could request the transparent data via Sh interface from the HSS in order to provide the service to the subscriber. So, the discussion on the failure of the SIP-AS is focused on the scenario that the SIP-AS is in the failure status.

When there is a service request coming to the SIP-AS, which is in failure, the following clauses cover the outcome in several different cases.

5.5.2 Third Party Registration Request
During the registration of the subscriber, the third party registration request will be triggered, and the S-CSCF will check whether the Filter Criteria of the subscriber matches the register request from the UE. If the SIP-AS matches the Filter Criteria of the subscriber service profile for the event of REGISTER request, the S-CSCF will initiate the third-party REGISTER request to the SIP-AS. If the SIP-AS were in failure, the SIP-AS could not respond the third party registration request, or the SIP-AS would return a failure response to the S-CSCF. According to the current 3GPP specification, the S-CSCF may abort sending the third-party REGISTER request, or initiate network-initiated deregistration procedure based on the information in the Filter Criteria. Although there may be more than one SIP-AS providing the same service, the subscriber can not register to the SIP-AS, and the related service can not be provided to the subscriber.

5.5.3 Originating Service Request

When the S-CSCF receives a session origination service request from the UE, the S-CSCF will check whether the Filter Criteria of the subscriber matches the service request. If the SIP-AS matches the Filter Criteria of the subscriber service profile for the event of service request, then the S-CSCF will forward the service request to the SIP-AS. If the SIP-AS were in failure, the SIP-AS could not respond the service request, or the SIP-AS would return a failure response to the S-CSCF. According to the current 3GPP specification, if the S-CSCF fails to receive a SIP response or receives a 408 (Request Timeout) response or a 5xx (Failure Response) response from the SIP-AS, the S-CSCF shall continue or terminate the session based on the default handling defined in the matched filter criteria. Although there may be more than one SIP-AS providing the same service, the subscriber can not register to the SIP-AS, and the related service can not be provided to the subscriber.

5.5.4 Terminating Service Request
When the S-CSCF receives a session terminating service request for the subscriber from the other end point, the S-CSCF will check whether the Filter Criteria of the subscriber matches the service request. If the SIP-AS matches the Filter Criteria of the subscriber service profile for the event of service request, then the S-CSCF will forward the service request to the SIP-AS. If the SIP-AS were in failure, the SIP-AS could not respond the service request, or the SIP-AS would return a failure response to the S-CSCF. According to the current 3GPP specification, if the S-CSCF fails to receive a SIP response or receives a 408 (Request Timeout) response or a 5xx (Failure Response) response from the SIP-AS, the S-CSCF shall continue or terminate the session based on the default handling defined in the matched filter criteria. Although there may be more than one SIP-AS providing the same service, the subscriber can not register to the SIP-AS, and the related service can not be provided to the subscriber.

5.6
IP-CAN Service Interruption
Lack of IP connectivity will mean also lack of IMS service for the user. This situation will persist until the IP connectivity is restored. If the IMS-UE is able to retain its previous IP address, then it might be possible to resume service normally, otherwise a new registration will be required. If the problem affects a large number of users (e.g. SGSN or GGSN restart), there could be problems in the network due to the massive number of simultaneous registrations and IP changes from one user to another. Depending on the case, the user may or may not be aware of the problem unless it initiates a process that requires IP connectivity, which will fail. The procedures describing how to handle loss of IP connectivity to the terminal are in clauses 5.10.3 and E.2.1a.2 of 3GPP TS 23.228 [4] and in clause 5.2.8.1 of 3GPP TS 24.229 [5].

5.7
HSS Service Interruption
5.7.1 Introduction
This clause will analyse the impacts of a HSS stop in the network and in the service to the user in order to highlight the problems that need to be covered by the alternative solutions in this technical report. The initial state that will be considered is an IMS Core Network working properly and with ongoing traffic (a certain amount of users are registered and unregistered in the HSS). At one point the HSS stops operation, this implies lack of response from that HSS and potential loss of the temporary information of some subscribers in that HSS. Since only one HSS holds the subscriber data for that user, any service that requires intervention of the HSS will fail until that HSS resumes operation. The following clauses analyse the behaviour of the network once that the HSS is again in service (although some users’ temporary data may be lost). The assumption is that registration state and S-CSCF name are temporary data as described in 3GPP TS 23.008 [6].

5.7.2 Unregistered User
Loss of registration state and S-CSCF name for an unregistered user may result in assignment of a different S-CSCF. There seems to be no difference in the service to the user for this reason, however as indicated in section 5.2.2 there could be problems in the SIP subscriptions to notifications (reg-event package) towards the previously assigned S-CSCF. In addition to that, the user will occupy memory space in the previously assigned S-CSCF until a cleanup takes place. The situation for originating unregistered requests is almost identical.
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Figure 5.7.2.1. Terminating request to unregistered user with loss of HSS data

5.7.3 Originating Request from Registered User
Originating requests will be processed normally in the S-CSCF, even though the user data is lost in the HSS. Even a re-registration will be processed correctly unless a different S-CSCF has been assigned as described in clauses 5.7.2 and 5.7.4 and the re-registration is not authenticated. This last case of an authenticated re-registration will also be processed correctly (with a new S-CSCF assignment) because the S-CSCF name in the HSS will be overwritten with the MAR request.

5.7.4 Terminating Request to Registered User
Loss of registration state and S-CSCF name for a registered user may also result in assignment of a different S-CSCF when a terminating request is processed. In this case, the SIP request will be handled as for an unregistered user (assuming there are services associated with the unregistered state). The user will not be aware of this situation and will have no reason to think that those SIP requests are not being forwarded to the correct UE. This situation will remain until a re-registration is initiated from the UE. Considering that the re-registration timers can be quite long the consequence of this can be seen as quite severe and there is a need to try to improve the service availability in this scenario.
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Figure 5.7.4.1. Terminating request to registered user with loss of HSS data

5.7.5 Impacts on the Sh Interface
The HSS may also share data with the SIP-AS, and these data could be affected by an interruption of service of the HSS. This refers to the transparent data that the SIP-AS may have stored in the HSS and the subscriptions to notifications using the Sh Interface. If the subscriptions to notifications are lost, the SIP-AS will not receive the notifications that it expects until it subscribes again. The problem is even more serious for transparent data, which might be lost permanently. 

6
Alternative solutions 

Editor’s note: This section will contain all the possible solutions presented and the changes required in the specifications to implement them.

7
Conclusions and recommendations

Editor’s note: This section will indicate a proposed solution for each of the failure cases that require one.
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