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1. Overall Description:

SA3 thanks CT4 for their LS on Authentication Failure and Authentication Timeout (S3-070435). 

CT 4 asked the following questions from SA3. SA3 has discussed the issue and provides answers below:

1. According to the section 5.4.1.2.3 of the TS 24.229, if one Public User Identity is registered, the S-CSCF shall keep the registration state of the Public User Identity unchanged when the authentication fails or the authentication timeout occurs. It seems that it may not be clear, whether the S-CSCF will send the SAR to the HSS indicating authentication failure or timeout. If not, whether and when the S-CSCF will send SAR indicating that the authentication fails or the authentication timeout occurs if the Public User Identity is already registered.
Answer from SA3: It is the view of SA3 that the S-CSCF does not update the registration flag and will not send SAR message to the HSS when authentication fails or authentication timeout occurs and when a Public User Identity is registered. SA3 does not see any security reason to send the SAR in this case. 
2. Another question is on that if the IMPU is not currently registered such as in unregistered state or not registered state, what the HSS will behave when it receives Cx-Put from the S-CSCF indicating that the authentication fails or authentication timeout occurs, i.e. whether to keep the S-CSCF name and set the registration-flag in the HSS to unregistered, or to clear the S-CSCF name and set registration-flag in the HSS to Not registered. In other words, if the IMPU is not currently registered, when to keep the S-CSCF name and set the registration-flag in the HSS to unregistered, and when to clear the S-CSCF name and set registration-flag in the HSS to Not registered, and whether the S-CSCF needs to indicate to the HSS in the Cx-Put message what to do.

Answer from SA3: The view of SA3 is as follows: When the IMPU is in unregistered state and authentication fails or authentication timeout occurs, the S-CSCF does not update the registration flag nor clear the S-CSCF name in the HSS. The S-CSCF does not need to send a Cx-Put message to the HSS. When the IMPU is in Not registered state and authentication fails or authentication timeout occurs, the S-CSCF sends Cx-Put message to clear the S-CSCF name in the HSS, but does not update the registration flag.
Based on these answers SA3 has conditionally approved the attached CRs. Conditionally meaning that if CT4 does not see any problems with the solutions proposed in the attached CRs, SA3 recommends them for approval in SA plenary #37. 
SA3 has the following questions to CT4:

A) During the handling of the CRs and discussing the above question 2, a concern was raised whether it is appropriate to clear the S-CSCF name in the HSS in case of HSS receiving SAR indicating AUTHENTICATION_FAILURE or AUTHENTICATION_TIMEOUT when the user is in Not registered state,  or whether the S-CSCF name should be left intact in this case as it might be usable for other purposes. SA3 does not see any security reason to keep the S-CSCF name in this case. CT4 is kindly asked to comment on whether the S-CSCF name can be kept intact for other purposes in this case. 
B) An issue of confusion was raised which involves the purpose of the authentication pending flag in the HSS.  SA3 does not see any relevant use of the authentication pending flag. It seems to SA3 that the management of S-CSCF name, by the HSS, serves the same purpose as the authentication pending flag.

Specifically, SA3 noticed that the HSS sets the authentication pending flag for an unregistered user during the HSS MAR command processing contained in section 6.3 of 29.228.  The changes associated with the CR prevent the S-CSCF from clearing the authentication pending flag, in the HSS, when an authentication failure occurs for a user in an unregistered state.  The S-CSCF can not clear the authentication failure flag for a user in a unregistered state because the S-CSCF no longer sends a SAR command to the HSS when an authentication failure occurs for an unregistered user.
SA3 requests CT4 to provide information on the purpose of authentication pending flag.
 

2. Actions:

To TSG-CT4 group
ACTION: 

· SA3 kindly asks CT4 to take the above answers into account in their work and and give feedback to SA3 if they see any problems with the CRs conditionally agreed in SA3.
· SA3 kindly asks CT4 to give feedback on question A), i.e. if they see any need to keep the S-CSCF name in the HSS in case of authentication fails or authentication timeout occurs when the user is in Not registered state.
· SA3 requests CT4 to provide information issue B) i.e. on the purpose of authentication pending flag
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