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1. Background
By accepting contribution S3-070635, SA3 introduced support for SIP Digest as an additional authentication mechanism. Additionally, the S-CSCF was chosen as the authenticating entity. This requires enhancements to the procedures in 24.229 and enhancements to the Cx interface. 
This discussion paper briefly summarizes the changes to the Cx interface. It also highlights one discussion topic – nonce generation – and the technical motivations around different options. Specifically, it aims to highlight why nonce generation in the S-CSCF and explains the required procedures accordingly.  

The associated CRs are CR-0214 (23.008), CR-0376 (29.228), CR-0130 (29.229) and CR-101(29.230). All of them assume support for nonce generation in the S-CSCF.
2. Introduction to SIP Digest (informative)
SIP Digest is a challenge-response based Access Authentication Framework for SIP networks, as specified in RFC 3261. It is based on HTTP Digest Authentication, specified in RFC 2617. 
A highly simplified illustration is presented next. 
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Assuming that the client and the server implement SIP Digest and have access to a previously established 'shared secret', the steps can be explained, simplistically, as follows:

· The client transmits a SIP Request message, such as a SIP Register, to the server
· The server responds with an authentication challenge - specifically indicating digest authentication - and providing parameters such as the realm and the nonce

· The client either prompts the user, or uses the stored shared secret and the digest specified digest function to calculate the response

· The client then re-transmits a request, including a response to the challenge (RESPONSE). 

· The server calculates the expected response (RESPONSE') with the stored shared secret and compares it with what was transmitted by the client
· If the responses match, authentication is deemed successful

· If the responses do not match, an error is identified

· A response is transmitted to the client, based on success or failure

For a detailed explanation of SIP Digest, please refer to RFC 3261 and RFC 2617.

3. SIP Digest support in the IMS (informative)
Support of SIP Digest, as specified in S3-070635, is accomplished with the following requirements:
· The UE acts as the client

· The S-CSCF acts as the authenticating server
· The secret (password or pre-shared key) is shared between the UE and the HSS
· The S-CSCF obtains required parameters such as the H(A1), from the HSS (the password is not shared with the S-CSCF)

To offer support for SIP Digest Authentication, we still need to:
· Enhance procedures in 24.229 to describe the authentication process
· Enhance the Cx interface to provide the necessary communication between the S-CSCF and the HSS
While most of the changes are recognition of procedures and parameters, there is one topic that was deferred to CT1 and CT4 (by SA3): nonce generation, explained in the next section.
4. Nonce generation 
The nonce is a unique, implementation dependent, data string that is generated by the server for inclusion with a 401 challenge. It is opaque to the client and is not required to be dependent on, or related to, the 'shared secret'. For example, a server can generate a nonce based purely on time-stamps and pseudo-random values. 
The desired security properties for nonce generation include:
· Unique (or non-repeating) and unpredictable

· High entropy

Now - based on the SA3 decision - the authentication challenge is always conducted by the S-CSCF. However, this offers two options for nonce generation: S-CSCF and the HSS. 
Comparison of nonce generation options

Option 1: S-CSCF generates the nonce

Given that the S-CSCF is the entity performing authentication, this seems to be the logical choice.  The motivations can be summarized as follows:


Efficiency of operation

Since the S-CSCF is the authenticating entity, it obtains the H(A1) from the HSS. This value is stored and reused for future requests during the registration cycle, thereby decreasing the number of HSS queries by the S-CSCF. This is a beneficial consideration in networks that utilize SIP Digest without requiring a secure signaling channel such as TLS and challenge select client requests. However, such an efficiency can be lost if the S-CSCF needs to communicate with the HSS for nonce generation every time, which requires more time and HSS cycles.
It is to be noted that if the password or pre-shared key is modified during a registration cycle, the stored H(A1) will be invalidated. However, this is a non-blocking situation that can lead to one of the following:

- An RTR (Registration Termination Request) message to de-register the UE and re-register with the new credentials (based on operator policy). This will result in the S-CSCF contacting the HSS for a new H(A1). While this can disrupt existing sessions, the infrequent occurrence of such an event can mitigate concerns. Further, network-initiated credential change involves management interfaces to securely configure the UE and such management interfaces can potentially avoid session interruptions.
- The S-CSCF can re-query the HSS upon a failed authentication. However, the S-CSCF would need to make sure that such queries are throttled to avoid DoS (Denial of Service) attacks
Further, this option helps with easier support for the next nonce derivative (in the HSS option, we would need to provide more than one set of authentication options everytime).

Control of nonce generation
Since the nonce has security properties, it may be beneficial for the authenticating entity (which addresses the primary security threats) to control nonce generation. For example, if it detects short-timed attacks based on estimated algorithms, it can modify the nonce generation algorithms quickly to offer higher entropy. This is a relatively small advantage since the nonces are required to be non-predictable and high entropy by definition.
Option 2: HSS generates the nonce
This is an alternative option for nonce generation, even though the S-CSCF performs the authentication check. 

The advantage of this approach is that the nonce generation is delegated to a central entity: the HSS. The S-CSCF does not need to deal with nonce generation. However, given that nonce generation is not expected to be computationally intensive, this is not a vastly beneficial motivation. Further, this increases the number of messages between the S-CSCF and the HSS. While one can mitigate the number of message exchanges by delivering multiple nonces upon each query, this does not always help since the nonces are generally associated with a lifetime (to prevent replay attacks) and may require re-acquisition. This will also require the steps indicated earlier to address password change situations.
In summary, while the nonce generation can be generated by either entity, deployments may find generation at the authenticating entity (the S-CSCF) to be more beneficial. This is the option chosen to describe the required changes in this document.
5. Enhancements to the Cx interface

The changes to the Cx interface are primarily to identify the IMS subscriber data to support SIP Digest Authentication, and the parameters to be communicated over the Cx interface. 

The IMS subscriber data include parameters such as:

· Realm

· Domain

· Password

· Nonce

· Opaque

· Stale

· Algorithm

· QoP

· HA1

· Auth Param

· Nextnonce
The enhancements to the Cx interface include:

· An indicator for the Digest authentication scheme

· Parameters required by the S-CSCF from the HSS

· Realm

· Domain

· Algorithm

· QoP

· HA1

· Auth Param
6. Conclusion
To support the SIP Digest procedures, as agreed upon in SA3, would require enhancements to 24.229 procedures and the Cx interface. This requires a decision on the nonce generation which can be accomplished using two entities: S-CSCF, or the HSS. As indicated, generation of the nonce in the S-CSCF offers certain advantages, and is recommended by this discussion paper and the accompanying Change Requests.
































































































































































































































































































