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1  Introduction

This document presents a few failure scenarios of the S-CSCF and possible solutions. 

2  Scenarios and Discussion
The S-CSCF may fail at any time. Since the S-CSCF only have the data of a user in two cases, i.e. the related Public User Identities are registered or unregistered, the following discussion will not cover related procedures for users Not Registered.

There are the following two cases when the users served by the failed S-CSCF send messages or there are messages terminating at the users after the S-CSCF failure. 

Scenario 1:

There are messages sent to or from the user before the failed S-CSCF restarts. For example, the UE registers/re-registers towards the network or the UE originates a session or a session terminates at the UE or the I-CSCF receives an unregistered session for the user.

Scenario 2:

There are messages sent to or from the user after the failed S-CSCF restarts. For example, the UE registers/re-registers towards the network or the UE originates a session or a session terminates at the UE or the I-CSCF receives an unregistered session for the user.
In the first scenario, 

-    for the initial registration, according to the current specifications, the I-CSCF could re-select an S-CSCF when the S-CSCF currently assigned to the Public User Identity in the HSS cannot be contacted. Hence, there is no impact on the user’s service when the assigned S-CSCF fails.

-    for the re-registration procedure, according to the current specifications, the I-CSCF shall send back 504 or other error response to the user. When the UE receives a 408 (Request Timeout) response or 500 (Server Internal Error) response or 504 (Server Time-Out) response for a reregistration, the UE shall perform the procedures for initial registration. Hence, there is no impact on the user’s service when the assigned S-CSCF fails.
In fact, it could be considered that the I-CSCF re-selects an S-CSCF when the S-CSCF currently assigned to the Public User Identity in the HSS cannot be contacted, just as it does for an initial registration, and then the new assigned S-CSCF could complete the UE’s authentication and registration procedure, which is more efficient compared to the I-CSCF returning an error code to indicate the UE to perform an initial registration.

-    for the originating session from the user, when the S-CSCF cannot be contacted, according to the current specification, the P-CSCF is able to do nothing to continue the session except returning an error to the user. Then the service can not be provided to the user.
-    for the terminating session to the user, when the S-CSCF cannot be contacted, according to the current specification, the I-CSCF is able to do nothing to continue the session except returning an error to the originating network. Then the service can not be provided to the user.

In the second scenario, the S-CSCF may lose all Public User Identities/Private User Identities/Public Service Identities’ records when it restarts after a failure. Even some records are not lost, they are unavailable for the S-CSCF is unable to know what happened to the user during its downtime.
-    for the initial registration, according to the TS 24.229, when receiving a REGISTER request without an "integrity-protected" parameter, or with the "integrity-protected" parameter in the Authorization header set to "no", the S-CSCF need not have the user’s data and is able to complete the registration procedure as normal. Hence, there is no impact on the user’s service after the S-CSCF restarts.

-    for the re-registration procedure, according to the TS 24.229, when receiving a REGISTER request with the "integrity-protected" parameter in the Authorization header set to "yes", for the S-CSCF does not have the user’s data, so there is no authentication currently ongoing for this user (i.e. no timer reg-await-auth is running) and the user needs to be reauthenticated, the S-CSCF shall proceed with the procedures as for the initial REGISTER. Hence, there is no impact on the user’s service after the S-CSCF restarts.

-    for the originating session from the user, when receiving an INVITE request from the P-CSCF but the S-CSCF does not have the user’s data, according to the current specification, the S-CSCF is able to do nothing to continue the session except returning an error to the P-CSCF. Then the service can not be provided to the user.
-    for the terminating session to the user, when receiving an INVITE request from the I-CSCF, the S-CSCF does not have the user’s data, according to the current specification, the S-CSCF shall send SAR with the Server Assignment Type equal to UNRIGISTERED_USER, requesting unregistered service data. 

There are two cases: 

· if the related Public User Identity is unregistered, the HSS shall download the relevant user information, the S-CSCF could continue the unregistered service triggering for the user. There is no impact on the user’s service after the S-CSCF restarts.

· if the related Public User Identity is registered, the HSS shall send a response to the S-CSCF with the Experimental-Result-Code value set to DIAMETER_ERROR_IN_ASSIGNMENT_TYPE. Then the service can not be provided to the user.

From the above discussion, 

-    when the S-CSCF fails and before it restarts, the originating session from the user and the terminating session to the user will be affected and related service could not be provided to the user. For the re-registration procedure, it is possible to do some optimization.

-    when the S-CSCF fails and restarts, the originating session and terminating session for registered Public User Identities 
will be affected and related service could not be provided to the user. 

3  Recommendation/Proposal

It is proposed to add the following text to TR 23.820 v0.1.0.
*** Begin change ****
5.2
S-CSCF failure

Editor’s note: This section will contain the scenarios for S-CSCF failure and the corresponding consequences according to the current procedures.
The S-CSCF may fail at any time. Since the S-CSCF only have the data of a user in two cases, i.e. the related Public User Identities are registered or unregistered, the following discussion will not cover related procedures for users Not Registered.

There are the following two cases when the users served by the failed S-CSCF send messages or there are messages terminating at the users after the S-CSCF failure. 

Scenario 1:

There are messages sent to or from the user before the failed S-CSCF restarts. For example, the UE registers/re-registers towards the network or the UE originates a session or a session terminates at the UE or the I-CSCF receives an unregistered session for the user.

Scenario 2:

There are messages sent to or from the user after the failed S-CSCF restarts. For example, the UE registers/re-registers towards the network or the UE originates a session or a session terminates at the UE or the I-CSCF receives an unregistered session for the user.
In the first scenario, 

-    for the initial registration, according to the current specifications, the I-CSCF could re-select an S-CSCF when the S-CSCF currently assigned to the Public User Identity in the HSS cannot be contacted. Hence, there is no impact on the user’s service when the assigned S-CSCF fails.

-    for the re-registration procedure, according to the current specifications, the I-CSCF shall send back 504 or other error response to the user. When the UE receives a 408 (Request Timeout) response or 500 (Server Internal Error) response or 504 (Server Time-Out) response for a reregistration, the UE shall perform the procedures for initial registration. Hence, there is no impact on the user’s service when the assigned S-CSCF fails.
-    for the originating session from the user, when the S-CSCF cannot be contacted, according to the current specification, the P-CSCF is able to do nothing to continue the session except returning an error to the user. Then the service can not be provided to the user.
-    for the terminating session to the user, when the S-CSCF cannot be contacted, according to the current specification, the I-CSCF is able to do nothing to continue the session except returning an error to the originating network. Then the service can not be provided to the user.

In the second scenario, the S-CSCF may lose all Public User Identities/Private User Identities/Public Service Identities’ records when it restarts after a failure. Even some records are not lost, they are unavailable for the S-CSCF is unable to know what happened to the user during its downtime.
-    for the initial registration, according to the TS 24.229, when receiving a REGISTER request without an "integrity-protected" parameter, or with the "integrity-protected" parameter in the Authorization header set to "no", the S-CSCF need not have the user’s data and is able to complete the registration procedure as normal. Hence, there is no impact on the user’s service after the S-CSCF restarts.

-    for the re-registration procedure, according to the TS 24.229, when receiving a REGISTER request with the "integrity-protected" parameter in the Authorization header set to "yes", for the S-CSCF does not have the user’s data, so there is no authentication currently ongoing for this user (i.e. no timer reg-await-auth is running) and the user needs to be reauthenticated, the S-CSCF shall proceed with the procedures as for the initial REGISTER. Hence, there is no impact on the user’s service after the S-CSCF restarts.

-    for the originating session from the user, when receiving an INVITE request from the P-CSCF but the S-CSCF does not have the user’s data, according to the current specification, the S-CSCF is able to do nothing to continue the session except returning an error to the P-CSCF. Then the service can not be provided to the user.
-    for the terminating session to the user, when receiving an INVITE request from the I-CSCF, the S-CSCF does not have the user’s data, according to the current specification, the S-CSCF shall send SAR with the Server Assignment Type equal to UNRIGISTERED_USER, requesting unregistered service data. 

There are two cases: 

· if the related Public User Identity is unregistered, the HSS shall download the relevant user information, the S-CSCF could continue the unregistered service triggering for the user. There is no impact on the user’s service after the S-CSCF restarts.

· if the related Public User Identity is registered, the HSS shall send a response to the S-CSCF with the Experimental-Result-Code value set to DIAMETER_ERROR_IN_ASSIGNMENT_TYPE. Then the service can not be provided to the user.

*** Second change ****
6         Alternative solutions 

Editor’s note: This section will contain all the possible solutions presented and the changes required in the specifications to implement them. 
6.1 Restoration When the Assigned S-CSCF Is Unavailable

6.1.1 Restoration during originating procedure
When the P-CSCF receives an originating session, but the S-CSCF in the Route can not be contacted, restore as the following.
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Figure 6.1.1.1 Restoration during originating procedure
1. The UE sends an INVITE request. The P-CSCF receives the INVITE request, but before forwarding the INVITE to the S-CSCF1 according to the Route header, the failure of the S-CSCF1 is detected.
Note: How to ascertain the S-CSCF1 failed is FFS.

1a.  The P-CSCF forwards the INVITE to the S-CSCF1 according to the Route header, but does not receive any response from the S-CSCF1. 
2. The P-CSCF returns a 502 (Bad Gateway) response or another appropriate unsuccessful SIP response to the UE.
3. The UE receives the 502 response, and it shall register towards the network immediately. 
Note: If the I-CSCF could re-select S-CSCF during re-Regsitration procedure, the UE may initiate a re-Registration procedure, otherwise the UE shall initiate an initial registration procedure.
4. The P-CSCF forwards the message to the I-CSCF as normal.

5. The I-CSCF interacts with the HSS and re-selects a new S-CSCF2 for the user.

6-8. The I-CSCF forwards the message to the S-CSCF2 and the followed is the normal registration procedure.
9.    After receiving the 200 OK for the registration request, the UE may decide to initiate the originating session again.
10.  The P-CSCF forwards the INVITE to the S-CSCF2.

11.  Normal Session Establishment Procedure.
The following figure gives a demonstration on restoration when the assigned S-CSCF is unavailable during terminating procedure.

[image: image2.emf]1. S-CSCF failure detection;

2. Assign new S-CSCF;

3. Forward with indication;

1. Get service profile and backuped    

user data;

2. Restore user service immediately 

S-CSCF1

I-CSCF

S-CSCF2

HSS

Originating 

Network

INVITE


Figure 6.1.1.2  Restoration demonstration during terminating procedure
As the following figure shows, the S-CSCF backups user registration related data such as the content of Path, Contact address in the HSS during the initial registration procedures. When the S-CSCF sends SAR to request the user profile from the HSS in step 14 after authentication to the user succeeds, the backuped data are carried in the message to the HSS at the same time. 
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Figure 6.1.1.3  Backup registration data during initial registration procedure
1-13.  The UE initiate the registration towards the network and the followed is the normal registration procedure.
14.    The S-CSCF checks that this is an initial registration or the user’s registration related data such as Path, Contact 
           address changes, sends the SAR with these registration related data.

15.     The HSS stores the registration related data and return the SAA to the S-CSCF with service profile.
16-18. Normal registration procedure.

6.1.2 Restoration during terminating procedure
When the I-CSCF receives a terminating session, but the assigned S-CSCF retrieved from the HSS can not be contacted, restore as the following.
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Figure 6.1.2.1 Restoration during terminating procedure

1． The I-CSCF receives an INVITE request.

2． The I-CSCF sends LIR to the HSS to request the S-CSCF name.
3． The HSS sends back the LIA with the S-CSCF1 name. 
Note: Before the I-CSCF forwards the INVITE to the S-CSCF1, the failure of the S-CSCF1 is detected. How to ascertain the S-CSCF1 failed is FFS.
3a.  The I-CSCF forwards the INVITE to the S-CSCF1, but does not receive any response from the S-CSCF1. 

4. The I-CSCF sends LIR to the HSS to explicitly queries the S-CSCF capabilities.
5. The HSS sends back the LIA with the S-CSCF capabilities.
6. The I-CSCF re-selects a new S-CSCF2 for the user.
7. The I-CSCF forwards the INVITE to the S-CSCF2 with a RESTORE indication.

8. The S-CSCF2 receives the INVITE with a RESOTRE indication, sends SAR with Server Assignment Type equal to RESOTRE to request the user’s backuped data during registration procedure and the user profile.
9. The HSS sends back the SAA with the backuped data and the user profile.

10. Normal Registered service triggering.
11. The S-CSCF2 forwards the INVITE to the P-CSCF as restored from the backup data retrieved from the HSS.
12. The P-CSCF forwards the INVITE to the UE.
13. Normal session establishment procedure.

6.1.3        Restoration during re-registration procedure
When the I-CSCF receives a re-registration session, but the assigned S-CSCF retrieved from the HSS can not be contacted, restore as the following.
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Figure 6.1.3.1 Restoration during re-registration procedure
1. The UE sends a re-REGISTER request to the P-CSCF.
2. The P-CSCF forwards the re-REGISTER request to the I-CSCF.
3. The I-CSCF sends UAR to the HSS to request the S-CSCF name.

4. The HSS sends back the UAA with the S-CSCF1 name. 

Note: Before the I-CSCF forwards the re-REGISTER to the S-CSCF1, the failure of the S-CSCF1 is detected. How to ascertain the S-CSCF1 failed is FFS.

4a.  The I-CSCF forwards the re-REGISTER to the S-CSCF1, but does not receive any response from the S-CSCF1. 
5. The I-CSCF sends UAR to the HSS to explicitly queries the S-CSCF capabilities.
6. The HSS sends back the UAA with the S-CSCF capabilities.
7. The I-CSCF re-selects a new S-CSCF2 for the user.
8. The I-CSCF forwards the re-REGISTER to the S-CSCF2.

9. The S-CSCF2 sends MAR to request the user’s authentication data.

10. The HSS sends back the MAA with the authentication data.
11. The S-CSCF2 sends 401 towards the UE.
12. Normal authentication and registration procedure.
6.2 Restoration When the Assigned S-CSCF Restarted
6.2.1 Restoration during originating procedure
When the P-CSCF receives an originating session, but the S-CSCF in the Route restarted before and has not the user’s data or the data is not available, restore as the following.
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Figure 6.2.1.1  Restoration during originating procedure 
1. The UE initiates an INVITE request. 
2. The P-CSCF forwards the INVITE to the S-CSCF according to the Route header.

3. The S-CSCF does not have the user’s data or the user data is not available, returns a 502 (Bad Gateway) response or another appropriate unsuccessful SIP response to the P-CSCF.
4. The P-CSCF forwards the 502 to the UE.
5. The UE receives the 502 response, and it shall register towards the network immediately. 
6. The P-CSCF forwards the REGISTER message to the I-CSCF.

7. The I-CSCF sends UAR to the HSS to request the S-CSCF name.

8. The HSS sends back UAA with the S-CSCF name.

9. The I-CSCF forwards the REGISTER message to the S-CSCF.
10. Normal authentication and registration procedure.
11. The S-CSCF sends 200 OK towards the UE.

12. After receiving the 200 OK for the registration request, the UE may decide to initiate the originating session again.
13. The P-CSCF forwards the INVITE to the S-CSCF.
14. Normal Session Establishment Procedure.
15. The S-CSCF sends the INVITE towards the terminating network.
6.2.2 Restoration during terminating procedure

When the I-CSCF receives a terminating session, but the assigned S-CSCF restarted, restore as the following.
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Figure 6.2.2.1  Restoration during originating procedure
1. The I-CSCF receives an INVITE request.
2. The I-CSCF sends LIR to the HSS to request the S-CSCF name.
3. The HSS sends back the LIA with the S-CSCF name. 

4. The I-CSCF forwards the INVITE to the S-CSCF. 
5. The S-CSCF does not have the user’s data or the user data is not available, sends SAR with Server Assignment Type equal to UNREGISTERED_USER.

5a.   If the related Public User Identity is Not Regsitered or Unregistered and have unregistered service related, the HSS returns the user’s service profile as normal. 
5b.   Normal Unregistered service triggering. 
6. If the related Public User Identity is Regsitered, the HSS sends back to the S-CSCF with result set to DIAMETER_ERROR_IN_ASSIGNMENT_TYPE.
7. The S-CSCF sends SAR to the HSS with Server Assignment Type equal to RESTORE to request the user’s backuped data during registration procedure and the user profile.
8. The HSS sends back the SAA with the backuped data and the user profile.

9. Normal Registered service triggering.

10. The S-CSCF sends the INVITE message to the P-CSCF as restored from the backup data retrieved from the HSS.

11. The P-CSCF forwards the INVITE to the UE.
12. Normal session establishment procedure. 
*** End of change ****
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