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Introduction

CT4 has received an LS (S3-070638) requesting a decision on the location of nonce generation for the SIP Digest authentication method in IMS. This discussion paper contains an analysis of the two options (generation in the S-CSCF or in the HSS) listing advantages and disadvantages of each of them and proposes one decision. 

Discussion

Background information

SIP Digest authentication is used in both PacketCable and TISPAN specifications. A CR was agreed in SA3 to add the SIP Digest authentication method to 3GPP TS 33.203 based on the requirements from CableLabs. Since TISPAN, in their endorsement of 3GPP IMS, decided to include two additional authentication methods to be used in the fixed broadband environment (SIP Digest authentication and NASS-IMS bundled authentication), the TISPAN requirements were also discussed. One pending decision in the discussion in SA3 was the location of nonce generation for this authentication method. In the LS from TISPAN (14bTD515r2) to SA3 with an analysis of the initial proposal for including this authentication method, TISPAN indicates the compatibility problems of nonce generation in the S-CSCF with their Rel-1 specification, where this was done in the HSS (UPSF).
The additions to the protocol are very simple, since it is only a matter of sending the nonce value over the Cx Interface together with the rest of the authentication parameters for the SIP Digest authentication method or not sending it. However, the implications in the design of the network elements are significant, since the processing module that generates this nonce will have to be located in one node or another depending on this decision.
Nonce generation in HSS
This option has the following advantages:

· It follows the current role definition for network elements present in 3GPP TS 23.002. In there, the role of the HSS includes: “generates User Security information for mutual authentication, communication integrity check and ciphering”.

· It is analogous to the current specification of the IMS-AKA authentication method, where the authentication vectors, including rand/nonce, are generated in the HSS and used by the S-CSCF.

· There will be a clear separation between the S-CSCF and HSS, where a change of the HSS credentials will not directly impact the state of S-CSCF.

· It is backwards compatible with the current specifications of the SIP Digest authentication method in TISPAN Rel-1(nonce generation in the HSS (UPSF) is currently specified in TISPAN as mandatory).
· It is more closely aligned with RFC 4740 which mandates that nonce shall only be generated in the Diameter Server (HSS).

· By having the nonce generation in HSS, it is possible to, on a more global basis, keep track of the latest used nonces, to mitigate re-use. This is in particular if there is a chance that different S-CSCFs may be used. 

· It allows the nonce generation to take place in a centralized location for SIP Digest for the GBA/GAA. PacketCable specifications already include SIP Digest as part of the GBA and are part of their requirements for SIP Digest.
· It requires the implementation of a good pseudo random function only in the HSS (for IMS-AKA and SIP Digest), and not both in the HSS (for IMS-AKA) and in the S-CSCF (for SIP Digest). 

This option has the following disadvantage:

· It would require additional Cx signalling compared to the S-CSCF option. The overall increase, however, can be reduced by using Digest techniques such as nonce-count and next-nonce. This would be similar to the technique used today for IMS-AKA where the S-CSCF can request multiple AVs.
Nonce generation in S-CSCF

This option has the following advantage:

· It offers a decrease in the Cx signalling (compared to the HSS option) under the assumption that the S-CSCF stores the H(A1) for more than one authentication. But given the large timers that are commonly used for IMS re-registrations at the moment (in the order of several hours), it is difficult to justify the advantage of storing H(A1) and generating the nonce in the S-CSCF against the retrieval from HSS. 
This option has the following disadvantages:

· The storing of H(A1) will require a new type of push mechanism for the MAR in order to be able to update/expire the H(A1) during a registration period (i.e., it is not enough with a forced re-authentication as the S-CSCF may still cache the H(A1)). In case the nonce is generated in HSS; the S-CSCF will always query the HSS periodically, and by doing so also be able to update H(A1).
· It will require the nonce to be generated in two places to fully support SIP Digest for the IMS CN (S-CSCF)_ and for GBA (BSF). This goes against the original architectural intent of having security information generated in the HSS
Conclusion

According to the previous discussion, this paper proposes that CT4 selects nonce generation in the HSS and provide this decision in the response to the LS from SA3. 

