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Introduction

SA3 identified the need that the GBA BSF can communicate with an HLR using MAP for Release 7. The document S3-070175 was presented and discussed and which outlines in a normative Annex the usage a MAP-based Zh’ reference point to acquire the needed key material from the HLR.During the discussion in the meeting several options for an HLR interface from the BSF were discussed. SA3#46 send an request for an exception to SA plenary to allow this specification of an HLR interface from the BSF to be completed in Release 7. SA#35 granted the exception request.
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Figure 1: Potential Reference Architecture for HRL interface from BSF
An Zh’ interface (see Figure) could allow roll-out of services that require GBA e.g. like MBMS, without forcing at the same time a migration of the HLR to an HSS. For the evaluations of several solution approaches, we took the following guiding principles:

· Impact on HLR should be minimized.

· Minimal impact to HSS and HLR.

· Impacts on BSF Release 7 are acceptable.

· No change to MAP protocol that may cause interoperability problems
· Solution should require minimal standardization effort, since this is targeted for late Release 7. 

SA3  has asked CT4 in their LS to CT4 to consider the possibilities to specify a low impact solution for Release 7, i.e. a solution that does not require support of the Release 7 optional feature of GBA User Security Settings (GUSS) for the HLR-BSF interface.

It should be noted, if the GUSS is not supported, then the HLR does not need to support storage of additional data, but that this also implies that no security control data (e.g. NAF authorization, smart card version and feature support) for the applications can be managed from the subscriber database. 

2. Potential Approaches

2.1. Direct Usage of MAP

The basic goal is that the BSF obtains the Authentication Vector from the HLR. For this the MAP_SEND_AUTHENTICATION_INFO service can be used directly.
Impacts and Consequences:

- BSF would need to support two MAP messages towards the HLR for Release 7.
- HLR supports the MAP messages already for VLR and SGSN nodes, the BSF interface would need to be added.
- HLR can be upgraded with flexible schedule to HSS.
2.2. Diameter-MAP Conversion Entity

This approach is a slight variation of the previous approach. Here the BSF sends the diameter based messages as outlined in TS 29.109 to a new node (the conversion entity). This conversion entity then converts the diameter request into a map request and sends it then to the HLR. The answer from the HLR over MAP would then be converted by the conversion entity back into diameter for the BSF. The MAP messages would be the same as in the first approach.

Impacts and Consequences:

- BSF would need to send the diameter messages to conversion box instead of subscriber database.

- HLR needs to have an MAP based interface open to the conversion entity (similar to previous approach).
- For large networks that have several subscriber database server for their subscribers, the information which server contains the database for a service requesting subscriber may need to be transferred to the conversion entity or the conversion entity has to make an extra request to a database. If the information is transferred to the conversion entity, then the current TS 29.109 diameter Zh reference point need to be changed. 

- Large networks there might be several HLR nodes and to avoid a bottleneck situation, where all requests to a HLR have to be converted by one conversion entity,  several conversion entities might be required.

- New logical node would be required for conversion of two messages of diameter type into two messages of MAP type. 
2.3. Standardization of the HLR-HSS Internal Interface

During the discussion in SA3 it was pointed out that some realizations of HSS with integrated HLR support, among other functionalities, the MAP based credential transfer. For credential transfer MAP uses the  MAP_SEND_AUTHENTICATION_INFO. Therefore, this approach falls together with the approach of direct MAP message usage, since the same message is used in both cases on the same interface i.e. HLR-BSF. The impacts and consequences are the same as in 2.1.
3. Conclusion

Both approaches seem feasible and would serve the general purpose to attach a BSF to an HLR. Therefore, we focused on minimizing the impacts on the existing nodes and timing. Considering the impacts the direct MAP approach is the solution with that minimizes impacts to existing systems and can be standardized in timely manner. Therefore, we suggest to consider the attached change request for acceptance.
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