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4.3
Protocol Zh’ between BSF and HLR

The requirements for Zh’ reference point are the same with the one for the Zh reference point defined in 3GPP TS 33.220 [5], except that the GBA User Security Settings (GUSS) are not supported.

NOTE 1: 
If support of GBA User Security Settings (GUSS) is desired in combination with HLR, then this can be achieved by addition of a suitable database to the BSF containing the desired GUSS information.

The Bootstrapping Zh’ interface performs the retrieval of an authentication vector. The basic procedure is:

A) A UE starts the bootstrapping procedure by protocol Ub with a BSF giving the IMPI of the user (see 3GPP TS 24.109  [7]). The BSF derives the IMSI from the IMPI.

B) The BSF starts protocol Zh’ with user’s HLR 

· The BSF requests user’s authentication vector corresponding to the IMSI. 

· The HLR supplies to the BSF the requested authentication vector. 

C) The BSF continues the protocol Ub with the UE (see 3GPP TS 24.109  [7]).

The BSF shall use the following Bootstrapping-Request to the HLR in the format of a MAP_SEND_AUTHENTICATION_INFO.  The content of the request, result and error messages is given below in the same format as in 3GPP TS 29.002 [x]. The parameter usage is as follows:

IMSI

See TS 29.002 [x] section 7.6.2 for the use of this parameter.

Number of requested vectors

The BSF must only request one authentication vector at a time. 
Requesting node type

BSF
Re-synchronisation Info

For definition and use of this parameter see 3GPP TS 33.200.

Segmentation prohibited indicator

This parameter is not applicable and should be omitted.
Immediate response preferred indicator

This parameter indicates that one of the requested authentication vectors is requested for immediate use in the BSF.
Requesting PLMN ID

The PLMN-ID of the requesting node. See 3GPP TS 23.003.

AuthenticationSetList
One authentication vector is transferred from the HLR to the BSF, if the outcome of the service was successful.
User error

One of the following error causes defined in TS 23.002 [x] shall be sent by the user in case of unsuccessful outcome of the service, depending on the respective failure reason:

-
unknown subscriber;

-
unexpected data value;

-
system failure;

-
data missing.

Provider error

See TS 23.002 [x] for the use of this parameter.

When the BSF receives the response of the MAP_SEND_AUTHENTICATION_INFO service, then it shall generate the needed key material (Ks) from confidential key (CK) and integrity key (IK) as described in 3GPP TS 33.220 [5], respecively for Kc as decribed in 3GPP TS 33.220 [5] and stores temporarily the tuple <IMPI,Ks> for further use in GAA/GBA applications. The rest of the bootstrapping procedure in Ub interface will later add also the  Bootstrapping Transaction  Identifier (B-TID) to that tuple as key and the key lifetime (expiry time). 
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