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4.3.1
WLAN Access Authentication and Authorization

This procedure is used to transport over RADIUS or Diameter, the WLAN Access (Re)Authentication and Authorization between the WLAN AN and the 3GPP AAA Proxy or Server.

Diameter usage in Wa:

· This procedure is mapped to the Diameter-EAP-Request and Diameter-EAP-Answer command codes specified in IETF RFC 4072 [8].

· For (re)authentication procedures, the messaging described below is reused.

Table 4.3.1.1: WLAN Access Authentication and Authorization request

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	User Identity
	User-Name
	M
	This information element contains the identity of the user.

	EAP payload
	EAP-payload
	M
	Encapsulated EAP payload used for WLAN UE-3GPP AAA Server mutual authentication

	Authentication Request Type
	Auth Request-Type
	M
	Defines whether the user is to be authenticated only, authorized only or both. AUTHORIZE_AUTHENTICATE is required in this case.

	NAS-IP address
	NAS-IP Address
	C
	IP address of the hot-spot

	NAS-Ipv6 address
	NAS-Ipv6 address
	C
	Ipv6 address of the hot-spot

	WLAN UE MAC address
	Calling Station-ID
	M
	Carries the MAC address of the WLAN-UE.

	Supported 3GPP WLAN QoS profile
	QoS-Auth-Resources
	O
	If QoS mechanisms are applied, this information element may contain WLAN AN’s QoS capabilities.


Table 4.3.1.2: WLAN Access Authentication and Authorization response

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	User Identity
	User-Name
	M
	This information element contains the identity of the user.

	EAP payload
	EAP payload
	M
	Encapsulated EAP payload used for UE- 3GPP AAA Server mutual authentication

	Result code
	Result-Code
	M
	Result of the operation. Result codes are as per in NASREQ . 1xxx should be used for multi-round, 2xxx for success.

	Session Alive Time
	Session-Timeout
	O
	Max no of seconds the user session should remain active 

	Accounting Interim - Interval
	Accounting Interim-Interval
	O
	Charging duration

	Pairwise Master Key
	EAP-Master-Session-Key
	C
	Shall be sent if Result Code is set to "Success".

	Filter Id
	Filter-Id
	O
	This IE indicates the name of the filter list for the user.

	NAS Filter Rule
	NAS-Filter-Rule
	O
	This IE provides filter rules that need to be configured on the NAS for the user by 3GPP Server/Proxy.

	Tunneling
	Tunneling
	O
	This IE can be used to provide needed tunnelling configuration on the NAS for the user by 3GPP Server/Proxy.

	Authorized 3GPP WLAN QoS profile
	QoS-Auth-Resources
	C
	If QoS mechanisms are applied, this information element shall be sent to indicate authorized 3GPP WLAN QoS profile.


RADIUS usage in Wa:

-
This procedure is mapped to the RADIUS Access Request, RADIUS Access Challenge, RADIUS Access Accept and RADIUS Access Reject specified in RFC 3579 [14].

See Annex A.1 for signalling flow reference and section 4.4.1 for the RADIUS profiles for these messages.
Next Change

4.4
Information Element Contents

4.4.1
RADIUS based Information Elements Contents
Table 4.4.1: RADIUS based Information Elements Contents

	IE NAME
	IE description
	Access Request
	Access Accept
	Access Reject
	Access Challenge
	Attribute

	USER ID
	This Attribute indicates the identity of the user as defined in 3GPP TS 23.003 [22]. 
	Mandatory
	Mandatory
	Mandatory
	Mandatory
	User-Name

	RADIUS Client Address
	This Attribute indicates the identifying IP Address of the RADIUS Client. It should be unique to the RADIUS Client within the scope of the RADIUS server. More detailed description of the IE can be found in IETF RFC 3580 [15].
	Mandatory
	NA
	NA
	NA
	NAS-IP Address
NAS-IPv6 Address

	Operator Name
	Hot Spot Operator Name as defined in IETF Draft draft-ietf-geopriv-radius-lo-10 [16].
	Mandatory
	NA
	NA
	NA
	Operator-Name

	Location Civic Info
	Civic location information of the hot spot operator as defined in IETF Draft draft-ietf-geopriv-radius-lo-10 [16]. This attribute is included if the Location-Information indicates Civic location information is provided.
	Conditional
	NA
	NA
	NA
	Location-Info-Civic

	Location Geo Info
	Geo location information of the hot spot operator as defined in IETF Draft draft-ietf-geopriv-radius-lo-10 [16]. This attribute is included if the Location-Information indicates Geo location information is provided.
	Conditional
	NA
	NA
	NA
	Location-Info-Geo

	Location Information
	Location information regarding the hotspot operator as defined in IETF Draft draft-ietf-geopriv-radius-lo-10 [16].
	Mandatory
	NA
	NA
	NA
	Location-information

	EAP Message
	This attribute encapsulates Extensible Authentication Protocol packets so as to allow the NAS to authenticate users via EAP without having to understand the EAP protocol. More detailed description of the IE can be found in IETF RFC 3580 [15].
	Mandatory
	Mandatory
	Mandatory
	Mandatory
	EAP-Message

	Diameter Session ID + 3GPP AAA Server Host AVP + prefix "Diameter"
	This attribute is relayed from the 3GPP AAA Proxy to the WLAN-AN when the 3GPP AAA Proxy acts as translation agent. If the WLAN-AN receives such an attribute, it MUST include it in Access Requests.
	Conditional
	NA
	NA
	Conditional
	State

	Diameter Session ID + prefix "Diameter"
	This attribute is sent by 3GPP AAA Proxy when acting as a translation agent. If WLAN-AN receives it, is should include it in subsequent accounting messages.
	NA
	Conditional
	NA
	NA
	Class

	State Information
	A 3GPP AAA Server using RADIUS may include this attribute in Access Challenges.  If the Radius Client in WLAN-AN receives such an attribute, it shall be present in Access-Request that is sent in response to the Access-Challenge. This IE is used when no Diameter-RADIUS translation takes place. 
	Conditional
	NA
	NA
	Optional
	State

	Session ID
	A 3GPP AAA Server using RADIUS shall include this attribute to facilitate charging correlation between accounting and authorization messaging. If the Radius Client in WLAN-AN receives it, it shall be included in subsequent accounting messages. This IE is used when no Diameter-RADIUS translation takes place.
	NA


	Conditional
	NA
	NA
	Class

	Session Alive Time
	This Attribute sets the maximum number of seconds of service to be provided to the user before termination of the session or prompt. A more detailed description of the IE can be found in IETF RFC 3580 [15].
	NA
	Optional
	NA
	Optional
	Session-Time-Out

	Charging Duration
	This attribute indicates the time between each interim update in seconds for this specific session. A more detailed description of the IE can be found in IETF RFC 2869 [9].
	NA
	Optional
	NA
	NA
	Acct-Interim-Interval

	Termination Action
	This Attribute indicates what action the NAS should take when the specified service is completed. More detailed description of the IE can be found in IETF RFC 3580 [15].
	NA
	Optional
	NA
	Optional
	Termination-Action

	Pairwise Master Key (PMK)
	This IE is used to carry the Pairwise Master Key. More detailed description of the IE can be found in IETF RFC 4186 [28] and IETF RFC 4187 [29].
	NA
	Mandatory
	NA
	NA
	Vendor-Specific (MS-MPPE-Recv-Key)

	Message Authenticator
	Message Authenticator.
	Mandatory
	Mandatory
	Mandatory
	Mandatory
	Message Authenticator

	WLAN-UE MAC address
	Carries the MAC address of the WLAN-UE for verification at the 3GPP AAA Server.
	Mandatory
	NA
	NA
	NA
	Calling Station ID

	Chargeable User Identity
	This Attribute shall contain the MSISDN and/or the IMSI of the user. The encoding of the MSISDN and the IMSI is defined in GSMA PRD IR.61 [25].
	Optional
	Mandatory
	NA
	NA
	Chargeable-User-Id

	Filter ID
	This IE indicates the name of the filter list for the user. 

Filter ID IE and NAS Filter Rule IE should not be used simultaneously in a same RADIUS message.
	NA
	Optional
	NA
	NA
	Filter-Id

	NAS Filter Rule
	This IE enables the provisioning of Layer 2-4/7 filter and redirection rules on the NAS by 3GPP AAA Server/Proxy. More detailed description of the IE can be found in IETF Draft draft-ietf-radext-filter-04 [30].
	NA
	Optional
	NA
	NA
	NAS-Filter-Rule

	Tunnel Type
	This IE contains the used tunnelling protocol.
	NA
	Optional
	NA
	NA
	Tunnel-Type

	Tunnel Medium Type
	This IE contains the transport medium to use when creating a tunnel.
	NA
	Optional
	NA
	NA
	Tunnel-Medium-Type

	Tunnel Private Group Id
	This IE indicates the group ID for a particular tunneled session.
	NA
	Optional
	NA
	NA
	Tunnel-Private-Group-Id

	Tunnel Client Endpoint
	This IE indicates the address of the client end of the tunnel.
	NA
	Optional
	NA
	NA
	Tunnel-Client-Endpoint

	Tunnel Server Endpoint
	This Attribute indicates the address of the server end of the tunnel.
	NA
	Optional
	NA
	NA
	Tunnel-Server-Endpoint

	3GPP WLAN QoS profile
	This Attribute indicates supported WLAN AN’s QoS capabilities or authorized 3GPP WLAN QoS profile. More detailed description of the IE can be found in IETF Draft draft-tschofenig-radext-qos-04 [x1].
	Optional
	Conditional
	NA
	NA
	QSPEC


The parameters listed above as 'mandatory' are only optional in the particular RADIUS (extension) specification in which they are originally defined. However, in order for 3GPP WLAN-IW to function, these attributes shall be passed in messaging over the Wa interface as per the definition in the table. In this sense they are mandatory. In practice, this means that, should any of these parameters labelled 'mandatory' be missing from the RADIUS messaging over Wa, this will result in a higher level failure of WLAN-IW procedures to function properly and consequently in a denial of the RADIUS request (even though this was a valid RADIUS message).
4.4.2
Diameter based Information Elements Contents 

Editors Note: operator name, location name and location information AVPs should be included once RADIUS extensions working group have agreed with Diameter working groups how this is done.

4.4.2.1
DER and DEA Commands

ABNF for the DER and DEA messages are given below:

<Diameter-EAP-Request> ::= < Diameter Header: 268, REQ, PXY >


< Session-Id >


{ Auth-Application-Id }


{ Origin-Host }


{ Origin-Realm }


{ Destination-Realm }


{ Auth-Request-Type }


{ EAP-Payload }


[ Destination-Host ]


[ User-Name ]

[ NAS-IP-Address ]


[ NAS-IPv6-Address ]


[ Calling Station-ID ]

[ QoS-Auth-Resources ]

* [ Proxy-Info ]


* [ Route-Record ]


* [ AVP ]

For the DEA, the following are necessary:

<Diameter-EAP-Answer> ::= < Diameter Header: 268, PXY >


< Session-Id >


{ Auth-Application-Id }


{ Result-Code }


{ Origin-Host }


{ Origin-Realm }


{ Auth-Request-Type }


[ EAP-Payload ]


[ User-Name ]

 
[ Session-Timeout ]


[ Accounting-Interim-Interval ]


[ EAP-Master-Session-Key]

[ QoS-Auth-Resources ]

* [Filter-Id]


* [NAS-Filter-Rule]


* [Tunneling]

* [ Proxy-Info ]


* [ AVP ]
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5.4.1
WLAN Access Authentication and Authorization

This procedure is used to transport the WLAN Access Authentication and Authorization information between the 3GPP AAA Proxy and the 3GPP AAA Server.

Diameter usage in Wd:

This procedure is mapped to the Diameter-EAP-Request and Diameter-EAP-Answer command codes specified in IETF RFC 4072 [8] tables 5.4.1.1 and 5.4.1.2 show the information elements that should be exchanged across Wd.

Table 5.4.1.1: Diameter EAP Request

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	User Identity
	User Name
	M
	This information element shall contain the identity of the user 

	EAP payload
	EAP payload
	M
	Encapsulated EAP payload used for WLAN-UE/3GPP AAA Server mutual authentication

	Authentication Request Type
	Auth–Request-Type
	M
	Defines whether the user is to be re-authenticated only, re-authorized only or both. AUTHORIZE_AUTHENTICATE is required in this case.

	NAS-IP address
	NAS-IP Address
	C
	IP address of the hot-spot

	NAS-Ipv6 address
	NAS-Ipv6 address
	C
	IPv6 address of the hot-spot

	Visited-Network-Identifier
	Visited-Network-Identifier
	C
	Identifies the VPLMN and shall be present during the first DER message of either authentication or reauthentication sent by the 3GPP AAA Proxy to 3GPP AAA Server.

	WLAN UE MAC address
	Calling Station-ID
	
	Carries the MAC address of the WLAN-UE.

	Supported 3GPP WLAN QoS profile
	QoS-Auth-Resources
	O
	If QoS mechanisms are applied, this information element may contain WLAN AN’s QoS capabilities.


Editors Note: RADIUS Extensions for Location ID etc should be added once these have been defined within Diameter schema.

Table 5.4.1.2: Diameter EAP answer message

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	User Identity
	User Name
	M
	This information element contains the identity of the user.

	EAP payload
	EAP payload
	M
	Encapsulated EAP payload used for UE-3GPP AAA Server mutual authentication

	Result code
	Result Code
	M
	Result of the operation. Result code as per definition in NASREQ.1xxx shall be used for multi-round, 2xxx for success.

	Session Alive Time
	Session-Timeout
	O
	Max no of seconds the user session should remain active 

	Accounting Interim-Interval
	Accounting Interim-Interval
	O
	Charging duration

	Subscription-ID
	Subscription-ID
	C
	This AVP shall contain the MSISDN and/or the IMSI of the user. This AVP shall be present if the result code is set to "Success", 2xxx.

	Pairwise Master Key
	EAP-Master-Session-Key
	C
	Shall be sent if Result Code is set to "Success".

	Authorized 3GPP WLAN QoS profile
	QoS-Auth-Resources
	C
	If QoS mechanisms are applied, this information element shall be sent to indicate authorized 3GPP WLAN QoS profile.


RADIUS usage in Wd:

-
This procedure is mapped to the RADIUS Access Request, RADIUS Access Challenge, RADIUS Access Accept and RADIUS Access Reject specified in IETF RFC 3579 [14].

Next Change

5.5
Information Elements Contents

5.5.1 
Authentication Procedures

ABNF for the Wd Diameter EAP Request/Ansewer messages are given below:

<Diameter-EAP-Request> ::= < Diameter Header: 268, REQ, PXY >

 < Session-Id >

{ Auth-Application-Id }

{ Origin-Host }

{ Origin-Realm }

{ Destination-Realm }

{ Auth-Request-Type }

{ EAP-Payload }

[ Destination-Host ]

[ User-Name ]
[ NAS-IP-Address ]

[ NAS-IPv6-Address ]

[ Calling Station-ID ]

[ Visited-Network-Identifier ]
[ QoS-Auth-Resources ]
* [ Proxy-Info ]

* [ Route-Record ]

* [ AVP ]

For the DEA, the following are necessary:

<Diameter-EAP-Answer> ::= < Diameter Header: 268, PXY >

< Session-Id >

{ Auth-Application-Id }

{ Result-Code }

{ Origin-Host }

{ Origin-Realm }

{ Auth-Request-Type }

[ EAP-Payload ]

[ User-Name ]

1* [ Subscription-ID ] 
[ EAP-Master-Session-Key ]
[ QoS-Auth-Resources ]
* [ Proxy-Info ]

* [ AVP ]
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5.5.4
RADIUS based Information Elements Contents for Authentication and Authorization

Table 5.5.4.1: RADIUS based Information Elements Contents

	IE NAME
	IE description
	Access Request
	Access Accept
	Access Reject
	Access Challenge
	Attribute

	RADIUS Client Address
	This Attribute indicates the identifying IP Address of the RADIUS Client. It should be unique to the RADIUS Client within the scope of the RADIUS server. More detailed description of the IE can be found in IETF RFC 3580 [15].
	Mandatory
	NA
	NA
	NA

	NAS-IP Address 

NAS-IPv6-Address

	USER ID
	This Attribute indicates the identity of the user to be authenticated. More detailed description of the IE can be found in IETF RFC 3580 [15] and 3GPP TS 23.234 [4].
	Mandatory
	Mandatory
	Mandatory
	Mandatory
	User-Name

	Operator Name
	Hot Spot Operator Name as defined in IETF draft-ietf-geopriv-radius-lo-01.txt [16].
	Mandatory
	NA
	NA
	NA
	Operator-Name

	Location Type
	Location Name of the hot spot operator as defined in IETF draft-ietf-geopriv-radius-lo-01.txt [16].
	Mandatory
	NA
	NA
	NA
	Location-Type

	Location Information
	Location information regarding the hotspot operator as defined in IETF draft-ietf-geopriv-radius-lo-01.txt [16].
	Mandatory
	NA
	NA
	NA
	Location-information

	EAP Message
	This attribute encapsulates Extensible Authentication Protocol packets so as to allow the NAS to authenticate users via EAP without having to understand the EAP protocol. More detailed description of the IE can be found in IETF RFC 3580 [15].
	Mandatory
	Mandatory
	Mandatory
	Mandatory
	EAP-Message

	 State information
	This attribute may be sent by the 3GPP AAA server to the WLAN-AN . If the RADIUS client in the WLAN-AN receives such an attribute, it shall be included in subsequent Access Requests.
	Conditional
	NA
	NA
	Optional
	State

	 Session ID
	This attribute is sent by 3GPP AAA server to the visited network. If the RADIUS client in the WLAN-AN receives it, it should be included in subsequent accounting messages.
	NA
	Mandatory
	NA
	NA
	Class

	Session Alive Time
	This Attribute sets the maximum number of seconds of service to be provided to the user before termination of the session or prompt. A more detailed description of the IE can be found in IETF RFC 3580 [15].
	NA
	Optional
	NA
	Optional
	Session-Time-Out

	Charging Duration
	This attribute indicates the time between each interim update in seconds for this specific session. A more detailed description of the IE can be found in IETF RFC 2869 [9].
	NA
	Optional
	NA
	NA
	Acct-Interim-Interval

	Termination Action
	This Attribute indicates what action the NAS should take when the specified service is completed. More detailed description of the IE can be found in IETF RFC 3580 [15].
	NA
	Optional
	NA
	Optional
	Termination-Action

	Pairwise Master Key (PMK)
	This IE is used to carry the Pairwise Master Key. More detailed description of the IE can be found in IETF RFC 4186 [28] and IETF RFC 4187 [29].
	NA
	Mandatory
	NA
	NA
	Vendor-Specific (MS-MPPE-Recv-Key)

	Message Authenticator
	Message Authenticator.
	Mandatory
	Mandatory
	Mandatory
	Mandatory
	Message-Authenticator

	WLAN-UE MAC address
	Carries the MAC address of the WLAN-UE for verification at the 3GPP AAA Server.
	Mandatory
	NA
	NA
	NA
	Calling-Station-ID

	Chargeable User Identity
	This Attribute shall contain the MSISDN and/or the IMSI of the use. The encoding of the MSISDN and the IMSI is defined in GSMA PRD IR.61 [25].
	Optional
	Mandatory
	NA
	NA
	Chargeable-User-Id

	Visited Operator Identity
	Identifies the VPLMN as specified in GSMA PRD IR.61 [25]
	Mandatory
	NA
	NA
	NA
	Vendor-Specific (Visited-Operator-Id)



	3GPP WLAN QoS profile
	This Attribute indicates supported WLAN AN’s QoS capabilities or authorized 3GPP WLAN QoS profile. More detailed description of the IE can be found in IETF Draft draft-tschofenig-radext-qos-04 [x1].
	Optional
	Conditional
	NA
	NA
	QSPEC


The parameters listed above as 'mandatory' are only optional in the particular RADIUS (extension) specification in which they are originally defined. However, in order for 3GPP WLAN-IW to function, these attributes shall be passed in messaging over the Wd interface as per the definition in the table. In this sense they are mandatory. In practice, this means that, should any of these parameters labelled 'mandatory' be missing from the RADIUS messaging over Wd, this will result in a higher level failure of WLAN-IW procedures to function properly and consequently in a denial of the RADIUS request (even though this was a valid RADIUS message).
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8.3.2
Authorization Procedures

According to the requirements stated in subclause 8.1, Wm reference point shall enable:

-
Carrying messages for service authorization between PDG and 3GPP AAA Server/Proxy.

-
Allow the 3GPP AAA Server/Proxy to retrieve tunnelling attributes and WLAN UE's IP configuration parameters from/via Packet Data Gateway.
This procedure is used between the PDG and 3GPP AAA Server and Proxy. It is invoked by the PDG, on receipt from the WLAN-UE of a "tunnel establishment request" message and subsequent to the success of tunnel authentication i.e. on receipt of a DEA message from the 3GPP AAA Server with Result Code set to "Success".

The Wm reference point performs authorization download based on the reuse of the NASREQ IETF RFC 4005 [12] AAR-AAA command set.

Table 8.3.2.1 Wm Authorization Request

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	Permanent User Identity
	User-Name
	M
	This information element contains the identity of the user.

	Diameter Session ID
	Session-Id
	M
	This information element uniquely identifies the session.

	Request-Type
	Session-Request -Type
	M
	Type of Wm specific Diameter application request. The following values are to be used:

AUTHORIZATION REQUEST (0)


This value shall indicate the initial request for authorization of the user to the APN.

ROUTING POLICY (1)


This value shall indicate that routing policy AVP is present.

	Visited Network Identifier
	Visited-Network-Identifier
	C
	Identifier that allows the home network to identify the Visited Network.

This AVP shall be present if the PDG is not in the WLAN-UE's home network, i.e. the WLAN-UE is roaming. 

	W-APN-ID
	3GPP-WLAN-APN-Id
	C
	This information element contains the W-APN which the UE is requesting authorization. 

This AVP is present when Session-Request-Type AVP is set to AUTHORIZATION REQUEST.

	Routing Policy
	Routing-Policy
	C
	This AVP includes the routing policy of the tunnel set-up.

This AVP shall be present when Session-Request-Type AVP is set to ROUTING POLICY. The exact format of this AVP is specified in section 10.1.24.




	Routing Information
	Destination-Host
	M
	The 3GPP AAA Server name is obtained from the Origin-Host AVP of a previously received message.

	PDG Charging Identifier
	PDG-Charging-Id
	C
	The PDG charging identifier is generated by PDG and used to correlate PDG and WLAN AN charging data.

This AVP is present when Session-Request-Type AVP is set to AUTHORIZATION REQUEST.


Table 8.3.2.2: AA-Answer

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	Diameter Session ID
	Session-Id
	M
	This information element uniquely identifies the session.

	Registration Result
	Result Code/ Experimental Result Code
	M
	Result of the operation. 

Result-Code AVP shall be used for errors defined in the Diameter Base Protocol.

Experimental-Result AVP shall be used for Wm errors. This is a grouped AVP which contains the 3GPP Vendor ID in the Vendor-Id AVP, and the error code in the Experimental-Result-Code AVP

	Subscription-ID
	Subscription-ID AVP
	C
	This AVP shall contain the MSISDN and/or the IMSI of the user. 

This AVP shall be present if the Diameter Result Code is set to DIAMETER_SUCCESS

	Max-Subscribed-Bandwidth
	Max-Requested-Bandwidth
	O
	The Max requested bandwidth AVP. Can be sent by the 3GPP AAA Server to the PDG if it is present in the user subscription info held at the 3GPP AAA Server.

	Charging Information
	Charging-Data
	C
	Charging information for the W-APN for that user.

It shall be present when Result-Code is equal to DIAMETER_SUCCESS and when the received Session-Request –Type was set to AUTHORIZATION REQUEST.

	Framed-IP-Address
	Framed-IP-Address
	O
	This AVP contains the remote IPv4 address of the WLAN UE that the 3GPP AAA Server downloaded from the HSS.

This AVP shall not be present when the 3GPP AAA Server received an authorisation request with Session-Request –Type AVP set to ROUTING POLICY.

	Framed-IP-Prefix
	Framed-IP-Prefix
	O
	This AVP contains the remote IPv6 prefix of the WLAN UE that the 3GPP AAA Server downloaded from the HSS.

This AVP shall not be present when the 3GPP AAA Server received an authorisation request with Session-Request-Type AVP set to ROUTING POLICY.

	Permanent User Identity
	User-Name
	
	This information element contains the IMSI of the user. This shall be present if Registration Result Code is set to "Success" and the AAR did not contain the IMSI.

	WLAN Session Identifier
	WLAN-Session-Id
	C
	This information element contains the charging identifier generated by the 3GPP AAA Server.

It shall be present when Result-Code is equal to DIAMETER_SUCCESS and when the received Session-Request-Type was set to AUTHORIZATION REQUEST, and if WLAN access authentication and authorization procedure is done before tunnel establishement.

	Authorized 3GPP WLAN QoS Profile
	QoS-Auth-Resources
	C
	This information element contains authorized 3GPP WLAN QoS profile.

It shall be present if QoS mechanisms are applied and when the received Session-Request-Type was set to AUTHORIZATION REQUEST.


Next Change

8.4.2 
Authorization Procedures

The authorization request and response messages are mapped onto the NASREQ AAR/AAA messages. The ABNF are indicated below:

<AA-Request> ::= < Diameter Header: 265, REQ, PXY >

< Session-Id >

{ Auth-Application-Id }

{ Origin-Host }

{ Origin-Realm }

{ Destination-Realm }

{ Auth-Request-Type }

{ Destination-Host }
[ Session-Request-Type ]

[ Visited-Network-Identifier ]

[3GPP-WLAN-APN-ID]

* [ Routing-Policy]

[ NAS-Identifier ]

[ NAS-IP-Address ]

[ NAS-IPv6-Address ]

[ NAS-Port ]

[ NAS-Port-Id ]

[ NAS-Port-Type ]

[ Origin-State-Id ]

[ Port-Limit ]

[ User-Name ]

[ User-Password ]

[ Service-Type ]

[ State ]

[ Authorization-Lifetime ]

[ Auth-Grace-Period ]

[ Auth-Session-State ]

[ Callback-Number ]

[ Called-Station-Id ]

[ Calling-Station-Id ]

[ Originating-Line-Info ]

[ Connect-Info ]

[ CHAP-Auth ]

[ CHAP-Challenge ]

* [ Framed-Compression ]

[ Framed-Interface-Id ]

[ Framed-IP-Address ]

[ Framed-IP-Netmask ]

[ Framed-MTU ]

[ Framed-Protocol ]

[ ARAP-Password ]

[ ARAP-Security ]

* [ ARAP-Security-Data ]

* [ Login-IP-Host ]

* [ Login-IPv6-Host ]

[ Login-LAT-Group ]

[ Login-LAT-Node ]

[ Login-LAT-Port ]

[ Login-LAT-Service ]

* [ Tunneling ]

* [ Proxy-Info ]

* [ Route-Record ]

* [ AVP ]

The ABNF for the AAA is as follows:

     <AA-Answer> ::= < Diameter Header: 265, PXY >

< Session-Id >

{ Auth-Application-Id }

{ Auth-Request-Type }

{ Result-Code }

{ Origin-Host }

{ Origin-Realm }

1*[ Subscription-ID-AVP]

[ Max-Subscribed-Bandwidth ]
[ QoS-Auth-Resources ]
[ Framed-IP-Address ]

[ Framed-IP-Prefix ]

[ Charging-Data ]

[ Service-Type ]

* [ Class ]

* [ Configuration-Token ]

[ Acct-Interim-Interval ]

[ Error-Message ]

[ Error-Reporting-Host ]

* [ Failed-AVP ]

[ Idle-Timeout ]

[ Authorization-Lifetime ]

[ Auth-Grace-Period ]

[ Auth-Session-State ]

[ Re-Auth-Request-Type ]

[ Session-Timeout ]

[ State ]

* [ Reply-Message ]

[ Origin-State-Id ]

* [ Filter-Id ]

[ Password-Retry ]

[ Port-Limit ] 
[ User-Name ]
[ Prompt ]

[ ARAP-Challenge-Response ]

[ ARAP-Features ]

[ ARAP-Security ]

* [ ARAP-Security-Data ]

[ ARAP-Zone-Access ]

[ Callback-Id ]

[ Callback-Number ]

[ Framed-Appletalk-Link ]

* [ Framed-Appletalk-Network ]

[ Framed-Appletalk-Zone ]

* [ Framed-Compression ]

[ Framed-Interface-Id ]

[ Framed-IP-Address ]

* [ Framed-IPv6-Prefix ]

[ Framed-IPv6-Pool ]

* [ Framed-IPv6-Route ]

[ Framed-IP-Netmask ]

* [ Framed-Route ]

[ Framed-Pool ]

[ Framed-IPX-Network ]

[ Framed-MTU ]

[ Framed-Protocol ]

[ Framed-Routing ]

* [ Login-IP-Host ]

* [ Login-IPv6-Host ]

[ Login-LAT-Group ]

[ Login-LAT-Node ]

[ Login-LAT-Port ]

[ Login-LAT-Service ]

[ Login-Service ]

[ Login-TCP-Port ]

* [ NAS-Filter-Rule ]

* [ QoS-Filter-Rule ]

* [ Tunneling ]

* [ Redirect-Host ]

[ Redirect-Host-Usage ]

 [ Redirect-Max-Cache-Time ]

* [ Proxy-Info ]




* [ AVP ]
Next Change

10
Information Elements Contents
10.1
AVPs
Table 10.1.1 describes the Diameter AVPs defined for the WLAN reference point, their AVP Code values, types, possible flag values and whether or not the AVP may be encrypted. The Vendor-Id header of all AVPs defined in this specification shall be set to 3GPP (10415).

Only those AVPs initially defined by the reference points mentioned within this specification are listed in Table 10.1.1.

Table 10.1.1: Diameter Multimedia Application AVPs

	
	AVP Flag rules
	

	Attribute Name
	AVP Code
	Section defined
	Value Type
	Shall
	May
	Should not
	Must not
	May Encr.

	3GPP-WLAN-APN-Id
	100
	10.1.15
	OctetString
	M, V
	
	
	
	No

	Authentication-Method
	300
	10.1.5
	Enumerated
	M, V
	
	
	
	No

	Authentication-Information-SIM
	301
	10.1.6
	OctetString
	M, V
	
	
	
	No

	Authorization -Information-SIM
	302
	10.1.7
	OctetString
	M,V
	
	
	
	No

	WLAN-User-Data
	303
	10.1.8
	Grouped
	M, V
	
	
	
	No

	Charging-Data
	304
	10.1.10
	Grouped
	M, V
	
	
	
	No

	WLAN-Access
	305
	10.1.11
	Enumerated
	M, V
	
	
	
	No

	WLAN- 3GPP-IP-Access
	306
	10.1.12
	Enumerated
	M, V
	
	
	
	No

	APN-Authorized
	307
	10.1.14
	Grouped
	M, V
	
	
	
	No

	APN-Barring-Type
	309
	10.1.16
	Enumerated
	M, V
	
	
	
	No

	WLAN-Direct-IP-Access
	310
	10.1.17
	Enumerated
	M, V
	
	
	
	No

	Session-Request -Type
	311
	10.1.23
	Enumerated
	M, V
	
	
	
	No

	Routing-Policy
	312
	10.1.24
	IPFilterRule
	M, V
	
	
	
	No

	Max-Requested-Bandwidth
	313
	10.1.26
	OctetString
	M, V
	
	
	
	No

	Charging-Characteristics
	314
	10.1.27
	Integer
	M, V
	
	
	
	No

	Charging-Nodes
	315
	10.1.28
	Grouped
	M, V
	
	
	
	No

	Primary-OCS-Charging-Function-Name
	316
	10.1.29
	DiameterIdentity
	M, V
	
	
	
	No

	Secondary-OCS-Charging-Function-Name
	317
	10.1.30
	DiameterIdentity
	M, V
	
	
	
	No

	3GPP-AAA-Server-Name
	318
	10.1.34
	DiameterIdentity
	M, V
	
	
	
	No

	Maximum-Number-Accesses
	319
	10.1.38
	Unsigned32
	M, V
	
	
	
	No

	QSPEC
	tbd
	10.1.xx
	OctetString
	
	
	
	M, V
	No

	QoS-Auth-Resources
	tbd
	10.1.yy
	Grouped
	
	
	
	M, V
	No

	NOTE:
The AVP header bit denoted as 'M', indicates whether support of the AVP is required. The AVP header bit denoted as 'V', indicates whether the optional Vendor-ID field is present in the AVP header. For further details, see IETF RFC 3588 [7].


10.1.1
Auth-Session-State
Between the 3GPP AAA server and the HSS, Diameter sessions are implicitly terminated. An implicitly terminated session is one for which the server does not maintain state information. The client does not need to send any re‑authorization or session termination requests to the server.

The Diameter base protocol includes the Auth-Session-State AVP as the mechanism for the implementation of implicitly terminated sessions.

The client (server) shall include in its requests (responses) the Auth-Session-State AVP set to the value NO_STATE_MAINTAINED (1), as described in RFC 3588 [7]. As a consequence, the server does not maintain any state information about this session and the client does not need to send any session termination request. Neither the Authorization-Lifetime AVP nor the Session-Timeout AVP shall be present in requests or responses.

10.1.2
User-Name
The User-Name AVP is defined in the RFC 3588 [7] and contains the NAI format User Identity as described in 3GPP TS 23. 003 [22].

For the WLAN Wx reference point, the User-Name AVP contains the IMSI of the subscriber.

10.1.3
Visited-Network-Identifier
The Visited-Network-Identifier AVP is defined in 3GPP TS 29.229 [6] and indicates the 3GPP VPLMN where the user is roaming.

10.1.4
SIP-Auth-Data-Item
The SIP-Auth-Data-Item AVP is defined in 3GPP TS 29.229 [6]. However three new more conditional AVPs are needed for WLAN Wx reference point.

AVP format

SIP-Auth-Data-Item :: = < AVP Header : TBD >


[ SIP-Item-Number ]


[ SIP-Authentication-Scheme ]


[ SIP-Authenticate ]


[ SIP-Authorization ]


[ SIP-Authentication-Context ]


[Confidentiality-Key]


[Integrity-Key]


[Authentication-Method]


[Authentication-Information-SIM]


[Authorization-Information-SIM]


* [AVP]

10.1.5
Authentication-Method
The Authentication-Method AVP is of type Enumerated and indicates the authentication method required for the user. The following values are defined:

WLAN_EAP_SIM (0)

-
The UE indicates to the HSS that the required authentication method is EAP/SIM.

WLAN_EAP_AKA (1)

-
The UE indicates to the HSS that the required authentication method is EAP/AKA.

10.1.6
Authentication-Information-SIM
The Authentication-Information-SIM AVP is of type OctetString and contains the concatenation of authentication challenge RAND and the ciphering key Kc.

10.1.7
Authorization -Information-SIM
The Authentication-Information-SIM AVP is of type OctetString and contains the response SRES.

10.1.8
WLAN-User-Data
The WLAN-User-Data AVP is of type Grouped. This AVP contains the WLAN User Profile information for the 3GPP AAA Server to authorize the service.

AVP format

WLAN-User-Data::= <AVP header: TBD>


[Subscription-ID ]


{ WLAN-Access }


{ WLAN-3GPP-IP-Access }


[ Session-Timeout ]


*[ APN-Authorized ]


*[ Maximum-Number-Accesses ]


{ WLAN-Direct-IP-Access }


* [AVP]

10.1.9
Void
10.1.10
Charging-Data
The Charging-Data AVP is of type Grouped, and contains the addresses of the charging functions.

AVP format

Charging-Data::= <AVP header: TBD>

{ Charging-Characteristics }

{ Charging-Nodes}

  * [AVP]

When this AVP is present within the APN-Authorised AVP, charging data apply to the specific W-APN within the APN-Authorised AVP and shall prevail over the general received Charging-Data.
10.1.11
WLAN-Access
The WLAN-Access AVP is of type Enumerated, and allows operators to determine barring of 3GPP -WLAN interworking subscription. The following values are defined:

WLAN_SUBSCRIPTION_ALLOWED (0)

-
The subscriber has WLAN subscription.

WLAN_SUBSCRIPTION_BARRED (1)

-
The subscriber has no WLAN subscription.

10.1.12
WLAN-3GPP-IP-Access
The WLAN-3GPP-IP-Access AVP is of type Enumerated, and allows operator to disable all W-APNs for a subscriber at one time. If there is a conflict between this item and the "APN-Barring-type" flag of any W-APN, the most restrictive will prevail. The following values are defined:

WLAN_ APNS _ENABLE (0)

-
Enable all APNs for a subscriber.

WLAN_ APNS _DISABLE (1)

-
Disable all APNs for a subscriber.

10.1.13
Session-Timeout
The Session-TimeOut AVP is defined in RFC 3588 [7] and indicates the maximum period for a session measured in seconds.

This AVP is used for re-authentication purposes. If this field is not used, the WLAN AN will apply default time intervals.

10.1.14
APN-Authorized
The APN-Authorized AVP is of type Grouped and contains authorization information for the APNs. This AVP indicates the list of allowed W-APNs and the environment where the access is allowed (visited or home PLMN).

Also information is provided about the WLAN UE remote IP address when it has been statically assigned by the operator.

AVP format

APN-Authorized::= <AVP header: TBD>


{ 3GPP-WLAN-APN-Id }


{ APN-Barring-Type}


[ Framed-IP-Address]


*[Framed-IPv6-Prefix] 

[ Max-Requested-Bandwidth ]

[ QoS-Auth-Resources ]

*[AVP]

10.1.15
3GPP-WLAN-APN-Id
The 3GPP-WLAN-APN-Id AVP is of type OctetString, and contains the W-APN for which the user will have services available. These W-APNs may be mapped to services in the home network or in the visited network. W-APN is defined in 3GPP TS 23.003 [22].

10.1.16
APN-Barring-Type
The APN-Barring-Type AVP is of type Enumerated, and contains a flag indicating whether access is allowed in visited PLMNs or in the home PLMN.

WLAN_ APN_ NO_BARRING (0)


Access is allowed in visited PLMNs and home PLMN.

WLAN_ APN_HOME_BARRED_WHEN_ROAMING  (1)


The subscriber is barred to activate the W-APN that access a PDG within the HPLMN when he is located in VPLMN.
WLAN_ APN_VISITED _BARRED (2)


The subscriber is barred to activate the W-APN that access a PDG within the VPLMN when he is located in a VPLMN.

WLAN_ APN_HOME_BARRED (3)


The subscriber is barred to activate the W-APN that access a PDG within the HPLMN when he is located in the HPLMN.

10.1.17
WLAN Direct IP Access
The WLAN Direct IP Access AVP is of type Enumerated, and indicate whether the user has direct access to external IP networks, e.g. Internet, from the WLAN Access Network or not.

WLAN_ DIRECT_IP_ACCESS (0)

-
The user is allowed to access directly to external IP networks.

WLAN_NO_DIRECT_IP_ACCESS (1)

-
The user is not allowed to access directly to external IP networks.

10.1.18
Server-Assignment-Type
The Server-Assignment-Type AVP is defined in 3GPP TS 29.229 [6] and indicates the type of procedure the 3GPP AAA Server is asking to the HSS.

Wx reference point defines as valid only NO_ASSIGNMENT, REGISTRATION, USER_DEREGISTRATION, ADMINISTRATIVE_DEREGISTRATION and REAUTHENTICATION_FAILURE.

Pr reference point defines as valid only REGISTRATION, USER_DEREGISTRATION.
10.1.19
Deregistration-Reason
The Deregistration-Reason AVP is defined in 3GPP TS 29.229 [6] and indicates reason for a de-registration operation.

This grouped AVP contains a Reason-Code AVP to indicate the reason for the de-registration. Reasons are listed in 3GPP TS 29.229 [6]. Wx reference point defines as valid only PERMANENT_TERMINATION value.

10.1.20
EAP-Payload
The EAP-Payload AVP is defined in the IETF RFC 4072 [8] and contains the encapsulated EAP packet that is being exchanged between the EAP client and the home Diameter server.

10.1.21
Auth Req Type
The Auth Req Type AVP is of type Enumerated and indicates the action that the PDG is asking to the 3GPP AAA Server to perform (Authentication, authorization or both). Wm interface only makes use of the AUTHENTICATION_ONLY value. It is defined in the IETF RFC 4072 [8].

10.1.22
EAP-Master-Session-Key
The EAP-Master-Session-Key AVP is of type OctetString and contains keying material for protecting the communications between the user and the NAS, i.e. Pairwise Master Key (PMK) or Master Session Key (MSK). It is defined in the IETF RFC 4072 [8].

10.1.23
Session-Request -Type
The Session-Request -Type AVP is of type Enumerated and indicates the action that the PDG is asking to the 3GPP AAA Server to perform (authorization or routing policy). The following values are defined:

AUTHORIZATION REQUEST (0)

-
The PDG is requesting authorization for a user for a given W-APN.

ROUTING POLICY (1)

-
The PDG is indicating that routing policy information is present.

10.1.24
Routing-Policy
The Routing Policy AVP is of type IPFilterRule, and defines a packet filter for an IP flow with the following information:

-
Direction (in or out).

-
Source and destination IP address (possibly masked).

-
Protocol.

-
Source and destination port (list or ranges).

Where the protocol type shall be set to ESP (50). The IPFilterRule type shall be used with the following restrictions:

-
Only the Action "permit" shall be used.

-
No "options" shall be used.

-
The invert modifier "!" for addresses shall not be used.

-
The keyword "assigned" shall not be used.

-
For direction "out", an IPv4 destination IP address shall not be wildcarded. For direction "out", the 64 bits network prefix of an IPv6 destination IP address shall not be wildcarded.

The Routing-Policy AVP shall be used to describe a single IP flow.

The direction "in" refers to uplink IP flows, and the direction "out" refers to downlink IP flows.
10.1.25
Subscription-ID
The Subscription-ID AVP is of type grouped and indicates the user identity to be used for charging purposes. It is defined in the IETF RFC 4006 [19].

WLAN shall make use only of the values MSISDN or IMSI. This grouped AVP shall set the sub-AVP Subscription-Id-Type to value "END_USER_E164" or to value "END_USER_IMSI" and shall set the sub-AVP Subscription-Id-Data to the MSISDN value.

10.1.26
Max-Requested-Bandwidth
The Max-Requested-Bandwidth AVP is of type OctetString and indicates the Max-Subscriber-Bandwidth. If present, shall be downloaded from HSS to 3GPP AAA Server, and sent from the 3GPP AAA Server to the PDG.

10.1.27 
Charging-Characteristics

The Charging-Characteristics AVP is of type Integer, and contains the charging mode to be applied as described in 3GPP TS 32.215 [24].

10.1.28 
Charging-Nodes

The Charging-Nodes AVP is of type Grouped, and contains the addresses of the charging functions, as described in 3GPP TS 32.240 [23].

AVP format

Charging-Nodes::= <AVP header: TBD>

[ Primary-OCS-Charging-Function-Name ]

[ Secondary-OCS-Charging-Function-Name]

[ Primary-Charging-Collection-Function-Name  ]

[ Secondary-Charging-Collection-Function-Name ]

  * [AVP]
10.1.29
Primary-OCS-Charging-Function-Name
The Primary-OCS-Charging-Function-Name AVP is of type DiameterIdentity, and defines the address of the Primary Online Charging System (OCS)

10.1.30
Secondary-OCS-Charging-Function-Name
The Secondary-OCS-Charging-Function-Name AVP is of type DiameterIdentity, and defines the address of the Secondary Online Charging System (OCS).

When this value is not present, the PDG shall dynamically assign an IP address to the WLAN UE.

10.1.31
Secondary-Charging-Collection-Function-Name
The Secondary-Charging-Collection-Function-Name AVP is defined in 3GPP TS 29.229 [6] and contains the address of the Secondary Charging Collection Function.

10.1.32
Framed-IP-Address
The Framed-IP-Address AVP is of type OctetString, and defines the remote IPv4 address that the operator has statically assigned to the WLAN UE.

When the Framed-IP-Address AVP is not present, the PDG shall dynamically assign, or ask some other node, e.g. a DHCP server, to assign, a remote IP address to the WLAN UE.

The occurrence of this AVP is as per described in section 10.1 of NASREQ IETF RFC 4005 [12]:

Framed-IP-Address             | 0-1 | 0-1 |

10.1.33
Framed-IPv6-Prefix
The Framed-IPv6-Prefix AVP is of type OctetString, and defines the remote IPv6 prefix that the operator has statically assigned to the WLAN UE.

When the Framed-IPv6-Prefix AVP is not present, the PDG shall dynamically assign, or ask some other node, e.g. a DHCP server, to assign, a remote IP address to the WLAN UE.

The occurrence of this AVP is as per described in section 10.1 of NASREQ IETF RFC 4005 [12]:

Framed-IPv6-Prefix            | 0+  | 0+  |

10.1.34
3GPP-AAA-Server-Name 

The 3GPP-AAA-Server-Name AVP is of type DiameterIdentity, and defines the Diameter address of the 3GPP AAA Server node.

10.1.35 
Void

10.1.36
Primary-Charging-Collection-Function-Name
The Primary-Charging-Collection-Function-Name AVP is defined in 3GPP TS 29.229 [6] and contains the address of the Primary Charging Collection Function.

10.1.37
NAS-Port-Type

The NAS-Port-Type AVP is the Diameter translation of the NAS-Port-Type RADIUS attribute and contains an indication of the type of access that the user is requesting (tunnel or WLAN access).

10.1.38
Maximum-Number-Accesses

The Maximum-Number-Accesses AVP is of type Unsigned32, and used to specify the maximum number of concurrent accesses (IKE security associations) per W-APN.
10.1.39.
WLAN-Session-Id

The WLAN-Session-Id AVP is of type Unsigned32. It is specified in 3GPP TS 32.299 [32]. The identifier is used to correlate PDG and WLAN AN charging data (see 3GPP TS 32.252 [33]).

The WLAN-Session-Id AVP contains the charging identifier generated by the 3GPP AAA Server when WLAN access authentication and authorization proceudre is done successfully. 

The WLAN-Session-Id AVP is sent to PDG from 3GPP AAA Server during Wm authorization procedure and PDG includes the WLAN Session Id to PDG charging data.
10.1.40.
PDG-Charging-Id

The PDG-Charging-Id AVP is of type Unsigned32. It is specified in 3GPP TS 32.299 [32]. The identifier is used to correlate PDG and WLAN AN charging data (see 3GPP TS 32.252 [33]).

The PDG-Charging-Id AVP contains the charging identifier generated by the PDG for the tunnel. 

The PDG-Charging-Id AVP is sent to 3GPP AAA Server from PDG during Wm authorization procedure and 3GPP AAA Server includes the PDG Charging Id to WLAN AN charging data.
10.1.xx.
QSPEC
The QSPEC AVP is of type Octetstring and contains QoS parameter information. More detailed information of this AVP refers to IETF Draft draft-tschofenig-radext-qos-04 [x1].
10.1.yy.
QoS-Auth-Resources

The QoS-Auth-Resources AVP is of type Grouped and includes description of the resources that have been stored in the HSS as a part of a user’s subscription or authorized by the 3GPP AAA Server. 
Over Wx ref. point, this AVP is used to contain subscribed 3GPP WLAN QoS Profile, and over Wm ref. point, the AVP is used to contain authorized 3GPP WLAN QoS profile. 
More detailed information of this AVP refers to IETF Draft draft-tschofenig-dime-diameter-qos-01 [x2].
AVP format

QoS-Auth-Resources::= <AVP header: TBD>


[ Signaling-Session-ID ]

[ Flows ]


[ QSPEC ]

[ QoS-Flow-State ]
End of Changes
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