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A problem has been found in the Non‑Transparent Mode of the proposed MT SMS architecture in 3GPP TR 23.840. The problem relates to SMs that have been sent with the priority bit field sent. The problem is thus:

When an SM is sent with the Priority service field set, the HLR always gets informed by the SMS-GMSC when the message has been delivered. This is part of the current procedures today. Now, this presents a problem in Non‑Transparent Mode where all MAP_MT_Forward_Short_Message messages are positively acknowledged by the SMS Router, because if the SM fails to get delivered due to e.g. Absent Subscriber for SM, the SMS‑GMSC is unaware of the failure. As far as the SMS‑GMSC is concerned, the SM was successfully delivered, so it sends a MAP_Report-SM-Delivery-Status message to the HLR informing the HLR of the successful delivery.

This in turn triggers the HLR to inadvertently think that the MS is reachable again and therefore unsets the MW flags and alerts all the GTs stored in the MWD that the MS is reachable again (when really it isn't!). Of what follows is an endless loop of unsuccessful delivery followed by alerting followed by unsuccessful delivery followed by alerting .......and so on!

In order to fix this, it is proposed to prohibit the use of Non‑Transparent Mode when the SM is sent with priority by enabling the SMS Router to store whether or not a received MAP_SRI_For_SM has the Priority set (along with the MSISDN etc that is already being stored), and when the associated MAP_Forward_SM message(s) arrive, the SMS Router (when it has retrieved the stored data) will know to use only Transparent Mode for delivery.
This of course impacts the Conclusion section now, in that it is now mandatory for an SMS Router to support Transparent Mode, where previously an SMS Router could support only one mode or both.

As with other CRs to the SMS Router, this CR has been carefully crafted so as not to conflict with C4-061553 (and revisions therefore) and C4‑061554.
Changes to the TR are thus:
**** First Modified Section ****
5.2.3
Non‑Transparent Mode

The following signalling flow diagram shows the new MT SM transfer procedure in Non‑Transparent Mode for the successful case. The numbered circles are used to reference each step in the text that follows.
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Figure 5.2.3.1: New MT SM Delivery Message Flow in Non‑Transparent Mode

NOTE:
The MAP_MT_Forward_Short_Message MAP operation may be preceded by both the sending of an empty TC BEGIN message and the successful receiving of a TC CONTINUE.

1)
In order to correlate subsequent MAP_Forward_Short_Message messages with the previous MAP_SRI_For_SM (which, as mentioned previously, is needed due to the absence of the MSISDN of the destination MS in the MAP_Forward_Short_Message message) the SMS Router needs to service the MAP_SRI_For_SM.

NOTE:
If the HLR itself replies to the MAP_SRI_For_SM then it would need to somehow inform the SMS Router of the correlation ID. This would require completely new messaging between the HLR and the SMS Router and therefore is much larger impacting on the MAP protocol.


Upon receiving the MAP_SRI_For_SM ind, the HLR shall determine whether or not to answer the request itself or forward on to the SMS Router. The exact method by which it does this is FFS, but could be done by SCCP GT analysis e.g. forward all MAP_SRI_For_SM messages on to the SMS Router that have not come from the SMS Router, or even on a per subscriber basis by usage of a flag in the subscriber's profile.

NOTE:
As an alternative/temporary solution to the above, an incoming MAP_SRI_For_SM message could be intercepted by an intermediary node (e.g. using MAP AC filters) and redirected to the SMS Router in all cases. This would have the added benefit of reducing signalling load on the HLR, but may require a non‑3GPP logical element. Also, it would prohibit operators to enable/disable the use of SMS Router on a per subscriber basis.

2)
Upon receiving the MAP_SRI_For_SM ind from the HLR, the SMS Router may then immediately create its own MAP_SRI_For_SM req message, using the information from the received MAP_SRI_For_SM ind message and send this to the HLR, which in turn responds with an MAP_SRI_For_SM conf in the normal way.


This procedure is optional because the MAP_SRI_For_SM is sent later on (see step 4) so the SMS Router can create a valid response without interrogating the HLR. However, in networks where a subscriber can have more than one MCC-MNC pair, this procedure may need to be performed in order to obtain the correct MCC‑MNC pair.

3)
If receiving the MAP_SRI_For_SM conf from the HLR, the SMS Router shall check the result. If it is a negative response (e.g. unknown subscriber) this information is sent back to the SMS‑GMSC in a MAP_SRI_For_SM  res (a response to the MAP_SRI_For_SM ind originally received from the SMS‑GMSC).


In the successful case or if the MAP_SRI_For_SM procedure was not performed in Step 2, the SMS Router shall create a Correlation ID and store this along with the MSISDN and the Priority bit field (obtained from the MAP_SRI_For_SM ind originally from the SMS‑GMSC) of the receiving subscriber in a local cache for a certain amount of time. For security purposes, the GT of the SMS‑GMSC may also be stored. The SMS Router shall then send a MAP_SRI_For_SM res, using the data received from the MAP_SRI_For_SM conf from the HLR (or derived using static configuration, if the procedure in Step 2 was skipped), but with the following modifications:

-
The Network Node Number is replaced (if received at all) by the GT of the SMS Router.

-
The IMSI IE is populated with a Correlation ID (see section 5.3.1 for more information).

4)
Upon receiving a MAP_MT_Forward_Short_Message ind from the SMS‑GMSC, the SMS Router shall take the Correlation ID received in the IMSI IE and use this as a key to look‑up the real MSISDN and the Priority bit field of the originating MS stored in step 3.


If no match is found, a MAP_MT_Forward_Short_Message res is sent back immediately to the SMS‑GMSC with an error of "Absent Subscriber". The SMS‑GMSC may then perform another MAP_SRI_For_SM operation, as per normal procedures for the SMS‑GMSC.


If a match is found and the Priority bit is set, processing shall continue from paragraph 3 of step 4 in the Transparent Mode. If a match if found and the Priority bit is not set, then the SMS Router may optionally check the GT of the SMS‑GMSC that the MAP_MT_Forward_Short_Message originated from against the stored GT of the SMS‑GMSC (i.e. the GT of the SMS‑GMSC that issued the MAP_SRI_For_SM). If the CC and NDC of the GT do not match, then the SMS Router shall send a MAP_MT_Forward_Short_Message res back immediately to the SMS‑GMSC with an error of TBD. Otherwise the SMS Router shall then create its own MAP_SRI_For_SM req message, using the MSISDN stored in Step 3 and send this to the HLR, which in turn responds with a MAP_SRI_For_SM conf in the normal way.

5)
Upon receiving the MAP_SRI_For_SM conf from the HLR, the SMS Router shall check the result. If it is a definite negative response (e.g. unknown subscriber), then the SMS Router shall send a MAP_MT_Forward_Short_Message res to the SMS‑GMSC with an appropriate error. If it is an indefinite negative response (e.g. absent subscriber), then the SMS Router shall then either:

-
send a MAP_MT_Forward_Short_Message res to the SMS‑GMSC with a successful outcome, closing the TCAP dialogue with the SMS‑GMSC after receiving any further MAP_MT_Forward_Short_Message ind messages due to the "More Messages To Send" flag being set, and shall forward the SM on to an SMS‑SC (e.g. using MAP or SMPP) for later delivery (as per normal "store and forward" procedures in SMS); or

-
send a MAP_MT_Forward_Short_Message res to the SMS‑GMSC with an appropriate error and close the TCAP dialogue with the SMS‑GMSC. The SMS‑GMSC may then perform another MAP_SRI_For_SM operation, as per normal procedures for the SMS‑GMSC.


If the MAP_SRI_For_SM conf from the HLR is a positive acknowledgement, the SMS Router shall then send a MAP_MT_Forward_Short_Message res to the SMS‑GMSC, closing the TCAP dialogue with the SMS‑GMSC after receiving any further MAP_MT_Forward_Short_Message ind messages due to the "More Messages To Send" flag being set. The SMS Router shall then send the SM(s) in new MAP_MT_Forward_Short_Message message(s) to the MSC/VLR or SGSN where the subscriber is currently residing using the Network Node Number received in the MAP_SRI_For_SM conf from the HLR.

6)
Upon receiving the MAP_MT_Forward_Short_Message conf from the MSC/VLR or SGSN, the SMS Router shall check the result. If it is a negative response (e.g. absent subscriber), then the SMS Router shall forward the SM on to an SMS‑SC (e.g. using MAP or SMPP) for later delivery (as per normal "store and forward" procedures in SMS).

5.2.4
Analysis

In Transparent Mode, a timeout could occur in the SMS‑GMSC while waiting for a response to the MAP_MT_Forward_Short_Message, as unbeknown to the SMS‑GMSC, it the SM is having to be forwarded on further. The chance of this happening increases the further away (geographically) from the HPLMN the receiving MS is roaming.

In Non‑Transparent Mode, delivery reports may no longer correctly reflect actual delivery to the MS; they only reflect delivery to the HPLMN of the destination MS. Although, if waiting for a response from the HLR, it will still reflect this in most part.

Also, the "Reply Path" back to the foreign SMS‑SC will not be possible i.e. the option of the destination MS to use the SMS‑SC of the originating MS in any replies he or she later may send.

Support of Transparent Mode by an SMS Router is mandatory, however, support of Non‑Transparent Mode is optional.
**** Last Modified Section ****
7
Conclusion and recommendations

7.1
Summary

There are advantages and disadvantages with both Transparent Mode and Non‑Transparent Mode. The following table summarises these (more specific detail can be found in clause 6):

	Capability
	Existing MT SMS mechanism
	Transparent Mode
	Non‑Transparent Mode

	Ability to hide the actual location of the receiving MS (enhanced user privacy)
	No
	Yes
	Yes

	Ability to hide the IMSI from the originating PLMN of the SM
	No
	Yes
	Yes

	Ability to correlate MAP_SRI_For_SM with subsequent  MAP_MT_Forward_SM messages
	No
	Yes
	Yes

	Ability to collocate MMSC and SMS‑SC/SMS Router on same platform
	No
	Yes
	Yes

	Ability to determine when an MT SM has been delivered to the receiving MS
	Yes (but possibly "No" when delivering to a non‑GSM subscriber)
	Yes (but possibly "No" when delivering to a non‑GSM subscriber)
	No (but able to determine when SM is delivered to HPLMN of the receiving MS, which commonly will also mean delivery to the receiving MS. If the SM was not delivered then the HPLMN is in charge of delivering the SM later on. This implies an impact to the HPLMN SMS‑SC)

	Ability to hide when an MT SM is delivered to the receiving MS
	No
	No
	Yes 

	Ability to charge pre‑pay subscribers for received MT SMs when roaming outside of the HPLMN, without relying on support of CAMEL Phase 4 in the VPLMN
	No
	Yes
	Yes

	Support for local regulatory LI requirements for all MT SMs, including those received by an MS when it is roaming
	No (visibility of querying network only i.e. no visibility of the actual message)
	Yes
	Yes

	Pre‑delivery analysis (e.g. for SPAM protection) in the HPLMN of the receiving MS for a concatenated SM when roaming outside the HPLMN.
	No
	FFS
	Yes

	Support of Priority SMs
	Yes
	Yes
	No


7.2
Recommendation

Due to the advantages and disadvantages of each architecture described above, it is recommended to define the Transparent Mode architecture in 3GPP Technical Specifications.
Due to the drawbacks of no support for true delivery reports and no support for handling of SMs with the Priority bit field set, the Non‑Transparent Mode as defined in the present document is not recommended.





7.3
Way Forward

It is recommended to 3GPP that the enhancements to the MT SMS functionality are specified in existing specifications, as opposed to creating a new TS. Creating a new TS specifically for the enhanced MT SMS functionality runs the risk of harming inter‑working with the existing SMS functionality, of which shall be avoided (according to the Scope of the present document).
The following table lists the existing 3GPP Technical Specifications that will be impacted by the solutions documented in clause 5:

	3GPP TS
	Responsible WG
	Brief summary of impacts

	3GPP TS 23.040 [4]
	CT1
	Architecture and procedural descriptions from clause 5.

	3GPP TS 29.002 [5]
	CT4
	Optional insertion of flags. Signal flow diagrams (not the SDLs) in clause 23 may need to be updated.

	3GPP TS 23.003 [8]
	CT5
	Addition of MT‑SMS Correlation ID.


Table 7.1: 3GPP TSs impacted by the solutions in clause 5 of the present document

