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SA3 thanks CT4 for the LS sent in S3-060415 (C4-060815), and below provides answers to the questions asked in that document.
Question-1) CT4 asks if the understanding of CT4 is correct that Mc interface can be seen as a potential Zb interface.
Related to following text in the LS : ‘From a CT4 perspective Mc interface is an network internal interface between an MSC-Server and a predefined number of MGW ‘, SA3 would like to clarify that a network internal interface does not necessarily mean that the MSC-server and the MGW belong to the same security domains of the same operator. These security domains may be interconnected via untrusted links. Furthermore SA3 considers call control signalling sensitive enough to require the use of protection in interconnection between security domains i.e. integrity protection could be useful. Therefore SA3 think that TS 33.210 concepts can be applied to the Mc-Interface. 

Question-2) CT4 asks SA3 to check if a special hint related to Mc interface and the security protection of this interface is needed in their specification. In addition Mn interface and Mp interface should also be considered.

The Mc-interface had not been listed within TS 33.210 as the rationale of this specification is that interfaces are not listed unless they require a special handling.
SA3 would like to point out that the following formulation in section 8 of TS 29.232 is misleading: “As SCTP provides security mechanisms the use of IPsec shall not be used for the Mc interface”. SCTP has no build in security mechanism for confidentiality and integrity protection but relies on IPsec (i.e. NDS/IP) or TLS for this. Including a reference in TS 29.232 to TS 33.210 would therefore be appropriate for the Mc-interface.

Concerning the Mn-interface SA3 assumes that the same rationales as for the Mc-interface can be applied and hence also warrant referencing TS 33.210.

Concerning the Mp-interface SA3 found following text in TS 29.333 V020 section 5.13: “the control protocols are considered to be inside the secured zone of a single operator”. If a secured zone is a single security domain then Za-interface of TS 33.210 does not apply.

2. Actions:

To 3GPP CT4: 

SA3 kindly asks CT4 to take the answers into account when clarifying the specifications on Mc, Mn and Mp-interfaces.

3. Date of Next TSG-SA3 Meeting:
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