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3GPP SA3 thanks TISPAN WG7 for their LS. SA3 discussed this LS during their meeting #44.
The LS from TISPAN WG7 had the following actions on SA3 and CT4:

· WG 7 seeks feedback from SA3 on issue#2 (see 10tTD387 “Summary Table on NBA issues”).

· WG 7 seeks feedback from SA3 and from CT4 on the analysis of issue#5 where attached 10tTD272r1 provides further information. We solicit feedback from CT4 on the use of “unknown” in the TISPAN environment.
· General feedback on all issues.

SA3 would like to respond to issues #2 and #5. As CT4 was also addressed by TISPAN WG7 we copy this LS to CT4.
Issue#2: Legacy P-CSCF

Two solutions were proposed: 

1. a configuration-based solution, in which the S-CSCF is configured to know which P-CSCF will ensure correctness of the P-Access-Network-Info header; 

2. a protocol-based solution which proposes that the P-CSCF inserts information in a header that is always generated by P-CSCFs (called mandatory header, for example Via header), and could not have been inserted by a UE.
SA3 agrees that both solutions are suitable from a security point of view. 
SA3 would like to add the following comments on the two solutions:

1. Configuration-based solution: SA3 understands that synchronisation of configurations may be a problem. But SA3 would also like to point out that this problem is eased by the fact that the P-CSCF may be assumed to be located in the home network for the envisaged use case. (This was confirmed by WG7 at the joint meeting with SA3). A majority of companies in SA3 preferred this solution.
2. Protocol-based solution: This solution may work fine in principle. But it may require either further work at the IETF or may lead to a deviation from IETF specifications. One company mentioned a potential technical problem with this solution: an I-CSCF may be confused by a modified Via header. But SA3 had no time to explore this potential problem further in their meeting.
Issue#5: Authentication method determined by S-CSCF 

SA3 discussed the LS and the attached documents together with the contributions S3-050438, S3-050453, S3-060485, S3-060525, and S3-060573, which are all attached to this LS. 
S3-050438 provides the solution, referred to in the received LS from TISPAN WG7 as “agreeable within TISPAN”, in the form of a pseudo-Change Request to the 3G TR on “Coexistence between TISPAN and 3GPP authentication schemes”. (The creation of this TR was agreed at the joint WG7-SA3 meeting in April.) S3-060485 provides an alternative solution. S3-060573 is a slideset presenting the solution in S3-060485 and containing some comments on S3-060438, and S3-060525 contains comments on S3-060485. S3-060453 identifies open issues with co-existence of IMS authentication methods in general, not strictly related to TISPAN. Another identified open issue leading to a potential security gap is identified in S3-060573, slide 10.
In the discussions, a third solution emerged. SA3 could not agree to adopt any of these solutions. But SA3 was able to make progress by agreeing on a high-level three-step approach, and narrowing down the problem to be solved. The following text was agreed by SA3 and will be inserted in a new version of the 3G TR on “Coexistence between TISPAN and 3GPP authentication schemes”. (Changes are, of course, possible through new contributions.)
Beginning of text agreed by SA3
Approach to distinction of authentication method by S-CSCF

1. Problem description: 

Several authentication methods for IMS have been defined or endorsed:

By 3GPP

· IMS-AKA for NAT-free access

· Enhanced IMS-AKA for access with NAT

· Early IMS (EIS)

By TISPAN

· Endorsement of enhanced IMS-AKA

· NASS-IMS bundled authentication (NBA)

· HTTP Digest (TISPAN-specific variant with UPSF as HTTP server, currently in an informative Annex to a TISPAN TS)

More authentication methods for IMS may be defined in the future (cf. S3-060453), which have not yet been seen in 3GPP.

NOTE: it is still to be confirmed by 3GPP SA whether HTTP Digest and future authentication methods are to be within the scope of the SA3 TR on “Coexistence between TISPAN and 3GPP authentication schemes”. A corresponding LS is sent to the 3GPP SA plenary meeting in September 2006. But it is pointed out that the feasibility of the approach described below does not depend on the decision by 3GPP SA. 

Problem: the S-CSCF has to behave differently, depending on the authentication method. How can the S-CSCF know from the IMS registration request and, possibly, additional information, which specification to follow?

2. Stepwise approach

It is proposed that the S-CSCF distinguishes among authentication methods using the following three steps. How these steps are performed is described in the following section.

· Step 1: the S-CSCF first checks whether the IMS registration request relates to IMS-AKA or not. In the case of IMS-AKA, the S-CSCF shall behave according to 3G TS 33.203. Otherwise, the S-CSCF proceeds to step 2.

· Step 2: for a non-IMS-AKA registration request, the S-CSCF next checks whether the request relates to a 3GPP authentication method (i.e. Early IMS) or a TISPAN-defined authentication method. In the case of Early IMS, the S-CSCF shall behave according to 3G TS 33.978. In the case of TISPAN-defined authentication methods, the S-CSCF proceeds to step 3.

NOTE: a distinction between 3GPP and TISPAN authentication methods is required at this stage, because a TISPAN-specific Cx-MAR-request (e.g. using the value “unknown”) will be handled by the UPSF (defined by TISPAN) and not the HSS (defined by 3GPP), and the UPSF will not be able to handle 3GPP authentication methods (i.e. Early IMS) and vice versa.

· Step 3: In step 3, the S-CSCF follows the TISPAN specifications ETSI TS 183033 for handling non-IMS-AKA registration requests.

3. Mechanisms for performing steps 1 to 3

Step 1:

The S-CSCF checks for the presence of an Authorization header, and, if present, checks further for the presence of an “integrity-protected” flag within this header. If the flag is present the S-CSCF concludes that the IMS registration request relates to IMS-AKA.

NOTE: it was mentioned in S3-060453 that, in the future, other authentication methods may have to be taken into account, which use methods defined in RFC3329 (sip-sec-agree). A possible solution mentioned in SA3 discussions to address such methods was to introduce new values for the “integrity-protected” flag. The method described in the previous paragraph to identify IMS registration requests relating to IMS-AKA would then still hold.

Step 2: 

Several solutions were discussed during SA3#44:

a) use of the value “unknown” for the authentication method in the Cx-MAR-request. According to this approach, the S-CSCF does not distinguish among non-IMS-AKA requests before sending the Cx-MAR-request.

This approach was presented in S3-060438. It would not fulfil the requirement for step 2 to distinguish in this step between 3GPP-defined and TISPAN-defined authentication methods. More comments on this approach can be found in S3-060573, slide 8.

b) Filter out Early IMS registration requests by checking whether the IMPU/IMPI is of the canonical form containing “3gppnetwork.org”, and disallow the association of this form of IMPI with non-3GPP authentication methods. 
This approach was described in S3-060485 and presented in condensed form in S3-060573. Comments can be found in S3-060525.

c) This approach emerged only during the discussions. It makes two assumptions:
c1) the S-CSCF knows (by configuration or additional protocol information, cf. issue#2 in the LS from TISPAN WG7 in S3-060522), which P-CSCFs can be trusted to insert a P-Access-Network-Info header with correct information in the registration request. 
c2) it is ensured that any P-CSCF not sending a P-Access-Network-Info header connects only to 3GPP access networks. 
The S-CSCF then identifies whether the registration request is related to a user accessing through a 3GPP access network or a user accessing through a TISPAN network, or a user accessing through a network which is neither 3GPP- nor TISPAN-defined. This could be based on the P-Access-Network-Info header. If the P-Access-Network-Info header indicates that the access network is a 3GPP access network, Early IMS is used. 
A related idea was presented in TISPAN NGN 10bTD146.
Comments: It was argued in the discussions that further study was needed whether assumption c2) could be really made, or would be difficult to realize or be too restrictive. It was further remarked that this approach rules out that a non-3GPP-IMS-subscriber uses a non-3GPP authentication method (e.g. HTTP Digest) for IMS access, using a 3GPP access network merely for packet transport. It should studied further whether this is too restrictive.  

Step 3: 

this is left to TISPAN. It appeared from the discussions in SA3 that the use of the value “unknown” for the authentication method in the Cx-MAR-request may be a suitable approach in the TISPAN scenario to select between the TISPAN internal authentication methods.

End of text agreed by SA3

Actions to TISPAN WG7: 
1. TISPAN WG7 is kindly asked to review the approach presented in this LS and, as far as appropriate, the attached contributions. Comments would be highly appreciated. 

2. In case TISPAN can accept the approach presented in this LS as a common baseline for future joint TISPAN-3GPP work on this issue, SA3 would like to encourage TISPAN to progress their work on this basis and communicate the result, if appropriate also on the SA3 and WG7 mailing lists. (There is a long gap between this and the next SA3 meeting.)

3. In case TISPAN feels the presented approach is not appropriate as a baseline for future joint work, SA3 would be pleased to receive comments and alternative proposals.

Date of Next TSG-SA3 Meeting:

SA3#45   31 Oct – 3 Nov, 2006   Ashburn, VA, USA  
