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Action/Decision Requested:

· WG 7 seeks feedback from SA3 on issue#2 (see 10tTD387 “Summary Table on NBA issues”).
· WG 7 seeks feedback from SA3 and from CT4 on the analysis of issue#5 where attached 10tTD272r1 provides further information. We solicit feedback from CT4 on the use of “unknown” in the TISPAN environment.
· General feedback on all issues.

Summary:

ETSI TISPAN WG7 is pleased to report on the further progress achieved in the area of harmonizing coexistence of TISPAN and 3GPP security procedures.
TISPAN WG7 and TISPAN WG3 discussed the issues and reached the following agreements:
· TISPAN WG7 will document in our NGN security countermeasures work item WI 07018 “TS 187006 NGN Security Countermeasures” the security feature of NASS-IMS bundled authentication (NBA) taking into account the result of resolution on the coexistence of the various security procedures.
According to the TISPAN NGN Release 1 documentation, NBA stage 1 and stage 2 needs to remain specified in a technical specification within the countermeasures TS 187006, while stage 3 material shall remain in the currently published TISPAN documents (ES 283 003, TS 183 033). Although that NBA is confirmed as a short-term NGN security solution, the TS 187006 will normatively specify NBA at stage 2 primarily.

Our work may result in the need for changes to TISPAN NGN Release 1 documents. We have also recognized that current text of NBA procedures in ES 283 003 may likely no longer be aligned with recent CR-updated text of corresponding text passages in TS 24.229; WG3 will take care of further re-alignment.
Further, we will document in draft TS 187006 the conditions under which NBA can be used.
· As agreed in the joint SA3-WG7 meeting, we would like to share a couple of contributions from our meeting that address the NBA coexistence problem, and that identify the issues from the TISPAN perspective. We note that we suggest some potentials solutions but have not made any decision upon them. In particular, we believe that SA3 may find this material useful for consideration within their TR on documenting the co-existence issues.
· 10tTD287 “Open questions in discussion of harmonization of EIS and NBA”: This document raises two questions that remained unanswered from the joint SA3-WG7 meeting in Athens/GR.

Answer to question 1: The implication not to use an authorization header, is that one user identity sent over the Cx interface would not allow more than one unknown authentication scheme. However, more flexibility is gained when using an authorization header. We conclude that it is not necessary to limit one authentication scheme to one IMPI.
We also recognize that we need to differentiate the direction on the Cx interface because the UPSF can make decisions for example based on the user profile, but we need to analyze the situation further.

Answer to question 2: We understand that the P-CSCF must always be trusted, however not all information received by the S-CSCF is trusted.

· 10tTD387 “Summary Table on NBA issues”: The table included in the document identifies various issues (numbered 1 to 5) of co-existence and indicates rough solutions that WG7 may want to detail and to standardize further. This document includes the WG7 consensus on the contributions that were presented to the WG7-SA3 joint meeting.
In particular, we note that we do not claim completeness in the number of identified issues. We would also like to point out that the solutions indicated are not to be understood as change requests; such tasks are yet to be done, once we gained sufficient deep understanding of the problem and solution space.

Specifically, WG7 seeks feedback from SA3 and from CT4 on the analysis of issue#5 where attached 10tTD272r1 provides further information. We solicit feedback from CT4 on the use of “unknown” in the TISPAN environment. The proposed enhancement only affects the TISPAN serving S-CSCF, and not the “3GPP only” S-CSCF.
We are looking forward to your further cooperation on this matter and we solicit your comments and feedback.

Attachments:
· 10tTD287 “Open questions in discussion of harmonization of EIS and NBA”
· 10tTD387 “Summary Table on NBA issues”

· 10tTD272r1 “Authentication inter-working issues”
