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13.X Lawful Interception (LI)

The procedures specified in 3GPP TS 33.107 [39] for the Lawful Interception function shall be followed. The following clauses describe the additional requirements for the bearer independent CS core network. If out-of-band transcoder control is applied for the call, it shall be performed in accordance with 3GPP TS 23.153 [3].

13.X.1
Beginning the Lawful Interception call

When the served mobile subscriber is determined to be a Lawful Interception target, the MSC server may select a MGW that provides the Lawful Intercept Distribution Function (DF) capabilities. The Distribution Function is only required if there are multiple destinations receiving the call content stream. If the selected MGW is different from the MGW that is used for the active call, the MSC server requests the MGW(s) to connect the bearer terminations of the participants to the selected MGW. The bearer terminations are connected together. If the Law Enforcement Agency (LEA) has requested combined call content, the MSC server also selects a MGW to provide Multi Party bridge capabilities for the purpose of mixing the call content. This MGW may be the same or different from the MGW that is used for the active call. It may also be different from the MGW that is used for the DF.

13.X.2
Establishing an active Lawful Interception call

When the call is established, the MSC server requests the MGW hosting the served LI target to insert two terminations that serve as “listeners.” One of these terminations receives the uplink call content from the mobile subscriber. The other receives the call content from the connected party. The MSC server requests the MGW to establish connections between these “listener” terminations and one or more LEAs. If necessary, the MSC server inserts a MTPY bridge and/or LI DF context between the main context and the LEAs. The MTPY bridge is used to combine the call content. The LI DF is used to distribute the separated or combined call content to multiple LEAs.

13.X.3
Example 1

Figure 13.X shows the network model for a lawful interception call with separated call content. The "squared" line represents the call control signalling. The "dotted" line represents the bearer control signalling and the bearer. Note that for a TDM access there is no separation between the call and bearer control signalling. The solid line represents the media gateway control interface (i.e. H.248).
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Figure 13.X: Lawful Interception call (Network model)
13.X.4
Example 2

Figure 13.X shows the network model for a lawful interception call with combined call content. The "squared" line represents the call control signalling. The "dotted" line represents the bearer control signalling and the bearer. Note that for a TDM access there is no separation between the call and bearer control signalling. The solid line represents the media gateway control interface (i.e. H.248).
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Figure 13.X: Lawful Interception call with Combined call content (Network model)
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