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1 Introduction

To manage whether an AS may request each element of Data-AVP with a specific command, the HSS shall maintain the AS Permissions List. The AS permissions are identified by AS identity and Data Reference with the possible permissions associated with each Data Reference being Sh-Pull, Sh-Update, Sh-Subs-Notif or any combination of these permissions. The mentioned AS identity is a Diameter Identifier.
2 Discussion

The TS 29.328 describes the procedure that the AS requests and subscribes the iFC. During this procedure, the AS Permission list is used to assure that the data requested and subscribed by the AS shall be safe and authorized. In the TS 29.328, the HSS identifies the AS sending the request from the Origin-Host AVP, which is a Diameter Identifier. The HSS uses the Origin-Host AVP to compare with the AS identity in the list of AS permissions that the HSS maintained.
In TS 29.328 section 6.1.1.1 and 6.1.3.1, the detailed behaviours of Sh-Pull and Sh-Subs-Notif  are described as below. 

“If initial filter criteria are requested, the Server-Name AVP shall contain the SIP URL of the AS that initiates the request; requests for initial filter criteria are limited to those initial filter criteria which are relevant to the requesting AS.”
“If notifications on changes of filter criteria are requested, the Server-Name AVP shall be used as key to the filter criteria. The Server-Name AVP shall contain the SIP URL of the AS sending the request.”
According to the above description, the AS is permitted to request and subscribe the iFC that points to itself, and the Server-Name AVP is a SIP identifier, which is used together with the User-Identity AVP and Data-Reference AVP, as key to identify the filter criteria. The Server-Name AVP is used to identified the AS sending the request, and the Server-Name AVP is an identity in the form of SIP URL. 
The HSS can not determine whether the AS identified by the Origin-Host AVP is the one identified by the Server-Name AVP, if the relation between Diameter identifier and SIP identifier of the AS is absent  in the HSS. The HSS can not assure that the AS which requests or subscribes an iFC, is the AS which has been authorized to do such operation by the AS permission list. Therefore necessary security and authorization check should be executed to the AS.
We propose the HSS may keep the relation between Diameter identifier and SIP identifier of the Application Server in order to check whether the AS which requests or subscribes the iFC, is the AS that the iFC points to. The TS 29.328 section 6.1.1.1 and 6.1.3.1 may be modified as below:
“The conditions for the inclusion of Requested-Domain as an additional key to the requested data are described in table 7.6.1.  If repository data is requested, Service-Indication shall be present in the request. If initial filter criteria are requested, the Server-Name AVP shall contain the SIP URL of the AS that initiates the request; requests for initial filter criteria are limited to those initial filter criteria which are relevant to the requesting AS. The HSS should only permit the AS identified by the Server-Name AVP which is the same one identified by the Origin-Host AVP.
The HSS shall take note of the subscription request on the data identified by User Identity and Data-Reference. If notifications on changes of repository data are requested, Service-Indication shall be present in the request. If notifications on changes of filter criteria are requested, the Server-Name AVP shall be used as key to the filter criteria. The Server-Name AVP shall contain the SIP URL of the AS sending the request. The HSS should only permit the AS identified by the Server-Name AVP which is the same one identified by the Origin-Host AVP.”
3 Proposal

This may be clearly stated in the TS 29.328 somewhere.
