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At SA#31 the Rel-7 TS 22.259 “Service Requirements for Personal Network Management” was approved. This TS specifies functionalities for the network-based management of multiple devices belonging to a single user. Basically, PNM provides a service to manage the Personal Network of a user comprising a number of registered UEs and PANs. The management functions cover setup, configuration, and operation of Personal Networks.
The work on PNM stage 2 started at the recent SA2 meeting SA2#53. This contribution intends to kick-off the parallel specification of PNM CT1 aspects. The CT1 work is not supposed to be affected by SA2 decisions on the stage 2 realization as PNM is an implementation of existing specifications on Application Servers. The contribution discusses the realization of the interface between PNM clients and the PNM Application Server. 
PNM Architecture
The architecture for PNM was discussed during SA2#53. The architecture concept is based on the realization of PNM network functions via an PNM Application Server. For IMS the reference points of Application Servers within the 3GPP System are specified and PNM is going to reuse these reference points. Procedures for the interaction with Application Servers are already covered by existing IMS stage 2 specifications as well. Even the information flows for IMS call forwarding through Application Servers are given in TS 23.218 and can be utilized for the PNM core function PNM Redirecting. Accordingly the following basic Application Server (AS) architecture can be assumed for specifying the CT1 PNM user interaction procedures (see S2-062276):
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Figure 1: PNM Architecture Overview for IMS-only
For non-IMS cases the same HTTP interface between PNM AS and UE is used. In addition to the HTTP interface a management solution for legacy devices with limited or none PNM HTTP support is required.

First, the PNM procedures should consider the existence of such devices with limited PNM capabilities.

Second, some selected basic PNM functions should be also offered via USSD commands.
The realization of PNM via an PNM AS was not questioned at SA2#53. Outstanding SA2 decisions do neither affect the applicability of the Sh and Ut reference points to an PNM AS nor an optional usage of USSD. Accordingly CT1 can already start the work on basic PNM procedures for the interface between UE and AS.
It is proposed to use the 3GPP Generic Authentication Architecture for the authentication of UEs at the Ut reference point. The NAF of the GAA (TS 33.220) may either reside in the PNM AS or in an Authentication Proxy (TS 33.222). Hence, the UE HTTP client would direct all PNM HTTP requests to the NAF.
For pushing HTTP requests towards the UE the PNM AS should use WAP Push over HTTP (OMA-WAP-TS-PushOTA). Thus, the PNM AS would direct HTTP requests to the Push Proxy Gateway (PPG).
Considering the alternative interface via USSD the CT1 procedures for PNM would be mainly based on the architecture network entities and reference points in Figure 2.
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Figure 2: PNM Architecture for CT1 Procedures
PNM Registration Procedure
An essential procedure for all PNM functions is the registration of user devices and their related identities in the Personal Network. Devices and Public User Identities belonging to a user are not automatically part of the user’s Personal Network (PN). The PN only contains those devices and user identities of the user that have been explicitely registered in the user’s PN via the PNM registration procedure. The registration is not linked to the actual reachability of the user identity in the network. Once registered the device/user identity remains part of the PN till a PNM deregistration procedure is performed.
Beside of the registration procedure numerous other PNM procedures are required at the interface between UE and PNM AS. However, the major realization aspects of the PNM user interactions can be highlighted when discussing the registration as an example. Therefore this contribution is limited to the UE registration procedure.
The registration of UEs comprises the UE hardware identity as well as Private User Identities and Public User Identities that are used by the UE in the 3GPP System. Each UE contains one UICC domain. Within the UICC domain several USIM and ISIM applications may exist. Hence, one UE can have several Private User Identities and each of the Private User Identities can have several Public User Identities. For the user it shall be possible to register selected Public User Identities. As a consequence it is proposed to register Public User Identities with the PNM registration procedure and to register the related Private User Identities and UE identity implicitly.
For the registration two different methods shall be available in parallel. A UE may register Public User Identities belonging to the same UE. This self-registration allows the UE to register itself in a particular Personal Network. The alternative method is to register a Public User Identity of another UE in the Personal Network. In this case the UE, owning the Public User Identity, receives an invitation from the PNM AS for the requested registration.
A UE requesting registration needs to be authorized for performing registrations. The authorization is given to specific Private User Identities and is handled as part of the PNM service provisioning and maintainance.
XML Schema for Registration
It is proposed to use XML for the PNM data exchange and to define the datatypes with XML Schema.
The Schema principles of the following XML Schema are aligned with existing 3GPP XML Schema definitions. In particular, some common rules of the GUP work are considered and the approach of GAA TS 29.109 on adding “any”-elements for compatible future standard and private extensions is copied.
<?xml version="1.0" encoding="UTF-8"?>
<xs:schema targetNamespace="http://3gpp/pnm/PNMSchema"


xmlns:pnm="http://3gpp/pnm/PNMSchema"


xmlns:xs="http://www.w3.org/2001/XMLSchema" 


elementFormDefault="qualified" attributeFormDefault="unqualified">


<xs:element name="Registration_Request" type="pnm:tRegRequest"/>


<xs:element name="Registration_Response" type="pnm:tRegResponse"/>


<xs:element name="Registration_Confirm" type="pnm:tRegConfirmation"/>


<xs:complexType name="tRegRequestExtension">

    
<xs:sequence>

      

<xs:any processContents="lax" minOccurs="0" maxOccurs="unbounded"/>

    
</xs:sequence>

  
</xs:complexType>


<xs:complexType name="tRegResponseExtension">

    
<xs:sequence>

      

<xs:any processContents="lax" minOccurs="0" maxOccurs="unbounded"/>

    
</xs:sequence>

  
</xs:complexType>


<xs:complexType name="tRegConfirmExtension">

    
<xs:sequence>

      

<xs:any processContents="lax" minOccurs="0" maxOccurs="unbounded"/>

    
</xs:sequence>

  
</xs:complexType>


<xs:simpleType name="tRegistrationMethod">



<xs:restriction base="xs:string">




<xs:enumeration value="RegOwnUE"/>



<xs:enumeration value="RegOtherUE"/>



</xs:restriction>


</xs:simpleType>


<xs:complexType name="tRegRequest">


<xs:sequence>



<xs:element name="RegistrationMethod" type="pnm:tRegistrationMethod"/>



<xs:element name="RegUserID" type="xs:string" maxOccurs="unbounded"/>



<xs:element name="PrefUserID" type="xs:string" minOccurs="0"/>



<xs:element name="HardwareID" type="xs:string" minOccurs="0"/>



<xs:element name="RequestInitiator" type="xs:string" minOccurs="0"/>



<xs:element name="PersonalNetworkID" type="xs:string" minOccurs="0"/>



<xs:element name="Extension" type="pnm:tRegRequestExtension" minOccurs="0"/>




<xs:any namespace="##other" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>



</xs:sequence>


<xs:attribute name="RegRequestID" type="xs:ID" use="required"/>

</xs:complexType>


<xs:complexType name="tRegResponse">


<xs:sequence>



<xs:element name="HardwareID" type="xs:string"/>



<xs:element name="Extension" type="pnm:tRegResponseExtension" minOccurs="0"/>




<xs:any namespace="##other" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>



</xs:sequence>


<xs:attribute name="RegRequestID" type="xs:ID" use="required"/>

</xs:complexType>


<xs:complexType name="tRegConfirmation">


<xs:sequence>



<xs:element name="IMPI" type="xs:string"/>



<xs:element name="HardwareID" type="xs:string" minOccurs="0"/>



<xs:element name="Extension" type="pnm:tRegConfirmExtension" minOccurs="0"/>




<xs:any namespace="##other" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>



</xs:sequence>


<xs:attribute name="RegRequestID" type="xs:ID" use="required"/>

</xs:complexType>


</xs:schema>
A single namespace for all common PNM procedures is defined. For registration three elements are defined in the PNM namespace. The element “Registration_Request” is used for all registration requests. Responses may contain an "Registration_Response" or "Registration_Confirm" XML element in the HTTP message body.
HTTP Message Flow for Self-Registration of a UE
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Figure 3: PNM Self-Registration via HTTP Requests
Steps:
1) Before a UE is able to perform a self-registration for a Private User Identity the network operator has to assign the needed authorization for this identity. For each Personal Network the HSS stores all Private User Identities that are allowed to request a self-registration. The information is copied to the PNM AS. At the PNM AS the PN for the PNM subscription is prepared and a URI is created for this PN.
2) The PNM authorization is stated in the GBA User Security Settings (GUSS). For PNM a new GAA Service Type Code is assigned in TS 29.109 Annex B. Beside of the PNM authorization flag the User Security settings contain the Private User Identity for supporting identity verifications in the PNM AS.
3) Authentication of an IMPI/IMSI requires an HTTP request based on a bootstrapping security relation with the same IMPI/IMSI. Therefore only Public User Identities of a single IMPI/IMSI can be registered with one request. The request is sent to the NAF with the XML element “Registration_Request” in the HTTP body. At least one Public ID (ID1) must be sent in the request. If more than one Public ID is given then the PNM AS will direct terminating services to the optionally given Preferred Public ID (Pref).
4) The NAF shall work in the mode TS 33.222 6.5.2.3 “Authorized User of Application with Transferred Identity asserted to AS”. The NAF adds the HTTP extension header X-3GPP-Asserted-Identity (TS 24.109) containing the IMPI of the request source. The PNM Flag of the GUSS is placed in the added header X-3GPP-Authorization-Flags. The XML document in the HTTP message is not touched.
5) The PNM AS receives an asserted IMPI and must utilize the IMPI to verify the Public User IDs of the registration request. Via an Sh-Pull at the Sh interface (TS 29.328) the PNM AS requests the Public User IDs from the HSS that are associated with the IMPI. The Information Element “Private User Identity” (Diameter AVP “User-Name”) already exists for the Cx reference point (TS 29.228) but has to be added for the Sh reference point.
6) The HSS retrieves the permissions for the provided Information Element “AS Identity” from the AS permissions list and compares the permissions with the requested data in the Information Element “Requested Data”. Then the HSS sends the requested Public User Identities to the PNM AS.
7) The PNM AS verifies that all Public User Identities (Pref, ID1, ID2) in the registration are part of the IDs received from the HSS. Furthermore the Preferred Public User Identity (Pref) must be either already registered or included in the current registration request. In the response to a successful registration the PNM AS sends the hardware identity HW ID which is assigned to the UE by the PNM AS. If a new hardware identity is allocated then the UE stores the new HW ID. In further requests the UE shall use the HW ID to indicate the Private User Identities linked to the UE.
(Note: The PNM AS should allocate hardware identifiers for the devices in the PN instead of using the IMEI. At least such an allocation of new IDs will be required for handling hardware components of the UE because these devices do not have an IMEI. For example, PNM could support the “Personal ME Identifier”.)
Example: Request UE ( NAF (Step 3)
POST /pn/pn-alice HTTP/1.1

Host: pnmas1.home1.net:1234

User-Agent: PNM User Agent; Release-6 3gpp-gba

Content-Type: text/xml; charset=“utf-8“

Content-Length: (...)

Accept: text/xml

Accept-Charset: utf-8

Date: Fri, 01 Sep 2006 10:50:55 GMT

Referrer: http://pnmas1.home1.net:1234/service
Authorization: Digest username="(B-TID)", realm="3GPP-bootstrapping@pnmas1.home1.net", nonce="a6332ffd2d234==", uri="pnmclient ", qop=auth-int, nc=00000001, cnonce="6629fae49393a05397450978507c4ef1", response="6629fae49393a05397450978507c4ef1", opaque="5ccc069c403ebaf9f0171e9517f30e41", algorithm=MD5

<?xml version="1.0" encoding="utf-8"?>

  <pnm:Registration_Request RegRequestID=“a12“

xmlns:pnm="http://3gpp/pnm/PNMSchema">

  <RegistrationMethod> "RegOwnUE" </RegistrationMethod>

  <RegUserID> „alice1@home1.net“ </RegUserID>

  <RegUserID> „alice2@home2.net“ </RegUserID>

  <PrefUserID> „alice1@home1.net“ </PrefUserID>

  <HardwareID> „35666600123456“</HardwareID>
  </pnm:Registration_Request>

Example: Request NAF ( AS (Step 4)

POST /pn/pn-alice HTTP/1.1

Host: pnmas1.home1.net:1234

User-Agent: PNM User Agent; Release-6 3gpp-gba

Content-Type: text/xml; charset=“utf-8“

Content-Length: (...)

Accept: text/xml

Accept-Charset: utf-8

Date: Fri, 01 Sep 2006 10:50:55 GMT

Referrer: http://pnmas1.home1.net:1234/service
X-3GPP-Asserted-Identity: "alice_private1@home1.net"

<?xml version="1.0" encoding="utf-8"?>

  <pnm:Registration_Request RegRequestID=“a12“

xmlns:pnm="http://3gpp/pnm/PNMSchema">

  <RegistrationMethod> "RegOwnUE" </RegistrationMethod>

  <RegUserID> „alice1@home1.net“ </RegUserID>

  <RegUserID> „alice2@home2.net“ </RegUserID>

  <PrefUserID> „alice1@home1.net“ </PrefUserID>

  <HardwareID> „35666600123456“</HardwareID>
  </pnm:Registration_Request>

Example: Response AS ( NAF (Step 7)

HTTP/1.1 200 OK
Server: Apache/1.3.22 (Unix) mod_perl/1.27

Content-Type: text/xml; charset=“utf-8“

Content-Length: (...)

Date: Fri, 01 Sep 2006 10:55:55 GMT

Expires: Sat, 02 Sep 2006 10:55:56 GMT

<?xml version="1.0" encoding="utf-8"?>

  <pnm:Registration_Response RegRequestID=“a12“

xmlns:pnm="http://3gpp/pnm/PNMSchema">

  <HardwareID> „PNM-0003“</HardwareID>
  </pnm:Registration_Response>

Example: Response NAF ( AS (Step 7)

HTTP/1.1 200 OK
Server: Apache/1.3.22 (Unix) mod_perl/1.27

Content-Type: text/xml; charset=“utf-8“

Content-Length: (...)

Date: Fri, 01 Sep 2006 10:55:55 GMT

Expires: Sat, 02 Sep 2006 10:55:56 GMT

Authentication-Info: qop=auth-int, rspauth="6629fae49394a05397450978507c4ef1", cnonce="6629fae49393a05397450978507c4ef1", nc=00000001

<?xml version="1.0" encoding="utf-8"?>

  <pnm:Registration_Response RegRequestID=“a12“

xmlns:pnm="http://3gpp/pnm/PNMSchema">

  <HardwareID> „PNM-0003“</HardwareID>
  </pnm:Registration_Response>

HTTP Message Flow for Registration of another UE
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Figure 4: Registration of another UE via HTTP
Steps:

1) The required provisioning of the PNM service is equal to the self-registration case. However, the invited UE does not need an authorization for self-registration in the particular PN. A scenario may be that only a single UE or Private User Identity of the user is allowed to perform self-registration.
2) Optionally GBA User Security Settings (GUSS) for UE2 may be available. PNM assumes that UE2 has a subscription at the same network operator but UE2 may not be subscribed to the PNM service.
3) UE1 sends an HTTP registration request with the XML element "Registration_Request" towards the PNM AS. The "RegistrationMethod" in the XML document is set to "RegOtherUE". UE1 can provide additional information to the invited UE via the elements "RequestInitiator" and "PersonalNetworkID" but depending on the implementation this information may be verified or modified by the PNM AS.
4) The NAF forwards the request to the PNM AS after adding PNM-specific GUSS data in the header.
5) Via an OMA Push Proxy Gateway (PPG) the PNM AS sends a registration invitation to the Preferred Public User Identity of UE2. The HTTP Header may indicate an expiration time for accepting a confirmation from UE2. The "RegRequestID" attribute is assigned by the PNM AS.
6) The PNM AS needs the IMPI/IMSI of the invited UE. Several situations may occur where the NAF does not provide this information. For instance, the IMPI/IMSI may not be active in UE2 and the GBA security relation is based on another IMPI/IMSI. Therefore UE2 should be mandated to send the IMPI/IMSI.
7) UE2 is authenticated by the NAF. Then the registration confirmation is forwarded to the PNM AS.
8) From the HSS the PNM AS requests the Public User Identities for the Private User Identity in the registration confirmation.
9) After a comparison of the Public IDs from HSS and from UE1 the requested registration is performed.
10) Both UE1 and UE2 get a notification with the registration result. The notification contains the assigned hardware identity for UE2.
Example: Invitation AS ( PPG ( UE (Step ?)

POST /wappush HTTP/1.1
Host:
Date: Fri, 01 Sep 2006 10:55:55 GMT

Content-Type: application/http

Content-Length: (...)

X-Wap-Push-OTA-Version: 2.*

HTTP/1.1 200 OK
Date: Fri, 01 Sep 2006 10:55:55 GMT

Expires: Sat, 02 Sep 2006 10:55:56 GMT

Content-Type: text/xml; charset=“utf-8“

Content-Length: (...)

X-Wap-Application-Id: pnm

<?xml version="1.0" encoding="utf-8"?>

  <pnm:Registration_Request RegRequestID=“as1596“

xmlns:pnm="http://3gpp/pnm/PNMSchema">

  <RegistrationMethod> "RegOtherUE" </RegistrationMethod>

  <RegUserID> „alice1@home1.net“ </RegUserID>

  <RegUserID> „alice2@home2.net“ </RegUserID>

  <PrefUserID> „alice1@home1.net“ </PrefUserID>

  </pnm:Registration_Request>

Example: Push Response UE ( PPG ( AS

HTTP/1.1 204 No Content

X-Wap-Push-Status: 400 Accepted

USSD Procedures for PNM Registration
It should be possible to perform some selected PNM procedures via USSD messages. The USSD procedures should allow a basic usage of UEs with limited or none PNM support in Personal Networks.
The PNM AS may send notifications via USSD to legacy devices with insufficient support of PNM-related HTTP messages. How USSD messages are used by the PNM AS depends on the implementation. It may be assumed that no PNM AS client exists in the UE for handling application mode USSDs. Therefore MMI-mode USSDs would be sent in order to display the USSD notification and await a user response message (TS 23.090).
For mobile originated USSD messages a new USSD Service Code has to be allocated for PNM in TS 22.030. The requested PNM procedure has to be identified via Supplementary Information Codes. Further Information Codes in the USSD command can provide procedure related parameters to the AS.
The mobile originated USSD messages are processed in the HSS. The HSS is able to change the request before passing the request to the PNM AS. When the HSS receives a USSD with the PNM service code it shall identify the IMSI of the originating UE and add the IMSI to the USSD message.
USSD Message Flow for Self-Registration of a UE
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Figure 5: Self-Registration via USSD Operations

Self-registration via USSD should be limited to the registration of entire Private User Identities with all related Public User Identities.
Steps:

1) With standard MMI procedures the user enters a USSD self-registration request with the PNM Service Code SC. The first Supplementary Information SI1 indicates the procedure and should distinguish the registration of IMSI, IMPI or both Private IDs. When an IMPI is registered then the IMPI is given in SI2.
2) The HSS identifies the IMSI and adds the IMSI of the UE to the USSD request. The modified USSD string is forwarded to the PNM AS.

3) The PNM AS retrieves the Public User Identities from the HSS via the Sh interface. Utilizing the asserted IMSI from the HSS the PNM AS can also verify the IMPI provided by the user.
4) In the USSD response to the UE the PNM AS inserts the assigned hardware identity HW ID for UE2.

Conclusion

The contribution describes the proposed realization concept for the PNM interface between UE and PNM AS based on the example of the PNM registration procedure. Upcoming Change Requests to specifications should be in line with the given approach. Furthermore, the PNM registration procedure should be agreed in principle.

Questions and potential controversial issues should be brought up in a timely manner in order to enable the completion of PNM Rel-7 functionality within the Rel-7 timeframe. Therefore the following assumptions should be discussed sufficiently:
· UEs access the PNM AS via a GBA NAF residing in an Authentication Proxy or in the PNM AS
· Notifications and requests are sent to the UE with OMA Push Over-The-Air over HTTP
· PNM procedures are defined in the proposed way with XML Schema including a pnm namespace, given naming conventions, qualified element forms, extensibility via “any” elements
· PNM registration is performed with the proposed flows and message contents. In particular, registration follows the described handling of Private User Identities, Public User Identities, and hardware identities
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