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Foreword

This Technical Report has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:

Version x.y.z

where:

x
the first digit:

1
presented to TSG for information;

2
presented to TSG for approval;

3
or greater indicates TSG approved document under change control.

y
the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.

z
the third digit is incremented when editorial only changes have been incorporated in the document.

Introduction

This clause is optional. If it exists, it is always the second unnumbered clause.

Editor's Note:
this section to be completed as and when content is added. It may be removed later, if there is no content proposed for it.

1
Scope

The present document provides a study into the current core network architecture for inter‑PLMN short message delivery and provides a study into how such an architecture can be improved for the modern day. Wherever possible, backwards compatibility is maintained and impacts are only upon the home network of the destined subscriber.
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

· References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

· For a specific reference, subsequent revisions do not apply.

· For a non-specific reference, the latest version applies.  In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TS 21.905: "Vocabulary for 3GPP Specifications"

[2]
3GPP TS 22.066: "Support of Mobile Number Portability (MNP); Stage 1"

[3]
3GPP TS 23.066: "Support of GSM Mobile Number Portability (MNP); Stage 2"

[4]
3GPP TS 23.040: "Technical Realization of the Short Message Service (SMS)"

[5]
3GPP TS 29.002: "Mobile Application Part (MAP) specification"

[6]
3GPP TS 48.008: "Mobile Switching Centre - Base Station system (MSC-BSS) interface; Layer 3 specification"

[7]
3GPP TS 24.011: "Point-to-Point  (PP) Short Message Service (SMS) support on mobile radio interface"
Editor's Note:
this section to be completed as and when content is added. Reference numbers are subject to change until such time as the document is approved at version 7.0.0

3
Definitions, symbols and abbreviations

Delete from the above heading those words which are not applicable.

Subclause numbering depends on applicability and should be renumbered accordingly.

3.1
Definitions

For the purposes of the present document, the terms and definitions given in 3GPP TS 21.905 [1] and the following apply.

receiving MS:
The MS who is the recipient of a Short Message.

originating MS:
The MS who is the originator of a Short Message.

Subscribed Network:
The network to which the MS currently belongs. This may or may not be the Number Range Owning Network.

Editor's Note:
this section to be completed as and when content is added. Clause numbers are subject to change until such time as the document is approved at version 7.0.0

3.2
Symbols

For the purposes of the present document, the following symbols apply:

Symbol format

<symbol>
<Explanation>

Editor's Note:
this section to be completed as and when content is added. Clause numbers are subject to change until such time as the document is approved at version 7.0.0

3.3
Abbreviations

For the purposes of the present document, the abbreviations defined in 3GPP TS 21.905 [1] apply, as well as those defined below:

SM
Short Message

SMS‑IWMSC
Short Message Service – Interworking MSC

SMSC
Short Message Service Centre

SRI
Send Routeing Information

NRON
Number Range Owner Network

Editor's Note:
this section to be completed as and when content is added. Clause numbers are subject to change until such time as the document is approved at version 7.0.0

4
Analysis of current architecture
4.1
Introduction

This clause provides a study into the current core network architecture for inter‑PLMN short message delivery as defined in the 3GPP specification set (mainly 3GPP TS 23.040 [4] and 3GPP TS 29.002 [5]). It discusses the draw backs, short falls and current known exploitations that make use of this particular architecture.
4.2
Current architecture

The following signalling flow diagram shows the MT SM transfer procedure in the successful case.
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Figure 4.2.1: MT SM Delivery Message Flow

NOTE:
The MAP_MT_Forward_Short_Message MAP operation may be preceded by both the sending of an empty TC BEGIN message and the successful receiving of a TC CONTINUE.

As can be seen in Figure 4.2.1, the originating MS's HPLMN delivers the Short Message directly to the receiving MS's VPLMN after querying the HLR for the current location of the receiving MS. This means that, unlike CS calls and some PS sessions (i.e. those PS sessions that use a GGSN in the HPLMN), the HPLMN is not present in the MT routeing of the actual data i.e. the SM. The limitations and drawbacks of this architecture are described in the following section.
4.3
Limitations and drawbacks of the current architecture
The following sub‑sections describe limitations of the current architecture, some of which have existed since the beginning of GSM but have only come to be a problem now due to the global success of GSM/UMTS (i.e. more operators and in more countries). When SMS was first defined, it was thought that all GSM networks would have roaming agreements with all others, so such problems were deemed to not be an issue in the long term.

Other limitations and drawbacks have come about due to the definition of new features/services e.g. MNP, or due to recent privacy concerns and newly discovered fraud scenarios.

It should be noted that SMS interworking agreements commonly go hand in hand with roaming agreements (except for countries that do not have national roaming and therefore only have SMS interworking agreements). Such agreements exist only between the HPLMNs of MSs.

4.3.1
Receiving MS roaming in PLMN inaccessible to Originating MS's HPLMN

When the receiving MS is roaming (and hence, outside of its HPLMN), if there is no SMS interworking agreement between this PLMN (i.e. the receiving MS's VPLMN) and the originating MS's HPLMN, the delivery of the SM will fail, even though there may be an SMS interworking agreement between the originating MS's HPLMN and the receiving MS's HPLMN.

4.3.2
Effects of Mobile Number Portability

Mobile Number Portability is specified in 3GPP TS 22.066 [2] and 3GPP TS 23.066 [3]. However, real world implementations do sometimes differ quite considerably from these specifications. This section explains only the MNP issues for MT SMS. There are commonly two main architectures for implementations of Number Portability: those that use a central MNP database (either centrally located, or a copy held by each operator in the MNP domain) and those that do not. There are also different architectures for CS calls (MAP_SRI operation) compared to MT SMS (MAP_SRI_For_SM).

For MNP domains where the HLR services the MAP_SRI_For_SM MAP operation (including but not necessarily limited to, those without a central MNP database implementation), the following message flow depicted in Figure 4.3.2.1 occurs. The numbered circles are used to reference each message in the text that follows.
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Figure 4.3.2.1: MNP Issues

The delivery of message number 1 will fail if any of the following is true:

-
The NRON restricts access to only those networks with which it has an SMS inter‑working agreement.

-
The MAP AC version negotiation (of the AC shortMsgGatewayContext) occurs between the NRON and the HPLMN of the Originating MS and the MAP AC negotiated is higher than the MAP AC version that the Subscribed Network of the receiving MS supports.

-
The NRON does not recognise MAP e.g. fixed line operator

The delivery of message number 2 is not affected by MNP because in order for MNP to be able to function, routeing between each and every HLR in an MNP domain needs to exist. Such interconnection agreements are set‑up before an MNP domain can go live.

The delivery of message number 3 will fail if there is no SMS inter‑working agreement between the HPLMN of the originating MS and the Subscribed Network of the receiving MS. However, such a failure is expected, because the HPLMN of the originating MS cannot deliver an SM to a network with whom there does not exist an SMS interworking agreement.

Therefore, the effect of MNP on the MAP_SRI_For_SM MAP operation is the routeing of message 1 only. However, the issues highlighted can really only be fixed by careful configuration of operators in the MNP domain; routeing SMs via the receiving subscriber's HPLMN would not have any effects.

The effect of MNP on the MAP_Forward_Short_Message MAP operation is synonymous with the issue discussed in section 4.3.1 i.e. MNP may be an alternative cause, as opposed to the MS just roaming, for why the receiving MS's VPLMN has no inter‑working agreement with the originating MS's HPLMN.

4.3.3
Misuse of SM delivery mechanism

There is currently no specific correlation between the MAP_SRI_For_SM MAP operation and the subsequent MAP_MT_Forward_Short_Message MAP operation(s). This has the advantage in that multiple SMs can be delivered to the receiving MS's VPLMN without further involvement from the HLR of the receiving MS, thus keeping load on the HLR, and thereby load on the HPLMN overall, to a minimum. 

However, this does have the disadvantage in that the data from the result of the MAP_SRI_For_SM response (e.g. IMSI, MSC/VLR GT, SGSN GT) received by the originating MS's HPLMN, can be shared with other parties to also deliver SMs.

This practice of using previously harvested MAP_SRI_For_SM results has been used by certain parties in order to provide a different (or "faked") originating MS and therefore different sending PLMN. This results in that certain party delivering its SMs (commonly with unsolicited content) for free, because the wrong PLMN is billed. The use of both the sending of an empty TC BEGIN message and the successful receiving of a TC CONTINUE preceding the MAP_MT_Forward_Short_Message being sent, can curb this fraud scenario. However, for the receiving MS's HPLMN, there is reliance upon the originating MS's HPLMN and all SMS inter‑working partner's PLMNs to support this feature; the roll out of which is not controlled by the receiving MS's HPLMN (which is the victim in this scenario).

4.3.4
Spam

In recent times, Mobile Subscribers have experienced a rise in receiving unsolicited short messages (commonly called "Spam"). Such SMs range from advertising products/services, to more unscrupulous practices such as duping subscribers into dialling a premium rate number (e.g. on the pretence that they have won a competition). 

User Equipment typically does not have the capability for sophisticated Spam identification and processing. In order to provide for this across the whole of a subscriber base (regardless of UE capability), such functionality is typically provided for by the HPLMN (usually on either an opt‑in or opt‑out basis, depending on local regulations). However, as discussed in section 4.3.2, if the receiving MS is roaming outside of the HPLMN, then the HPLMN is not in the path of the delivery of SMs and therefore cannot intercept such SMs, resulting in the receiving MS receiving such "Spam" SMs while roaming and occasionally, depending on the VPLMN, incurring a roaming charge for receiving it.

Therefore, in the current world, the general trust of the identity of the sending MS and its HPLMN, has diminished and so wherever possible, some kind of authentication should take place before accepting to deliver an SM.
4.3.5
Lawful Interception

There exist regulations in certain countries that a PLMN must be able to intercept all types of traffic, including SMs, to/from their subscribers. Providing for this when the MS is roaming outside of the HPLMN is not possible in the current 3GPP defined SMS architecture. Interception when roaming requires a non‑standardised solution, which may not inter‑work properly or have unexpected behaviour for the originating MS's HPLMN (from a technical and/or commercial perspective).
4.3.6
Inability to offer certain value added services

Similar to the issue in 4.3.4, simple value added services such as SMS Forwarding cannot be provided by a PLMN for their subscribers, as it would fail indefinitely when the subscriber is roaming outside of their HPLMN. This is also true for offering alternative delivery mechanisms to the MS e.g. delivering SMs over an IP connection (see 3GPP TS 23.204 [8]).
4.4
Conclusion
It has been identified that the current architecture of the MT SM transfer procedure, although more than fit for purpose at the time of its conception, has a number of limitations and drawbacks in the current day. These include issues that were known but thought to not be of any significance (such as the receiving MS roaming in a PLMN inaccessible to the originating MS's HPLMN), issues that have only become apparent recently (such as the fraud issues of SMS faking and the distribution of "Spam") and also new regulatory requirements that PLMNs are compelled to meet such as (Mobile) Number Portability and new laws regarding Lawful Interception.

Finally, due to the current architecture it is currently not possible offer value added services to SMS that subscribers expect due to such services already being available for CS calls. The offering of such services would allow PLMNs to serve their customers better as well as realise new revenue opportunities.
Therefore, any modifications to the current architecture of the MT SM transfer procedure should take the above into account. Any solution shall also be limited to the HPLMN of the receiving MS, thus avoiding the reliance upon SMS inter‑working partner PLMNs and roaming partner PLMNs to perform any upgrades before any benefits can be realised. As always, backwards compatibility (inter‑working with PLMNs using the current architecture) shall be maintained.
5
Proposed solution
5.1
Introduction

This clause discusses a new core network architecture for inter‑PLMN short message delivery that addresses most, if not all, of the drawbacks and short falls of the current architecture documented in clause 4.
5.2
Architecture
Editor's Note:
this section to hold proposed architecture diagram(s) and explanatory text of the proposed core network enhancements to inter‑PLMN SM delivery.
5.3
Procedures
Editor's Note:
this section to hold procedure descriptions and possibly signalling flow diagrams of the proposed core network enhancements to inter‑PLMN SM delivery.
5.4
Security enhancements

Editor's Note:
this section to hold discussion of any extra security enhancements that can now be realised with the proposed core network enhancements to inter‑PLMN SM delivery.
5.5
Charging enhancements
Editor's Note:
this section to hold discussion of any extra charging enhancements that can now be realised with the proposed core network enhancements to inter‑PLMN SM delivery.
5.6
Supplementary Services enhancements
Editor's Note:
this section to hold discussion of any current Supplementary Services that can now be made applicable to MT‑SMS as well as any new Supplementary Services (if any) that could be defined with the proposed core network enhancements to inter‑PLMN SM delivery.
6
Impacts on existing features and functionality

6.1
Introduction

This clause discusses impacts on existing network features/services that would arise from the proposed core network enhancements as defined in clause 5.
6.2
MMS

Editor's Note:
this section to hold discussion of any positive or negative impacts on MMS.

6.3
SMS delivery reports

Editor's Note:
this section to hold discussion of any positive or negative impacts on SMS delivery reports.

6.4
Supplementary Services
Editor's Note:
this section to hold discussion of any positive or negative impacts on Supplementary Services.
6.5
Charging

Editor's Note:
this section to hold discussion of any positive or negative impacts on current charging mechanisms.
6.6
Concatenated SMs and SMs with UDH
Editor's Note:
this section to hold discussion of any positive or negative impacts on concatenated short messages  and short messages that use the User Data Header.

6.7
Mobile Number Portability

Editor's Note:
this section to hold discussion of any positive or negative impacts on Mobile Number Portability.
7
Conclusion and recommendations

Editor's Note:
this section to hold the conclusion of the study and provide recommendations on the way forward.
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