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The following is a change request to the 3GPP TR 29.800 which is currently in draft form. T-Mobile ask 3GPP TSG‑CT WG4 to approve this addition to 3GPP TR 29.800.

Reason for change: 
In a TCAP User Security procedure it may happen that the received SCCP message (containing an unprotected TCAP user payload) is not segmented (UDT), but after security processing the message's length is increased, so that the processed message needs to be segmented before it is sent. This could cause an undesired situation since the transfer of XUDT messages is not guaranteed by all transit networks. 
The problem has been discussed in detail within the GSMA IREG SISS7 subgroup. A liaison statement has been sent to SA3 and CT4 highlighting their consideration and their proposal (see attached IREG Doc 50_006) to overcome the situation. The paper has been presented at 3GPP CT4 Group meeting. To mirror this decision the reference part in section 2 has been updated and a note has been added in section 5.1.4 (see below).
**** Begin first modified section ****
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5.1.4
Interactions with SCCP segmentation

When the incoming SCCP message makes use of SCCP segmenting (i.e. several XUDT messages are received rather than one UDT message) the SS7 Security Gateway has to perform reassembling before processing the message, and it may have to perform segmenting before sending the processed message.

It may happen that the received SCCP message (containing an unprotected TCAP user payload) is not segmented (UDT), but after security processing the message's length is increased, so that the processed message needs to be segmented before it is sent. This situation may be undesired (since transfer of XUDT messages is not guaranteed by all transit networks) but cannot be avoided by the SS7 Security Gateway (see note). 
Note:
The support of message segmentation at the SCCP layer in all transit networks could be enforced by mandating the usage of the White Book SCCP [9]. GSMA would work with International Carriers to ensure that fully operationally-verified support of XUDT is available before TCAPsec gateways are deployed.
It may also happen that the received (protected) message is segmented (several XUDTs), but after security processing the message's length is decreased, so that the processed message does not need to be segmented before it is sent. SS7 Security Gateways should not segment messages before sending if this is not needed.

**** End of second and last modified section ****

