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Introduction:

The work on MAPsec within 3GPP, when completed, would allow network operators to secure SS7 connections for all MAP messages passing between them. SA WG3  have re-initiated the work, where further steps were suggested. 
This paper describes the principles of the suggested MAPsec Gateway concept for information and for discussion to clarify/identify the impact of the work to be done in CT WG4 with regard to the working assumptions defined in SA WG3. 
Description:
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Fig.1    MAPsec architecture 

Where
Zd interface (KAC ( KAC) to negotiate MAPsec Security Associations between PLMNs

IKE protocol with support of the MAPsec DoI (draft-arkko-map-doi-08.txt, reviewed by IESG, RFC submission postponed awaiting 3GPP comments due to Gateway concept)

Ze interface (KAC ( NE) to transport MAPsec SAs plus relevant security policy information from the KAC to the MAP NEs, it will be IP based and therefore NDS/IP protected (SA3 working assumption)

Zf interface (NE ( NE)

To enable MAPSec Rel-4 to function correctly, it is necessary that an automatic system for the distribution of Security keys is in place. Furthermore each network element with MAP would need to support MAPsec. A MAPsec implementation is required in every node and between network elements in different PLMN (not between networks). Protection profiles should be specified.

To overcome this complexity in deploying MAPsec, a gateway concept has been suggested (see Fig 2). Instead of implementing MAPsec in each NE, it is possible to implement it in a gateway which does the MAP protocol level translation between MAP and MAPsec when nodes are communicating with the nodes in the external PLMN. The gateway is transparent to the communicating peers. Following working assumptions were defined in SA WG3 (see doc S3-050174): 

1. The gateway concept will only include two ‘protection profiles’: ‘Integrity only' and ’integrity and confidentiality’.

2. The security mechanism will be applied by the gateway above the TCAP layer. The target is to apply protection in a way which is agnostic to the application protocol, so that it can protect other protocols in addition to MAP. It is also hoped that the message format, security header, etc. from the MAPsec Rel-4 specification can be re-used.

3. Explicit verification of SCCP and MAP-payload addresses against MAPsec SPI will be studied.

4. The MAPsec gateway concept and the MAPsec Rel-4 NE-based solution need not coexist. A solution will be found, in co-operation with the specification manager, e.g. to ‘delete’ the MAPsec Rel-4 NE-based solution from the 3GPP specs, or to make it clear in the gateway specifications that interworking with the MAPsec Rel-4 NE-based solution is not supported.
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Fig 2
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       SEG : Security Gateway

Considerations / Changes needed in MAPsec specification from SA3 point of view to realize the gateway concept (see Doc S3-050174 and Latest SA3-spec version TS 33.204: S3-050618) :
· Protection Profile: protection at NE level will be no more necessary, but a gateway similar to IPSec gateway is needed. However both confidentiality and integrity protection should be applied to all traffic passed through the gateway.
· Protected Protocol Layers: just the whole MAP payload could be protected, SCCP should be unprotected to be useable for message routing, and any protocol on top of TCAP should be protected. CAP protection reusing the protected Messages Format from TS 33.200. Without changes to TS 29.002, the MAP-SECURE-TRANSPORT-CLASS-x services could be used for transporting CAP messages. CT4 is invited to check the feasibility and to agree the most elegant way forward to document this.
· Protected Message Format should be reused as far as possible, with possible optimizations ( SeeTS 33.200 V6.0.0 section 5.5)
· Spoofing Countermeasures can be enforced most efficiently in the gateway, therefore it is necessary to enforce all traffic through the gateways
· The MAPsec Rel-4 NE-based solution should be withdrawn without affecting the TCAP alternative

· The need for automatic key distributions solutions will be studied in parallel with the specification of TCAPsec (TS 33.204) See WID text SP-050679/S3-050466): a new (and simplified) key management concept with no need for KAC’s should be studied. Automatic key management may still be useful, as it is for the SEGs in NDS/IP (TS 33.210). A possible solution could be to integrate a KAC inside a gateway, which would render the Ze interface obsolete. 

Conclusion: 
Related to the liaison statement (S3-050174) from SA WG3 to CT WG4 asking CT WG4 to consider SA WG3's working assumptions (see above) and to provide feedback, if appropriate, to comment on the feasibility of re-using the message format, security header, etc. from the MAPsec Rel-4 specification to protect other protocols in addition to MAP, it is proposed to agree on a feasibility study investigating the above mentioned issues. A corresponding WID is proposed. 
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