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1. Overall Description:

CT4 thank SA3 for their LS on Next Steps for MAPsec informing CT4 on their intention to use the security gateway concept towards MAPsec and asking CT4 to consider the following working assumptions, (extracted from the SA3 liaison statement):

1. The gateway concept will only include two ‘protection profiles’: ‘Integrity only' and ’integrity and confidentiality’.

2. The security mechanism will be applied by the gateway above the TCAP layer. The target is to apply protection in a way which is agnostic to the application protocol, so that it can protect other protocols in addition to MAP. It is also hoped that the message format, security header, etc. from the MAPSec Rel-4 specification can be re-used.

3. Explicit verification of SCCP and MAP-payload addresses against MAPsec SPI will be studied.

4. The MAPsec gateway concept and the MAPsec Rel-4 NE-based solution need not coexist. A solution will be found, in co-operation with the specification manager, e.g. to ‘delete’ the MAPsec Rel-4 NE-based solution from the 3GPP specs, or to make it clear in the gateway specifications that interworking with the MAPsec Rel-4 NE-based solution is not supported.

CT4 is also asked to provide feedback, if appropriate and to comment on the feasibility of re-using the message format, security header, etc. from the MAPsec Rel-4 specification to protect other protocols in addition to MAP.

However CT4 would like to inform SA3 that they need some time to more precisely analyse the mentioned security gateway concept of MAPSec to be able to provide feedback and required comments. It is also the understanding of CT4 that the requirements from stage 2 might not be detailed enough yet to fully analyse the impacts, one example being the principles of SCCP and MAP addressing.

2. Actions:

To SA3 group.

ACTION:  

CT4 kindly asks SA3 to continue refining the stage 2 requirements for the mentioned MAPsec Gateway concept meanwhile CT4 is doing the analysis of the stage 3 impacts.

3. Date of Next CT4 Meetings:

CT4#28
29th Aug – 03rd Sep 2005
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