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Introduction

This contribution describes a problem with the text encoding of H.248 at the Mc interface if IP transport is used. Possible Solutions to fix this problem are proposed and compared.

A related CR is contained in C4-050713.
Problem description

For a BICC network with IP transport, IPBCP, ITU-T Q.1970, is used to transport bearer related information, e.g. transport IP addresses and port numbers. IPBCP is based on SDP, RFC 2327, and is therefore structured in lines and uses CR (ASCII carriage return 0x0d) and/or LF (ASCII newline 0x0a) characters. IPBCP is transported within H.248 messages. However, if text encoding is used for H.248, the CR and LF characters are not allowed:

· IPBCP is transported with the "BICC Bearer Control Tunneling Protocol", Q.1990.

· Q.1990 is transported within the Q.1950 “Bearer Control Tunneling Package”, also according 29.232. According to Q.1950, the information is transported as “other signal parameter”, or “ObservedEventsDescriptor”, and the "quotedString" alternative for the parameter value shall be used for text encoding.
· The "quotedString" type is defined in H.248.1, Annex B, and rules out CR and LF. Checking H.248.1 Annex B, also shows that the only other allowed encoding for “other signal parameter”, or “ObservedEventsDescriptor” would be “1*(SafeChar)”, and thus even more restrictive.
Possible Solutions

1. Modifying the definition of "quotedString" definition in H.248.1, Annex B
A straightforward idea is to allow CR and LF in the definition of quoted string. However, as the text encoding also uses lines for structure, there is a high risk that the entire structure of ABNF would be affected by such a modification. Furthermore, there would be a backward compatibility issues with H.248 parses implementing the current ABNF type definitions.
2. Allowing new value type for “other signal parameter” and “ObservedEventsDescriptor”  in H.248.1, Annex B
For instance SDP might be encoded in the same way as in the local end remote descriptor. To achieve that, the following modification would be required:
VALUE                = quotedString / 1*(SafeChar) / LBRKT octetString RBRKT
It is up to H.248 specialists to confirm that there would be no negative implications by such a modification, considering that “VALUE” is frequently used in the ABNF. A backward compatibility issues with H.248 parses implementing the current ABNF would remain. Therefore, a new version of H.248 might be required for such a modification.
3. Requiring in the Q.1950 “Bearer Control Tunneling Package” that CR and LF are replaced by some other characters (ffs) in text encoding
Care should be taken with such a modification as the “BICC Bearer Control Tunneling Protocol", Q.1990, could be used to transport other protocols than IPBCP with unknown encoding in the future.
4. Requiring in the Q.1950 “Bearer Control Tunneling Package” that the Q.1990 BICC “Bearer Control Tunneling Protocol" is binary encoded in H.248 text encoding
This would mean that each half-byte would be expressed as an own ASCI characters. This approach would double the size of the message and also sacrifice the easy readability, which is the main advantage of H.248 text encoding.
5. Requiring in the Q.1990 “BICC Bearer Control Tunneling Protocol" that CR and LF are replaced by some other character(s) (ffs).
Care should be taken with such a modification as the “BICC Bearer Control Tunneling Protocol", Q.1990, could be used to transport other protocols than IPBCP with unknown encoding in the future.

Furthermore, the modification would affect H.248 binary encoding as well as text encoding, as these transport options are not kept apart in Q.1990.

6. Requiring in the Q.1970 IPBCP that CR and LF are replaced by some other character(s) (ffs).
The modification would affect H.248 binary encoding as well as text encoding, as these transport options are not kept apart in Q.1970.
7. Doing one of the fixes 1.-6. only in 29.232.
This would be against the principles of clean protocol design. It would affect the reusability of software and might lead to interoperability issues between 3GPP hosts and non-3GPP hosts.

8. Ruling out text encoding for IP transport in 29.232.
It is assumed that no implementations of H.248 text encoding for IP transport exist up to now, as the problem discussed here has not yet been found. The proposal is in line with current efforts to reduce options at the Mc interface to enhance interoperability.
Summary of Conclusions
A clean fix of the outlined problem requires careful consideration and should be done within ITU-T specifications

Impacts on binary encoding should be avoided, as there is no real problem with binary encoding and changes to frozen releases (CRs from Rel-4 onwards will be required) should be kept minimal.
It is proposed to remove the option of text encoding for IP bearer transport from the Mc interface form Rel-4 to Rel-6.

This option might be re-introduced in later Releases once ITU-T has fixed the outlined problem.
Annex: Excerpts from References:
H.248.1, Annex B

SDP in local and remote Descriptor is encoded in the following way:
; Note – The octet zero is not among the permitted 

characters in octet

; string. As the current definition is limited to SDP, and a 

zero octet

; would not be a legal character in SDP, this is not a concern.

localDescriptor      = LocalToken LBRKT octetString RBRKT

remoteDescriptor     = RemoteToken LBRKT octetString RBRKT

; octetString is used to describe SDP defined in RFC 2327.

; Caution should be taken if CRLF in RFC 2327 is used.

; To be safe, use EOL in this ABNF.

; Whenever "}" appears in SDP, it is escaped by "\", e.g. "\}"

octetString          = *(nonEscapeChar)

nonEscapeChar        = ( "\}" / %x01-7C / %x7E-FF )

LBRKT                = LWSP %x7B LWSP ; "{"

RBRKT                = LWSP %x7D LWSP ; "}"
The Tunnel Info is encoded as eventOther Parameter or 

sigOther Parameter, thus type parmValue without CR and LF
observedEvent        = [ TimeStamp LWSP COLON] LWSP 

                       pkgdName [ LBRKT observedEventParameter

                       *(COMMA observedEventParameter) RBRKT ]

 ; at-most-once eventStream, every eventParameterName at most 

once observedEventParameter = eventStream / eventOther 

eventOther           = eventParameterName parmValue
eventParameterName   = NAME

sigParameter       = sigStream / sigSignalType / sigDuration / sigOther



           / notifyCompletion / KeepActiveToken

sigOther             = sigParameterName parmValue
sigParameterName     = NAME

parmValue            = (EQUAL alternativeValue/ INEQUAL VALUE)

alternativeValue     = ( VALUE 





/ LSBRKT VALUE *(COMMA VALUE) RSBRKT 

                         ; sublist (i.e. A AND B AND ...)



    
  
/ LBRKT VALUE *(COMMA VALUE) RBRKT




    
 ; alternatives (i.e. A OR B OR ...)





/  LSBRKT VALUE COLON VALUE RSBRKT )





 ; range

NAME                 = ALPHA *63(ALPHA / DIGIT / "_" )

VALUE                = quotedString / 1*(SafeChar)

quotedString         = DQUOTE *(SafeChar / RestChar/ WSP) DQUOTE

SafeChar             = DIGIT / ALPHA / "+" / "-" / "&" / 

                       "!" / "_" / "/" / "'" / "?" / "@" / 

                       "^" / "`" / "~" / "*" / "$" / "\" / 

                       "(" / ")" / "%" / "|" / "."

RestChar             = ";" / "[" / "]" / "{" / "}" / ":" / "," / "#" / 

                       "<" / ">" / "=" 

WSP                  = SP / HTAB ; white space

SP                   = %x20        ; space

HTAB                 = %x09        ; horizontal tab

DQUOTE               = %x22            ; " (Double Quote)

Q.1950

A.7
Bearer Control Tunnelling Package 

Package Name: BT

PackageID: 0x0022

Description: This package describes the functionality to be able to support the transport of "Bearer Information Transport" information between an MGC and MG.

Version: 1

Extends: None

A.7.1
Properties

A.7.1.1
Tunnelling Option

Property Name: Tunnelling Options

PropertyID: 0x01, TunOpt

Description: This property is set to indicate when the MG shall send the tunnelled data information (BIT) to an MGC.

Type: Enumeration

Possible values: 


1, [0x01]
In the same message as the command response to the command which generated the bearer control tunnel.

2, [0x02]
Tunnel message at any time

NO, [0x03] 
No tunnel is used

Defined in: Local Control

Characteristics: Read & Write
A.7.2
Events

A.7.2.1
Tunnel Indication

Event name: Tunnel Indication

EventID: 0x01, TIND

Description: This event occurs whenever tunnelled data is sent from a MG. The Bearer Information Transport is used to pass bearer control signalling information transparently between peer MGs.

EventsDescriptor Parameters: None
ObservedEventsDescriptor Parameters: 

Parameter Name: Bearer Information Transport

ParameterID: 0x01, BIT

Type: Octet String

Description: This parameter contains bearer control signalling information. Any type of bearer control signalling information can be sent.

Possible values: 

Binary Encoding:
Structure of the Bearer Information Transport

	
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	MSB                                                                                                             LSB
	Octet 1

	
	
	

	
	MSB                                                                                                             LSB
	Octet n


NOTE – Octet 1 contains the most significant octet of data.

Text encoding:

In case the data to be transported is a text format protocol (i.e. PDUs always consists of octets which have a standard textual representation under UTF-8), the "quotedString" alternative for the parameter value shall be used (i.e. the text of the tunnelled data shall be included within quotation marks).

In case the data to be transported is in a binary format, the data shall be encoded as a string of hexadecimal characters, each representing 4 bits of the tunnelled data. The left most hex digit pair (i.e. EF in the following sequence EF 23 12 13) represents the first octet that would be transmitted for the bearer protocol.

The determination of text/binary is on a per protocol basis. The encoding into quotedString or hexadecimal format is local to the H.248 protocol and is reversed before passing the data to other entities.

A.7.3
Signals

A.7.3.1
Bearer Information Transport

Signal Name: Bearer Information Transport
SignalID: 0x01, BIT

Description: A BIT signal is sent to a MG if the MGC receives tunneled bearer control signalling from a peer MGC has sent tunnelled bearer control signalling, such as bearer establishment signalling.

SignalType: BR (Brief)

Duration: NA

Additional Parameters:

Parameter Name: Bearer Information Tunnel

ParameterID: 0x01, BIT

Type: Octet String 

Description: This property is used to pass bearer control signalling information transparently between peer MGs. The MGC shall not process the information in the tunnel.

Possible Values:

Binary Encoding:

Structure of the Bearer Information Transport

	
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	MSB                                                                                                               LSB
	Octet 1

	
	
	

	
	MSB                                                                                                               LSB
	Octet n


NOTE – Octet 1 contains the most significant octet of data.

Text encoding:

In case the data to be transported is a text format protocol (i.e. PDUs always consists of octets which have a standard textual representation under UTF-8), the "quotedString" alternative for the parameter value shall be used (i.e. the text of the tunnelled data shall be included within quotation marks).

In case the data to be transported is a binary format protocol, the data shall be encoded as a string of hexadecimal characters, each representing 4 bits of the tunnelled data. The left most hex digit pair (i.e. EF in the following sequence EF 23 12 13) represents the first octet that would be transmitted for the bearer protocol.

The determination of text/binary protocol is on a per protocol basis. The encoding into quotedString or hexadecimal format is local to the H.248 protocol and is reversed before passing the data to other entities.
A.7.4
Statistics

NA

A.7.5
Procedures

This package is used to transparently carry bearer control signalling across a H.248 based interface. The MGC can request that the MG use this method by requesting the TIND event. The MG can then initiate the event at the appropriate time. The MGC can also request at which time it would like to be notified using a Tunnel i.e. at any time (option 2), in the same message as the command response (option 1). It may also question (?) the MG to see if tunnelling can be used. 

The MGC can also send tunnelled bearer control information to the MG that it has received in the Call Control by sending the BIT signal.

Any type of bearer control signalling information can be sent in the tunnel. For the format of the information sent in BICC networks see Q.1990.

The MGC before sending the tunnelled information across a text encoded H.248 interface to the MG shall check the tunnelled data format. If it indicates "text" then the MGC shall encode according to the Bearer Control protocol encoding format that it received. If it indicates "binary" then it shall encode the tunnelled information in a Hexadecimal format as specified by H.248.1 Annex B.

This is a generic package that can be used by various Call Controls. For its use in BICC networks see Q.1950 Sections 7, 8 and 9.

