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Scope

The present document defines the stage-3 protocol description for several reference points in the WLAN-3GPP Interworking System.

The present document is applicable to:

· The Dw reference point between the 3GPP AAA Server and an SLF.

· The Wa reference point between the WLAN AN and the 3GPP AAA Proxy.

· The Wd reference point between the 3GPP AAA Proxy and 3GPP AAA Server.

· The Wx reference point between the 3GPP AAA Server and the HSS.

· The Wm reference point between the 3GPP AAA Server and the PDG.

· The Wn reference point between the WLAN AN and the 3GPP WAG.

· The Wg reference point between the 3GPP AAA Server/Proxy and the WAG.
· The Pr reference point between the 3GPP AAA Server and the WAG.
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Definitions, symbols and abbreviations

3.1
Definitions

For the purposes of the present document, the following terms and definitions given in 3GPP TS 23.234 [4] apply.

3GPP - WLAN Interworking

External IP Network/External Packet Data Network
Home WLAN
Interworking WLAN
Offline charging

Online charging
PS based services
Service Authorization
Visited WLAN
WLAN-UE
In addition, for the purposes of the present document, the following terms and definitions given in 3GPP TS 23.141 [28] apply.
Presence Network Agent
3.2
Symbols

For the purposes of the present document, the following symbols apply:

Wa
Reference point between a WLAN Access Network and a 3GPP AAA Proxy in the roaming case and a 3GPP AAA Server in the Non-Roaming case (charging and control signalling)

Wd
reference point between a 3GPP AAA Proxy and a 3GPP AAA Server (charging and control signalling)

Wf
Reference point between a Offline Charging System and a 3GPP AAA Server/Proxy 

Wg
Reference point between a 3GPP AAA Proxy and a 3GPP WAG

Wi
Reference point between a Packet Data Gateway and an external IP Network

Wm
Reference point between a Packet Data Gateway and a 3GPP AAA Server

Wn
Reference point between a WLAN Access Network and a 3GPP WAG

Wo
Reference point between a 3GPP AAA Server and an OCS

Wp
Reference point between a 3GPP WAG and a 3GPP PDG.

Wx
Reference point between an HSS and a 3GPP AAA Server
Pr
Reference point between a 3GPP AAA Server and a PNA
3.3
Abbreviations

For the purposes of the present document, the following abbreviations apply:

AAA
Authentication, Authorization and Accounting 

AVP
Attribute Value Pair

CCF
Charging Collection Function

CG
Charging Gateway

EAP
Extensible Authentication Protocol

HSS
Home Subscriber Server

IMS
IP Multimedia Subsystem

OCS
On-line Charging System

PDG
Packet Data Gateway
PNA
Presence Network Agent
RADIUS
Remote Authentication Dial‑In User Service

WAG
WLAN Access Gateway


WLAN AN
WLAN Access Network

WLAN
Wireless Local Area Network

WLAN-UE
WLAN User Equipment
Next Modification

11
Pr Description

The Pr Reference Point is defined in 3GPP TS 23.141 [28] and allows the 3GPP AAA Server to report presence relevant events to the Presence Network Agent (PNA).
11.1 Functionality
The functionality of the Pr reference point is to enable:

-
Indication of the Attach/Detach to the PNA by the 3GPP AAA Server of a WLAN user.
-
Indication of the W-APN Activation/DeActivation to the PNA by the 3GPP AAA Server of a WLAN user.

11.2 Protocols

The Pr reference point shall be Diameter based.

For the Indication of the Attach/Detach status, a subset of the Wx procedures  have been  reused . The 3GPP AAA Server shall act as the NAS client and the PNA shall act as the Diameter server.

For the indication of W-APN Activation/DeActivation, NASREQ or Diameter Base Protocol is used.

11.3 Procedures Description

11.3.1 WLAN Attach/Detach Indication
According to the requirements given in clause 11.1, the Pr reference point shall enable:


-an indication of the Attach /Detach to the PNA.

This procedure is used between the 3GPP AAA Server and the PNA.

The procedure Attach indication shall be invoked by the 3GPP AAA Server after a new subscriber has been authenticated and authorised successfully by the 3GPP AAA Server.

The procedure of Detach indication shall be invoked by the 3GPP AAA Server when a WLAN user becomes detached, e.g. the WLAN UE has disappeared from WLAN coverage, or the OSC has initiated a disconnection.

The Pr reference point performs these functions based on the reuse of the existing Wx Server Assignment command code set (SAR/SAA).
Using this procedure, a 3GPP AAA Server can also indicate to the WLAN AN that the user accessing and the 3GPP VPLMN is roaming.

Table 11.3.1.1: WLAN Attach / Detach Indication Request

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	Permanent User Identity
	User-Name
	M
	This information element contains the permanent identity of the user, i.e. the IMSI.

	Server Assignment Type
	Server-Assignment-Type
	M
	Type of procedure the 3GPP AAA Server indicated to the PNA.

When this IE contains REGISTRATION value, the 3GPP AAA Server indicates to the PNA a WLAN user is attached.

When this IE contains USER_DEREGISTRATION/ ADMINISTRATIVE_DEREGISTRATION/ REAUTHENTICATION_FAILURE, the 3GPP AAA Server indicates to the PNA a WLAN user is detached.

Any other value is considered as an error case.

	Visited Network Identifier
	Visited-Network-Identifier
	C
	An dientifier that allows the home network to identify the Visited Network.

This AVP shall be present if the PDG is not in the WLAN-UE's home network i.e. the WLAN-UE is roaming.

	Routing Information
	Destination-Host 
	C
	If the 3GPP AAA Server knows the PNA name, this AVP shall be present. 

This information is available if the 3GPP AAA Server already has the PNA name stored. The PNA name is obtained from the Origin-Host AVP, which is received from the PNA, e.g. included in the SAA command.

Otherwise only the Destination-Realm is included, so that it is resolved to a PNA address. 


Editors Note: in RADIUS, the WLAN identifier is specified within the attribute called "operator name in IETF Draft geopriv [16]", through which a 3GPP AAA Server knows the WLAN AN the user accessing. The operator name AVPs should be included once the RADIUS extensions working group have agreed with Diameter working groups how this is to be done.
Table 11.3.1.2: WLAN Attach / Detach Indication Answer

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	Result
	Result-Code / Experimental-Result
	M
	Result of the operation.

A Result-Code AVP shall be used for errors defined in the Diameter Base Protocol.

An Experimental-Result AVP shall be used for Pr errors. This is a grouped AVP which contains the 3GPP Vendor ID in the Vendor-Id AVP, and the error code in the Experimental-Result-Code AVP.


11.3.1.1
Detailed behaviour

When a new 3GPP subscriber has been authenticated and authorized by the 3GPP AAA Server, the 3GPP AAA Server indicates the status of "Attach" towards the PNA. The PNA shall, in the event of an error in any of the steps, stop processing and return the corresponding error code, see 3GPP TS 29.229 [6]).
When a WLAN user is in Detach satus, the 3GPP AAA Server indicates the status of "Detach" towards the PNA. The PNA shall, in the event of an error in any of the steps, stop processing and return the corresponding error code, see 3GPP TS 29.229 [6]).
The 3GPP AAA server sends Server-Assignment-Request command to the PNA indicating the Attach/Detach status. The subscriber is identified by the User-Name AVP.

At reception of Server-Assignment-Request command, the PNA shall perform (in the following order):

1.
Check that the user is known. If not Experimental-Result-Code shall be set to DIAMETER_ERROR_USER_UNKNOWN.
2.
Check the Server Assignment Type value received in the request:

-
If it indicates REGISTRATION, that means the WLAN user is in Attach status, the PNA shall store the 3GPP AAA Server name for the authenticated and authorized 3GPP subscriber and set the Result-Code AVP to DIAMETER_SUCCESS in the Server-Assignment-Response command.

-
If it indicates USER_DEREGISTRATION / ADMINISTRATIVE_DEREGISTRATION / REAUTHENTICATION_FAILURE, that mean the WLAN user is in Detach status, the PNA shall remove the 3GPP AAA Server name previously assigned for the 3GPP subscriber and set the Result-Code AVP to DIAMETER_SUCCESS in the Server-Assignment-Response command.

-
If it indicates any other value, the Result-Code shall be set to DIAMETER_UNABLE_TO COMPLY, and no WLAN Attach/Detach indication procedure shall be performed.

The Origin-Host AVP shall contain the 3GPP AAA server identity.
11.3.2 W-APN Activation/DeActivation Indication
11.3.2.1 W-APN Activation Indication
According to the requirements given in clause 11.1, the Pr reference point shall enable:


-
an indication of the W-APN Activation to the PNA.

This procedure is used between the 3GPP AAA Server and the PNA.

The procedure of W-APN Activation indication shall be invoked by the 3GPP AAA Server when a tunnel to a W-APN is established successfully as defined in section 7.9; see 3GPP TS 23.234 [4].

The W-APN Activation Indication Request/Response are mapped onto the NASREQ AAR/AAA messages.
Table 11.3.2.1: W-APN Activation Indication request
	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	User Identity
	User-Name
	M
	This information element contains the identity of the user.

	Request-Type
	Session-Request -Type
	M
	This information element must be set to AUTHORIZATION REQUEST (0)

	Visited Network Identifier
	Visited-Network-Identifier
	C
	An iidentifier that allows the home network to identify the Visited Network.

This AVP shall be present if the PDG is not in the WLAN-UE's home network, i.e. the WLAN-UE is roaming. 

	W-APN-ID
	APN-Id
	C
	This information element contains the W-APN for which the UE is requesting authorization. 

This AVP shall be present when Session-Request-Type AVP is set to AUTHORIZATION REQUEST.

	Routing Information
	Destination-Host
	M
	The PNA name is obtained from the Origin-Host AVP of a previously received message.


Table 11.3.2.2:W-APN Activation Indication Answer

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	Result
	Result-Code / Experimental-Result
	M
	Result of the operation.

A Result-Code AVP shall be used for errors defined in the Diameter Base Protocol.

An Experimental-Result AVP shall be used for Pr errors. This is a grouped AVP which contains the 3GPP Vendor ID in the Vendor-Id AVP, and the error code in the Experimental-Result-Code AVP.


11.3.2.1.1
Detailed behaviour

The PNA shall, in the following order (if there is an error in any of the steps, the PNA shall stop processing and return the corresponding error code):

1)
Check that the user exists in the PNA. If not Experimental-Result-Code shall be set to DIAMETER_ERROR_USER_UNKNOWN.

2)
Check the Session-Request-Type AVP:

-
If Request type is set to AUTHORIZATION REQUEST, it indicates that the WLAN-UE now has been authorisated for such a W-APN and has one (or more) tunnel(s) active to the particular W-APN at the PDG.

· The PNA shall store the current active W-APN.
· Optionally, the PNA shall store the PDG IP address associated with the W-APN.

· The Result-Code shall be set to DIAMETER_SUCCESS.
Exceptions to the cases specified here shall be treated by a PNA as error situations, so the Result-Code shall be set to DIAMETER_UNABLE_TO_COMPLY. No information shall be stored in PNA.
11.3.2.2 W-APN DeActivation Indication

According to the requirements given in clause 11.1, Pr reference point shall enable:


-
an indication of the W-APN Deactivation to the PNA.

This procedure is used between the 3GPP AAA Server and the PNA.

The procedure of W-APN Deactivation indication is invoked by the 3GPP AAA Server when a particular W-APN becomes deactive.

TheW-APN Deactivation Indication Request/Response are mapped onto the Abort Session Request/Answer (AAR/AAA) messages defined in RFC 3588 [7].

Table 11.3.3.1: W-APN Deactivation Indication Request

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	User Identity
	User-Name
	M
	This information element shall contain the identity of the user.

	W-APN-Id
	APN-Id
	M
	This information element shall contain the W-APN Identification associated with the deactivation.

	Routing Information 
	Destination-Host
	M
	The PNA name shall be obtained from the Origin-Host AVP of a previous message received from the PNA.


Table 11.3.3.2: W-APN DeActivation Indication Answer

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	Result
	Result-Code / Experimental-Result
	M
	Result of the operation.

A Result-Code AVP shall be used for errors defined in the Diameter Base Protocol.

An Experimental-Result AVP shall be used for Pr errors. This is a grouped AVP which contains the 3GPP Vendor ID in the Vendor-Id AVP, and the error code in the Experimental-Result-Code AVP.


11.3.2.2.1
Detailed behaviour

The 3GPP AAA Server shall make use of this procedure to indicate the PNA that a particular W-APN has no active tunnel left for a specific user. On receipt of the message, the PNA shall:

1)
Check that the user is known in the PNA. If not, Experimental-Result-Code shall be set to DIAMETER_ERROR_USER_UNKNOWN.

2)
The PNA shall set the Result-Code to DIAMETER_SUCCESS and send back the SAA command to the 3GPP AAA Server.
11.4 Information Elements Contents

11.4.1 WLAN Attach/Detach Indication

The Server-Assignment-Request (SAR) command, indicated by the Command-Code field being set to 301 and the 'R' bit set in the Command Flags field, is sent by the 3GPP AAA Server to the PNA, in order to indicate to the PNA a WLAN user is in the status of Attached or Detached.

Message Format

<Server-Assignment-Request> ::=
< Diameter Header: 301, REQ, PXY, 16777216 >










< Session-Id >









{ Vendor-Specific-Application-Id }

{ Auth-Session-State }

{ Origin-Host }

{ Origin-Realm }

[ Destination-Host ]









{ Destination-Realm }

[ User-Name ]

*[ Supported-Features ]
*[ Public-Identity ]
{Visited-Network-Identifier}

{ Server-Name }

{ Server-Assignment-Type }

{ User-Data-Already-Available }












*[ AVP ]














*[ Proxy-Info ]











*[ Route-Record ]
The Server-Assignment-Answer (SAA) command, indicated by the Command-Code field being set to 301 and the 'R' bit cleared in the Command Flags field, is sent by the PNA to the 3GPP AAA Server, to confirm the Attached or Detached indication.

Message Format

<Server-Assignment-Answer> ::=

< Diameter Header: 301, PXY, 16777216 >











< Session-Id >









{ Vendor-Specific-Application-Id }









[ Result-Code ]

[Experimental-Result ]

{ Auth-Session-State }

{ Origin-Host }

{ Origin-Realm }

[ User-Name ]

*[ Supported-Features ]
[ User-Data ]

[ Charging-Information ]

*[ AVP ]

*[ Proxy-Info ]














*[ Route-Record ]
11.4.2 W-APN Activation/DeActivation Indication
11.4.2.1 W-APN Activation Indication
The W-APN Activation Indication request and response messages are mapped onto the NASREQ AAR/AAA messages. The ABNF for this is  defined  below:

<AA-Request> ::= < Diameter Header: 265, REQ, PXY >

< Session-Id >

{ Auth-Application-Id }

{ Origin-Host }

{ Origin-Realm }

{ Destination-Realm }

{ Auth-Request-Type }

[ Destination-Host ]

[ Session-Request-Type]

[ Visited-Network-Identifier]

[ APN-ID]

[ Routing-Policy]

[ NAS-Identifier ]

[ NAS-IP-Address ]

[ NAS-IPv6-Address ]

[ NAS-Port ]

[ NAS-Port-Id ]

[ NAS-Port-Type ]

[ Origin-State-Id ]

[ Port-Limit ]

[ User-Name ]

[ User-Password ]

[ Service-Type ]

[ State ]

[ Authorization-Lifetime ]

[ Auth-Grace-Period ]

[ Auth-Session-State ]

[ Callback-Number ]

[ Called-Station-Id ]

[ Calling-Station-Id ]

[ Originating-Line-Info ]

[ Connect-Info ]

[ CHAP-Auth ]

[ CHAP-Challenge ]

* [ Framed-Compression ]

[ Framed-Interface-Id ]

[ Framed-IP-Address ]

[ Framed-IP-Netmask ]

[ Framed-MTU ]

[ Framed-Protocol ]

[ ARAP-Password ]

[ ARAP-Security ]

* [ ARAP-Security-Data ]

* [ Login-IP-Host ]

* [ Login-IPv6-Host ]

[ Login-LAT-Group ]

[ Login-LAT-Node ]

[ Login-LAT-Port ]

[ Login-LAT-Service ]

* [ Tunneling ]

* [ Proxy-Info ]

* [ Route-Record ]

* [ AVP ]

The ABNF for the AAA is defined as follows:

     <AA-Answer> ::= < Diameter Header: 265, PXY >

< Session-Id >

{ Auth-Application-Id }

{ Auth-Request-Type }

{ Result-Code }

{ Origin-Host }

{ Origin-Realm }

[ Subscription-ID-AVP]

[ Service-Type ]

* [ Class ]

* [ Configuration-Token ]

[ Acct-Interim-Interval ]

[ Error-Message ]

[ Error-Reporting-Host ]

* [ Failed-AVP ]

[ Idle-Timeout ]

[ Authorization-Lifetime ]

[ Auth-Grace-Period ]

[ Auth-Session-State ]

[ Re-Auth-Request-Type ]

[ Session-Timeout ]

[ State ]

* [ Reply-Message ]

[ Origin-State-Id ]

* [ Filter-Id ]

[ Password-Retry ]

[ Port-Limit ]

[ Prompt ]

[ ARAP-Challenge-Response ]

[ ARAP-Features ]

[ ARAP-Security ]

* [ ARAP-Security-Data ]

[ ARAP-Zone-Access ]

[ Callback-Id ]

[ Callback-Number ]

[ Framed-Appletalk-Link ]

* [ Framed-Appletalk-Network ]

[ Framed-Appletalk-Zone ]

* [ Framed-Compression ]

[ Framed-Interface-Id ]

[ Framed-IP-Address ]

* [ Framed-IPv6-Prefix ]

[ Framed-IPv6-Pool ]

* [ Framed-IPv6-Route ]

[ Framed-IP-Netmask ]

* [ Framed-Route ]

[ Framed-Pool ]

[ Framed-IPX-Network ]

[ Framed-MTU ]

[ Framed-Protocol ]

[ Framed-Routing ]

* [ Login-IP-Host ]

* [ Login-IPv6-Host ]

[ Login-LAT-Group ]

[ Login-LAT-Node ]

[ Login-LAT-Port ]

[ Login-LAT-Service ]

[ Login-Service ]

[ Login-TCP-Port ]

* [ NAS-Filter-Rule ]

* [ QoS-Filter-Rule ]

* [ Tunneling ]

* [ Redirect-Host ]

[ Redirect-Host-Usage ]

 [ Redirect-Max-Cache-Time ]

* [ Proxy-Info ]

* [ AVP ]
11.4.2.2 W-APN Deactivation Indication
The ABNF for the W-APN Deactivation Indication Procedure is mapped onto the ASR and ASA commands as defined below:
<ASR>  ::= < Diameter Header: 274, REQ, PXY >

< Session-Id >

{ Origin-Host }

{ Origin-Realm }

{ Destination-Realm }

{ Destination-Host }

{ Auth-Application-Id }

[ User-Name ]

[ APN-Id ]

[ Origin-State-Id ]

* [ Proxy-Info ]

* [ Route-Record ]

 *[ AVP ]

<ASA>  ::= < Diameter Header: 274, PXY >

 < Session-Id >

{ Result-Code }

{ Origin-Host }

{ Origin-Realm }

[ User-Name ]

[ Origin-State-Id ]

[ Error-Message ]

[ Error-Reporting-Host ]

* [ Failed-AVP ]

* [ Redirected-Host ]

[ Redirected-Host-Usage ]

 [ Redirected-Max-Cache-Time ]

* [ Proxy-Info ]

* [ AVP ]
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