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1
Introduction
In the current WLAN stage 2 documentation, Vodafone believe there may be some ambiguity in how DNS is resolution is realised for the connection of a WLAN UE to a PDG. It should be noted that the PDG may be located in the VPLMN or the HPLMN and, unlike GPRS, it is up to the WLAN UE and not the network to decide which to connect (and hence perform the DNS resolution).

In the 3GPP TS 23.234, section 6.1.1 and 6.1.2 we have the following diagrams:
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NOTE:
The shaded area refers to WLAN 3GPP IP Access functionality.
Figure 1: Non-roaming reference model
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NOTE:
The shaded area refers to WLAN 3GPP IP Access functionality.
Figure 2a: Roaming reference model - 3GPP PS based services provided via the 3GPP Home Network
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NOTE:
The shaded area refers to WLAN 3GPP IP Access functionality.
Figure 2b: Roaming reference model - 3GPP PS based services provided via the 3GPP Visited Network

2
PDGs in the HPLMN

Problem #1 – No definition of "access independence"
It has been agreed n SA2 that Scenario 3 shall have "access independence", however, there is no mention of this requirement in the current WLAN stage 1. However, it is assumed by the author that this means that the PDG can be connected-to from a multitude of access networks, not just WLAN ANs. This therefore brings about another problem.

Problem #2 – What network is "WLAN 3GPP IP Access"?
It is currently unknown what the shaded area labelled "WLAN 3GPP IP Access" intended to be. Is it the Internet? Or is it the private inter‑operator IP backbone network, more commonly known as the "GRX"? With the "access independence" assumption, this now needs to be explicitly defined.

This ambiguity is a major one as it has knock‑on effects on what domain name CT4 define for the addressing scheme of PDGs. If CT4 do NOT agree on a domain name for the FQDNs of PDGs, then....
Regardless of whether "WLAN 3GPP IP Access" is the Internet or the GRX, what is implied from the diagrams above (and the rest of the WLAN stage 2) is that the "WLAN 3GPP IP Access" network is common between the VPLMN and the HPLMN. If not, then at the very least, during the set‑up between 2 PLMNs for roaming, the two PLMN operators will at least agree on a common network to use!
First of all, consider if the "WLAN 3GPP IP Access" is the Internet. This essentially would be what we have today i.e. WLAN ANs connected to the Internet, thus:
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Figure 3: 
In Figure 3 above, we can clearly see the DNS resolution flow (shown with a blue line). The DNS resolver in the UE sends the DNS Request to the local caching DNS server in the (WLAN) AN. This local caching DNS server will then interrogate the next node up in the DNS tree (e.g. the Root DNS, as shown in the diagram) which will eventually return the authoritative server in the PLMN of the PDG to be connected to. The local caching server will then interrogate the authoritative server and, all being well, successfully receive an IP address of the PDG. The data flow (shown with a black line), in this case the IKEv2 tunnel establishment, can then go ahead.
Next, consider if the "WLAN 3GPP IP Access" is the GRX, thus:
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Figure 4: 
In Figure 4 above, the DNS resolution flow (shown with a blue line) is identical to that shown in Figure 3. However, the GRX Root DNS tree will be utilised and NOT the Internet's.
It must be noted here, that the DNS tree in the Internet and the DNS tree in the GRX, are totally separate; they each have their own root and their own "leaf" nodes. Trying to resolve a GRX domain name on the Internet will not work, and, vice versa, trying to resolve an Internet domain name on the GRX will also not work.

Now consider what we have currently in the 3GPP specifications, where it is ambiguous as to what is the "WLAN 3GPP IP Access" network. In order for full interoperability, a PLMN would have to connect their PDG to both the Internet as well as the GRX. This is because if the (WLAN) AN was connected to the Internet and the PDG connected to the GRX, or vice versa, then the PDG would be unreachable. So in order to accommodate for both connection options for the (WLAN) AN, the PDG needs to be connected to both. Note also that in order for roaming to work between PLMNs, the same applies. This is because even if the HPLMN only has direct connections to (WLAN) ANs through one network, the HPLMN has to take into account that the VPLMN may use the other!
So we potentially have the following connection scenarios:
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Figure 5: 
In Figure 5 above, the DNS resolution flow (shown with a blue line) is identical to that shown in Figures 3 and 4. However, how would the UE "know" which network the (WLAN) AN is connected to i.e. Internet or GRX, and know which DNS tree would therefore be interrogated? One may suggest that the UE try a look‑up to a resolvable domain in either the Internet or GRX first, and if that one failed, try the other. Due to the way DNS works (i.e. caching of results) this may not be so time consuming as one might think. Although this is a bit of a "kludge" it could be considered as a solution.

Now suppose the (WLAN) AN had a connection to both the Internet and the GRX, thus:
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Figure 6: 
In Figure 6 above, the DNS resolution flow (shown with a blue line) is ambiguous in which DNS tree should be queried; the Internet's DNS tree or the GRX's DNS tree? The local caching DNS server (located in the (WLAN) AN) CANNOT interrogate both; DNS servers do not have the intelligence to decide between DNS trees to interrogate. They simply see one DNS tree only. They may have a list of different Root DNS nodes to try if one is unreachable, but only if the tried Root DNS node does not respond, not if a negative response is returned for a domain name. The assumption of only one DNS tree has been a feature of the IETF's DNS specifications since creation.

Problem #3 – Addressing the PDG in the HPLMN

If the GRX is chosen as the "WLAN 3GPP IP Access" network, then the domain name for PDG addressing (i.e. W‑APNs) is straight forward. CT4 will need to simply follow the procedure defined in 3GPP TS 23.003, Annex E for reserving a sub‑domain under the domain name "mnc<MNC>.mcc<MCC>.3gppnetwork.org". Once a sub‑domain is allocated, then the W‑APN/PDG FQDN for the HPLMN can be created using the MNC and MCC from the IMSI.

If the Internet is chosen as the "WLAN 3GPP IP Access" network, then the domain name for the PDG addressing (i.e. W‑APNs) is not so straight forward. There are currently no 3GPP procedures to follow for allocation of a public domain name. Does CT4 have to assign a default domain name? Could the UE just simply rely on configuration in the UICC and/or configuration in UE for the W‑APN instead?

3
PDGs in the VPLMN
Problem #4 – what exactly is the VPLMN in "access independence"?
So far, we have only analysed the connections to, and addressing of, PDGs in the HPLMN. Now let's consider PDGs in the VPLMN.

With no access independence, the domain name for the W‑APN of the PDG(s) residing in the VPLMN can be obtained from the Decorated NAI (minus the "wlan.") that was used in the AAA authentication. However, with access independence, the AAA authentication is not necessarily done so there may not be a Decorated NAI from which to obtain the domain name. Therefore this mechanism will not work. Also, with access independence the Internet is used as the "WLAN 3GPP IP Access" network.

So is there really a VPLMN in this case? Potentially there could be many VPLMNs and the user could choose any network's PDG(s)!
Conclusion
A choice must be made by SA2 as to what network the "WLAN 3GPP IP Access" network shall be. Should it be the Internet, the GRX or should it be an operator's implementation option as to which they choose? At the very least, it should be mandated that the (WLAN) AN should not be connected to both the Internet and the GRX; at least, not on the same VLAN/SSID behind the wireless access point.

If the Internet is chosen as the "WLAN 3GPP IP Access" network, then the domain name for PDG addressing (i.e. W‑APNs) will need to be clarified i.e. should CT4 mandate a particular domain name in the public/Internet domain name space? Or should we rely on configuration in the UICC and/or UE?
The Internet and GRX are totally separate IP networks and as such have different DNS trees. Without knowing which DNS tree is to be used, CT4 cannot define a domain name for use in the addressing of PDGs.

The VPLMN in access independence is null and void (i.e. it doesn't really exist!). The current documented architecture in the WLAN stage 2, 3GPP TS 23.234, does not specify anything about access independence.
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