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	Reason for change:
	Multiple N32-c and N32-f connections can be established between one SEPP of a PLMN and one or more SEPPs of a peer PLMN. Hence, it is necessary to correlate the N32-c and N32-f connections for e.g.: 
- to enable any renegotiated policy for N32-c to be applied to the related N32-f connection.
- to be able to tear down N32-f connection(s) associated to an N32-c connection;
- to be able to identify the N32-f connection(s) used for a specific PLMN, when a SEPP or RHUB supports serving multiple PLMNs; 
- to be able to identify the N32 connection for which some N32-f errors are reported.

When PRINS security is used, the N32-c and N32-f connections can be correlated at either SEPP using an N32-f context Identifier that is exchanged during the N32-c handshake and that is included in every N32-f message forwarded between the SEPPs. The N32-c protocol also supports a N32-f Context Termination Procedure which allows to terminate an N32-f context and tear down the corresponding N32-f connections. 

As reported in GSMA LS to CT4 (C4-240118) on "N32-f N32-c correlation", 
when TLS security is used, there is some unclarity on how the SEPP correlates the N32-c connection and the N32-f connections. 3GPP specifies that the SEPPs correlate the N32-c and N32-f connections using the peer SEPP's PLMN ID received in the TLS certificate during the setup of the N32-c and N32-f connections. No further details are defined. The N32-c protocol also supports tearing down the N32-f connection by sending an N32-c security capability exchange request with the security capability set to "NONE".

When using TLS security, correlating the N32-c and N32-f connections relying only on the peer SEPP's PLMN ID received in the TLS certificate is not sufficient, e.g. SEPP A1, A2 of MNO A would exhibit the same PLMN ID towards SEPP B1. Correlating the N32-c and N32-f connections using the PLMN ID and the peer SEPP's FQDN does not suffice either when multiple N32 connections can be setup (e.g. for different N32 purposes) between the same pair of SEPP.

One protential solution is adding the n32HandshakeId to SecNegotiateReqData and SecNegotiateRspData when TLS security is negotiated. This ID can be further used for the N32-f correlation at Application level. It means, the correlation can only be established after there are application level message need to be transferred via the N32-f connection. But there may be no application layer messages for a long time after TLS is established since the application layer messages are unpredictable. During this time intervla, it is not possibile for N32-c to correlate the N32-f in case the tear down or renegotiatio policy be applied to the related N32-f connection.

So, this CR proposed to use this ID in the TLS message forwarding procedure to enable the N32-f N32-c correlation.

	
	

	Summary of change:
	Add the n32HandshakeId to the TLS message forwarding procedure to peer SEPP.

	
	

	Consequences if not approved:
	SEPP cannot correlate an N32-c connection and its corresponding N32-f connections. Additionally the SEPP cannot request the peer SEPP via N32-c to terminate an N32-f connection, as the receiving SEPP cannot identify the N32-f connection that shall be terminated.
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* * * First Change * * * *
[bookmark: _Toc24986321][bookmark: _Toc34205749][bookmark: _Toc39061933][bookmark: _Toc43277175][bookmark: _Toc49847505][bookmark: _Toc56419480][bookmark: _Toc112683286][bookmark: _Toc161916334][bookmark: _Toc146103765][bookmark: _Toc151981324][bookmark: _Toc161909110]5.3.3	Message Forwarding to Peer SEPP when TLS is used
When the negotiated security policy between the SEPPs is TLS, then the procedures described in clause 5.3.2 shall not be applied. Messages shall be forwarded to the peer SEPP as specified in clause 6.1.4.3.4 of 3GPP TS 29.500 [4]. To enable the N32-c and N32 f correlation when TLS security policy is selected, the initial Cilent Hello message from initiating SEPP shall set the session ID field (RFC8446) to the value of n32HandshakeId which is negotiated during Security Capability Negotiation Procedure specified in clause 5.2.2.
On failure or unsuccessful processing of the incoming N32-f request, the responding SEPP shall respond to the initiating SEPP with an appropriate 4xx/5xx status code including a ProblemDetails structure with the "cause" attribute set to one of the following application errors as specified in Table 5.3.3-1.
 Table 5.3.3-1: Protocol and application errors generated by SEPP
	Protocol or application Error
	HTTP status code
	Description

	"CONTEXT_NOT_FOUND"
	403 Forbidden
	The N32-f request which was received over TLS connection is rejected due to having no related N32-c context.
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