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1. Introduction
<Introduction part (optional)>
2. Reason for Change
Evaluation and conclusion for KI#3 are missing
3. Conclusions
<Conclusion part (optional)>
4. Proposal
It is proposed to agree the following changes to 3GPP TR 29.857 v1.0.0.

[bookmark: _Hlk61529092]* * * First Change * * * *
7.6.1	Description
The solution is to address the Key Issue #1: Excessive Data Exposure over SBI. The solution addresses aspects i) and iii) of the key issues specified in clause 6.1.2.
This solution also addresses Key Issue #3: Access to dis-allowed Resource Segments.
One of the causes of data-leakage identified in the key issues is that all the NF-Consumers are only assigned a single level of access – allow or deny. There is no finer resolution of access supported. The result of this is that NFs that are allowed to access an NF producer's resource have access to all the data associated with that resource.
Many OAM systems, on the other hand, implement a role-based access system where different levels of access are provided to its users, based on the role(s) of the user, e.g. Administrator, Monitor, Operator etc., or the tasks the user is allowed to perform, e.g. read subscription data, update context data.
This solution addresses the restriction by allowing filters of the content of resources to be defined and associated with various access use cases, the filters being applied by the producer when presenting a resource to the consumer.
The solution works as follows:
Operators may define resource content filters, each of which may relate to any resource representation defined in an API.
The resource content filters are stored (or cached) in the producer instances, so that the producer can apply the filters when representing a resource.
Each resource content filter has an ID unique inside the operator network. These IDs are registered with the NRF by the producers that may apply the filters. The IDs are transparent to the NRF, it does not need to know the mapping of IDs to restricted data. It can be specified for each filter to which operation types the filter is applicable. If the operation applicability is not specified, the filters is applied for all operation types.
NRF can be configured with authorisation mappings applicable to combinations of consumer characteristics and NF or NF service profiles. This is existing NRF behaviour, which is extended by this solution to allow these combinations to derive a list of resource content filter IDs that may be applied in a specific case of a consumer accessing a resource from a producer. In effect, in addition to the NRF making decisions on whether the consumer is authorised to access a resource or data set provided by a producer, the NRF also decides, using additional configuration data, which resource content filters must be applied by the producer being accessed.
When a consumer requests generation of an OAuth token, NRF can determine the applicable resource content filters and include the IDs of these filters in the OAuth token.
The producer receiving the request with the OAuth token containing resource content filter IDs can look up the filter that is applicable to the resource being accessed (in local configuration) and apply the appropriate filter when sending the data from the requested resource to the consumer.
The definition of the filters is an implementation decision in each producer. They could take the form of a list of attributes within the resource that are allowed to be presented and/or a list of attributes within the resource that are not allowed to be presented. The specification of each item in these lists could be a JSON pointer that identifies an attribute within the structured resource. These pointers may also include variable values, e.g. snssaid=1, so that in cases where a resource contains multiple instances of an attribute, specific values of the attribute identified by the pointer may be allowed or restricted. The values in the pointers may be fixed in the variable definition, or they could be patterns (e.g. regular expressions), ranges, wildcards etc. They may also be derived from input parameters, such as values present in the request received from the consumer (URI, payload, OAuth token content etc.).


Figure 7.6.1-1: Example producer filter definitions
In cases where the variable values in the pointers are derived from some information related to the consumer, the information required must be included in the content of the OAuth token. If filters that use this mechanism are in use, the NRF must be configured with a list of the consumer information that is to be included in the OAuth token. The NRF may contain multiple such lists each applying to one or more filters, so that NRF can avoid including consumer information not required by the applicable filter.
The additional configuration the NRF may use for selecting the filters that are applicable when authorizing a consumer's access to a producer's resources may take any form and use any information available to the NRF related to the consumer making the request, and the producer's resources being accessed.
Information related to filters stored by the NRF is shown below:


Figure 7.6.1-2: NRF mapping of access cases to authorisation result and applicable filters



Figure 7.6.1-3: NRF mapping of filters to consumer information included in OAuth token
[bookmark: _Hlk164089274]* * * Next Change * * * *
7.6.2	Examples
Examples of the solution are given below.
Example 1: Filter contains variable attribute with fixed value
A producer, UDR, is configured with a resource content filter applicable to the SessionManagementPolicyData resource.
Rule ID:
[bookmark: _Hlk149656659]"Nudr_dr_policy_SMPolicyData_snssai_1_only"
Restricted attributes:
smPolicySnssaiData/snssai=1 – Indicating that the attribute named snssai can only be presented if the snssai is 1.
In NRF, configuration exists that applies to the case where a PCF is attempting to access a UDR, and the PCF is known to the NRF to serve slice 1. This case is associated (through NRF configuration) with the application of resource content filter "Nudr_dr_policy_SMPolicyData_snssai_1_only".
The NRF provides in the OAuth token claims the applicable filter IDs so the Producer can apply corresponding filter instance.
{
  ...
  "applicableResourceContentFilters": [
    "Nudr_dr_policy_SMPolicyData_snssai_1_only"
  ],
  ...
}

Example 2: Filter contains variable attribute with value to be taken from consumer characteristics
A producer, UDR, is configured with a resource content filter applicable to the SessionManagementPolicyData resource.
Rule ID:
"Nudr_dr_policy_SMPolicyData_snssai_of_consumer"
Restricted attributes:
smPolicySnssaiData/snssai=<consumerInfo/snssai> – Indicating that the attribute named snssai can only be presented if the snssai value is the same as the snssai value of the consumer supplied in the OAuth token.
In NRF, configuration exists that applies to the case where a PCF is attempting to access a UDR. This case is associated (through NRF configuration) with the application of resource content filter "Nudr_dr_policy_SMPolicyData_snssai_of_consumer".
The NRF provides in the OAuth token the applicable filter IDs and the slice ID(s) that the consumer serves so the Producer can apply the filter using the consumer's slice ID(s). The slice ID(s) are included in the consumerInfo attribute of the OAuth token claims.
{
  ...
  "applicableResourceContentFilters": [
    "Nudr_dr_policy_SMPolicyData_snssai_of_consumer"
  ],
  "consumerInfo": {
    "snssai": [ "1", "2" ]
  }
  ...
}
Example 3: Filter contains URI variable with value pattern to be taken from consumer characteristics
A producer, UDR, is configured with a resource content filter applicable to the AccessAndMobilitySubscriptionData resource.
Rule ID:
"Nudr_dr_subscriptionData_AMData_ueId_pattern_imsi-123456.+_only"
Allowed resource URI variables:
ueId = imsi-123456.+			Indicating that the allowed values of the ueId URI resource variable start with "imsi-123456".
In NRF, configuration exists that applies to the case where a UDM from PLMN 123456 is attempting to access a UDR. This case is associated (through NRF configuration) with the application of resource content filter "Nudr_dr_subscriptionData_AMData_ueId_pattern_imsi-123456.+_only".
The NRF provides in the OAuth token the applicable filter IDs and the imsi pattern that the consumer is allowed to request so the Producer can apply the filter using the consumer's PLMN ID(s). The imsi pattern is included in the consumerInfo attribute of the OAuth token claims.
{
  ...
  "applicableResourceContentFilters": [
    "Nudr_dr_subscriptionData_AMData_ueId_pattern_imsi-123456.+_only "
  ],
  "consumerInfo": {
    "plmnId": [ "123456" ]
  }
  ...
}
Flow of events and messaging for the examples described above.



Figure 7.6.2-1: Example 1 Flow of Events
Extensions to the data type used for access token claims is shown below. The applicableResourceContentFilters attribute has been added so that the list of applicable filters can be transported to the producer. The consumerInfo attribute has been added so that the consumer information used by the applicable filters can be transported to the producer.
Table 7.6.2-2: AccessTokenClaims
	Attribute name
	Data type
	P
	Cardinality
	Description

	iss
	NfInstanceId
	M
	1
	…

	sub
	NfInstanceId
	M
	1
	…

	aud
	Audience
	M
	1
	… 

	scope
	string
	M
	1
	…

	exp
	integer
	M
	1
	…

	consumerPlmnId
	PlmnId
	C
	0..1
	…

	…[Skipped for Clarity]…

	[bookmark: _Hlk149657061]applicableResourceContentFilters
	Array(rcfID)
	C
	0..1
	This IE may be included if the NRF supports providing applicable resource content filters in the access token claims for use by the producer.

	[bookmark: _Hlk149657100]consumerInfo
	map(array(string))
	O
	1..N(1..M)
	A map of tag name/values pairs, where the tag name is a unique string name that is the primary key of the map and is paired with an array of string values.



Backward compatibility is addressed in a similar way to other attributes in the AccessTokenClaims - if an NF service producer receives the new IE in the token, it shall be ignored.

[bookmark: _Toc160895470]* * * Next Change * * * *
[bookmark: _Toc160895490][bookmark: _Toc39050173]8.x	Evaluation of Solutions for Key Issue#3
Solution #6 addresses Key-Issue #3.
Solution #6 provides an efficient way to restrict access to dis-allowed resources and allows to flexibly address all identified use cases.

* * * Next Change * * * *
[bookmark: _Toc160895493]
9.x	Conclusion of Solutions for Key Issue#3
Based on the evaluation in clause 8.x it is concluded to select solutions #6 for normative specification work.
Editor's Note:		Normative specification work shall not contravene SA3 security requirements.
* * * End of Changes * * * *
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