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* * * First Change * * * *

[bookmark: _Toc161916358]5.5.3.3.1	Error message originated by Roaming Intermediary via N32-f
The procedure below describes the situation in which Roaming Intermediary B detects an error in the response.


Figure 5.5.3.3.1-1: Error message originated by Roaming Intermediary via N32-f Response
1.	The c-SEPP receives a service request (HTTP request) message from cNF.
2.	The c-SEPP sends an N32-f request using PRINS security (i.e. JOSE protected message) to forward the service request message to the p-SEPP.
3.	The pSEPP send the service request to the pNF (see clause 5.3.2.3)
4.	The pNF returns the service response (e.g. 200 OK response) to the p-SEPP.
5.	The p-SEPP encapsulates the service reponse in an N32-f response (i.e. JOSE protected message) and forwards the message to the c-SEPP (see clause 5.3.2.3).
6-8.	As the Roaming Intermediary B detects an N32-f related error (e.g. an IE is received ciphered while it should be in clear), depending on the Roaming Intermediary’s policy, the Roaming Intermdiary B may forward the response message (200 OK) encapsulating the service response to the c-SEPP and the c-SEPP sends the Service Response to the cNF.
NOTE:	In case the Roaming Intermediary decides not to forward the response message to c-SEPP, NF consumers and NF producers can end up with de-synchronized status in case of a non-safe/idempotent operation. Mechanisms specified for 5GC SBI can be used for handling such situation (e.g. to detect the re-transmitted request).
9.	The Roaming Intermediary B sends a new N32-f request encapsulating an N32-c "N32-f Error Reporting request" message towards p-SEPP to report the error, as specified in clause 5.5.3.3.2. For instance, the Roaming Intermediary B reports the error "POLICY_MISMATCH" to the p-SEPP to indicate the unprotected IEs are ciphered.
Upon receipt of an N32-f request encapsulating an N32-c message with a dummy N32-c apiRoot, the receiving N32-f service instance of the p-SEPP looks up for a N32-c service instance that can support the N32-f connection (identified by the nN32fContextId received in the N32-f request), substitutes the dummy N32-c apiRoot of the N32-c message with the apiRoot of that N32-c service instance and forwards the N32-c message towards that N32-c service instance. The receiving N32-f service instance of the p-SEPP may also determine the message in which the error occurred, based on the messageId received in the N32-f request.
10.	The p-SEPP returns "204 No Content" to the Roaming Intermediary B.
11.	The p-SEPP logs the error and, if possible and allowed by local policies, considers it for further N32-f messages the p-SEPP sends towards the c-SEPP (e.g. the p-SEPP may send the reported IE causes error in step 9 in clear in further messages it forwards towards the c-SEPP).
12.	The cNF may repeat its service request in case no response is being received from the c-SEPP.
13.	The c-SEPP forwards the (repeated) service request from the cNF, if any. Alternatively, the c-SEPP may resend its N32-f request to the p-SEPP due to no response being received from the p-SEPP.
14.	The pSEPP forwards the service request towards the pNF.
15.	The pNF returns the service response (e.g. 200 OK response).
16.	The p-SEPP encapsulates the service response in an N32-f response (i.e. JOSE protected message) and forwards the message to the c-SEPP, taking into account any error information earlier received from the cSEPP or Roaming Intermediary, if possible and allowed by local policies (e.g. the IE previously reported in error in clear).
17.	The c-SEPP send the service response to the cNF.
The procedure is identical if the Roaming Intermediary A detects an error.

* * * Next Change * * * *

[bookmark: _Toc161916359]5.5.3.3.2	Error message formatting by the Roaming Intermediary
If a Roaming Intermediary needs to generate an N32-f related error message upon receiving an N32-f response, the Roaming Intermediary shall construct a new N32-f request as defined in clause 5.3.2.3 for a SEPP with the following modifications:
-	the DataToIntegrityProtectBlock (see Table 6.2.5.2.2-1) shall only contain the MetaData with the nN32fContextId and messageId of the N32-f response message for which an error was detected.
-	the patch instructions in the modificationBlock (see Table 6.2.5.2.2-1) shall be based on an  DataToIntegrityProtectBlock only containing the MetaData with the n32fContextId and messageId.
-	the modifications in the "modificationsBlock" shall result in encoding a N32-c request for N32-f Error Reporting, i.e. it shall contain patch instructions:
-	adding the requestLine to form an HTTP POST request "{n32c-apiRoot}/n32c-handshake/v1/n32f-error"; the {n32c-apiRoot} shall be set to a dummy N32-c apiRoot defined as the N32-f apiRoot with the authority part prepended with the label "n32c".
EXAMPLE:	If the n32-f apiRoot is https://sepp-n32f.5gc.mnc203.mcc422.3gppnetwork.org:443, the dummy N32-c apiRoot is:
https://n32c.sepp-n32f.5gc.mnc203.mcc422.3gppnetwork.org:443
NOTE:	The dummy N32-c apiRoot in the N32-c message encapsulated in the N32-f request needs not contain addressing information of any actual N32-c service instance of the p-SEPP. Instead, this indicates to the receiving N32-f service instance of the p-SEPP that it needs to look up for a N32-c service instance and route the request towards that N32-c service instance. See step 9 of clause 5.5.3.3.1.
-	adding headers, if applicable; and
-	adding the payload that shall be the content of the N32-f Error Reporting Request, i.e N32fErrorInfo.
-	the modificationBlock shall contain the JWS signature of the Roaming Intermediary.
The Roaming Intermediary shall then send its N32-f request towards the p-SEPP, (using the same N32-f apiRoot as the one that was used in the original N32-f request sent to the p-SEPP) possibly via another intermediate Roaming Intermediary.

* * * Next Change * * * *

[bookmark: _Toc161916362]5.5.3.4.2	Error message formatting by the Roaming Intermediary
If a Roaming Intermediary needs to generate a service error message upon receiving an N32-f request, the Roaming Intermediary shall construct a service error response (to be sent within a successful N32-f response) as defined in clause 5.3.2.3 for a SEPP with the following modifications:
-	the DataToIntegrityProtectBlock (see Table 6.2.5.2.3-1) shall only contain metadata with messageIdN32-f message ID and n32fContextIdN32-f context ID of the N32-f request message;
-	the patch instructions in the modificationBlock (see Table 6.2.5.2.3-1) shall be based on the intermediary originated DataToIntegrityProtectBlock only containing the MetaData with the messageIdN32-f message ID and n32fContextIdN32-f context ID.
-	the modifications in the "modificationsBlock" shall result in encoding the service error response, i.e. it shall contain patch instructions;
-	adding the statusLine to form the desired service error response (e.g. 403 Forbidden response);
-	adding SBI headers, if applicable; and
-	adding the payload that shall be the content of the service error response (e.g. ProblemDetails with the reason why the registration request is rejected);
-	the modificationBlock shall contain the JWS signature of the Roaming Intermediary.
The Roaming Intermediary shall then send its N32-f response towards the c-SEPP, possibly via another intermediate Roaming Intermediary, encapsulating the service error response.
Editor's note: Roaming Intermediary originated error message e.g. to terminate a session is FFS.

* * * Next Change * * * *

[bookmark: _Toc161916364]5.5.3.5.1	Applicative request message originated by Roaming Intermediary via N32-f
The procedure below describes the situation in which Roaming Intermediary detects an event where there are no immediate N32-f messages corresponding to react on. An independent request message is initiated by the Roaming Intermediary.


Figure 5.5.3.5.1-1: Applicative request message originated by Roaming Intermediary via N32-f
1.	The Roaming Intermediary detects an applicative event regarding the status of roaming where the Roaming Intermediary requires to change the status on specific NF.
NOTE 1:	How the Roaming Intermediary becomes aware of n32fContextIdN32f_contextID is outside the scope of this specification.
2. 	The Roaming Intermediary shall create a new N32-f request encapsulating a request for the appropriate NF as specified in clause 5.5.3.5.2, and shall send the request towards pSEPP for the message targeted to NF Producer.
Editor's note:	It is FFS how to avoid the clash of the message ID created by the Roaming Intermediary and any future messages initiated by the cSEPP.
NOTE 2:	The encapsulated message itself is not in scope of N32 definition. Here only the transport is defined, the content is application specific.
3a.	The pSEPP shall verify that the Roaming Intermediary is allowed to generate the given request according to operator policy. If allowed by the policy, the pSEPP shall reconstruct the request to be forwarded to the NF and forward the request to the target NF.
3b.	If the message is not allowed by the policy as in step 3a, then the responding SEPP shall return an appropriate 4xx/5xx status code together with the "ProblemDetails" in the content of the response.
4.	The target NF shall return an appropriate response to the pSEPP.
5.	The pSEPP shall forward the response using PRINS security to Roaming Intermediary. Since the Roaming Intermediary is the NF consumer of the request, the response is not forwarded to any other entity from the Roaming Intermediary.
NOTE 3:	Step 5 does not prohibit the Roaming Intermediary to initiate any further signalling corresponding to the received HTTP response.
The procedure is analogous if the Roaming Intermediary detects an event that is required on NF beyond the other Roaming Intermediary. In this case the request is routed via the other Roaming Intermediary to the pSEPP.
NOTE 4:	As there can only be two Roaming Intermediaries between two SEPPs, the scenario described above refers to the case when the Roaming Intermediary needs to send to the SEPP connected via the other Roaming Intermediary.

* * * End of Changes * * * *
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