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1.
Introduction

During operation of a PLMN, it is a common task to have to re-allocate subscriber's data records across subscriber servers/databases, due to multiple reasons such as, e.g., network redimensioning / scaling-out, replacement / swap of legacy databases (e.g. 4G UDC systems), etc.
In order to support the migration of subscriber data and the users’ traffic steering to e.g. a new UDC system (HSS-FE / UDR), in previous network architectures the subscriber server (HLR in 2G/3G, HSS in 4G) could rely on sending a "reset" command to the access nodes, to inform that the dynamic data for users migrated needs to be restored.
This was widely used since users were extracted from the old database and re-provisioning was performed in the new database. Permanent subscription data was then restored, but dynamic data (e.g. context data) was not migrated and the migration process was relying on the existing EPC reset mechanism in order to speed up the process of restoring consistency between the serving nodes and the database, so that serving nodes (e.g. MME) were in charge of that. Traffic steering related to the affected users was then performed by SLF/DRA.
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Figure 1: RESET Procedure in EPC
Note that, while this "reset" command was originally conceived to indicate to the access nodes that a failure had ocurred in the subscriber servers/databases, it evolved to support additional functionality, related to O&M actions, or to update certain pieces of subscription data that can be shared by multiple subscribers (as can be found in 3GPP TS 29.002 or 3GPP TS 29.272). The original intention is kept, since it is a matter of restoring the dynamic data/UE context data in the database.
However, the corresponding support for this type of functionality in 5GC is not fully mapped due to the nature of 5GC routing capabilities in the serving nodes (e.g. AMF), since they are usually based on the stored GroupId of the UDM (as part of UE context), so they attempt to restore the context/dynamic data by reusing the stored GroupId.
Similar to EPC, the UDM instances serving the UE might have changed (e.g. UDM reallocation), so the serving node would still target the previous UDM instances/GroupId.

2.
Discussion
The UDR Restoration functionality, introduced in Release 17, might be regarded as a suitable mechanism to achieve this Subscriber Data Migration functionality, although it needs additional functionality to offer feature-parity with the functionality offered by the "reset" command in previous network architectures.

For example, it is not clear when a serving node (e.g. AMF) may consider that the UDM GroupId (potentially stored as part of UE context) might still be valid and reused for subsequent synchronization requests (i.e. UECM registration with restoration indication) after receiving a restoration notification request from UDM.
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Figure 2: Restoration Procedure in 5GC
In Figure 2, the following steps occur:

1)
A given UE, or a range of UEs, is moved from UDM/UDR 1 to UDM/UDR 2
2)
UDM/UDRs update their profile in NRF, and NRF sends a notification to AMF with the updated UDM profile(s). Note that this step may have the following complications:

a)
If the UDM profile only contains Group ID, and it does not contain ranges of UE IDs (because they are managed locally by NRF and/or retrieved from UDR via Nudr_GroupIDmap), the UDM profile does not actually change, so the AMF is never informed about the change done in step 1)

b)
Even if the NRF sends a notification with the updated UDM profiles (and their new ranges of UEs):

-
It is very hard and inefficient for the AMF to determine whether the existing UE contexts (containing the UDM Group ID for each UE ID) are affected by the migration done in step 1). E.g. if a given UDM Group ID serves several million UE IDs, but only a few UE IDs are affected by the migration, this results into the AMF having to re-check whether a given UE ID still belongs to a given UDM Group ID for ALL UEs served or (at the very least) for ALL UEs in the affected Group IDs (several millions), after being notified from the NRF
-
AMF will normally only make of use that information for UDM discovery and selection of UEs not yet registered in the AMF. For already registered UEs, the AMF will keep on making use of the UDM Group ID stored in the UE Context to send subsequent requests to UDM.
3)
The UDM sends a restoration notification indicating the affected subscribers from the change done in step 1)
4)
The AMF sends a re-registration to UDM. Note that, if the AMF have not been able to determine the new UDM group ID of the affected UEs (as a result of the complications highlighted in step 2), the re-registration is sent to the old UDM group, which is wrong, since that UDM group does not serve the affected UEs anymore.

In summary, different aspects specific to the Service-Based Architecture nature of 5G, need be taken into account.
For example, the following use-case scenarios should be covered:

-
Migration of subscriber data from an existing UDM group to another existing UDM group, or to a newly created UDM group


(same for UDR groups)
-
Restoration of UE dynamic data on the target UDR instances
-
Enable correct discovery of AUSF/UDM by AMF/SMF/SMSF after subscriber data migration (which may include users’ reallocation to new UDM / UDR instances)
-
Allow the PLMN operator to control when the serving nodes start sending traffic to the target UDM/UDR group (i.e. to be able to completely separate the migration of subscriber data records from the restoration of dynamic data)

3.
Proposal
The authors of this paper would like to discuss these aspects during CT4#122 meeting, and have feedback on how to best address these shortcomings of the current 5G system. If agreed by CT4, Ericsson would like to propose the creation of a Release 19 Work Item during CT4#123 / CT#104.
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