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* * * First Change * * * *
[bookmark: _Toc161035610][bookmark: _Toc67903501][bookmark: _Toc35971377][bookmark: _Toc510696585][bookmark: _Toc161839823][bookmark: _Toc153817499][bookmark: _Toc145947055][bookmark: _Toc138344547][bookmark: _Toc161827860][bookmark: _Toc153887532][bookmark: _Toc153887484][bookmark: _Toc145956049][bookmark: _Toc138411862][bookmark: _Toc130844156][bookmark: _Toc122096935][bookmark: _Toc114779018][bookmark: _Toc106639508][bookmark: _Toc98506223][bookmark: _Toc90650553][bookmark: _Toc88818631][bookmark: _Toc82716344][bookmark: _Toc74993756][bookmark: _Toc67685935][bookmark: _Toc58594425][bookmark: _Toc56517524][bookmark: _Toc51873396][bookmark: _Toc49849882][bookmark: _Toc45032393][bookmark: _Toc43215145][bookmark: _Toc36463305][bookmark: _Toc34147921][bookmark: _Toc27593050][bookmark: _Toc25168631][bookmark: _Toc20150384]5	Services offered by the SLPKMF
[bookmark: _Toc161035611][bookmark: _Toc138409918][bookmark: _Toc122090687][bookmark: _Toc98142547][bookmark: _Toc35971378][bookmark: _Toc510696586]5.3	Introduction
The Table 5.3-1 shows the SLPKMF Services and SLPKMF Service Operations:
Table 5.31-1: List of SLPKMF Services
	Service
	Service Operations
	Operation Semantics
	Example Consumer(s)

	Nslpkmf_Discovery 
	AnnounceAuthorize
	Request/Response
	SLPKMF

	
	MonitorAuthorize
	Request/Response
	SLPKMF

	
	DiscoveryAuthorizatione
	Request/Response
	SLPKMF

	Nslpkmf_SLPKMFKeyRequest
	UnicastKey
	Request/Response
	SLPKMF



Table 5.31-2 summarizes the corresponding APIs defined for this specification.
Table 5.31-2: API Descriptions
	Service Name
	Clause
	Description
	OpenAPI Specification File
	apiName
	Annex

	Nslpkmf_Discovery
	6.1
	PKMF Discovery Service
	TS29xxx_Nslpkmf_Discovery.yaml
	Nslpkmf-disc
	A.2

	Nslpkmf_SLPKMFKeyRequest
	6.2
	SLPKMF Key Request Service
	TS295xx_Nslpkmf_SLPKMFKeyRequest.yaml
	nslpkmf-keyrequest
	A.3




* * * Next Change * * * *
[bookmark: _Toc161035619]5.2.2.4	DiscoveryAuthorizatione
[bookmark: _Toc161035620]5.2.2.4.1	General
The DiscoveryAuthorizatione service operation is invoked by a NF Service Consumer, i.e. another SLPKMF in another PLMN, towards the SLPKMF to retrieve the discovery key from the SLPKMF for a discoverer UE in the PLMN to operate Model B restricted discovery.
The NF Service Consumer (e.g., SLPKMF) shall request the SLPKMF to get authorization as shown in Figure 5.2.2.4.1-1



Figure 5.2.2.4.1-1: Discover Authorizatione
1.	The NF Service Consumer (e.g., SLPKMF) shall send an HTTP PUT request to the resource representing the monitor-authorizatione custom operation. The request body shall contain the ranging and sidelink positioning application identifier, UE role and PC5 UE security capability.
2a.	If the context indicated by the userInfoId doesn't exist, the SLPKMF shall create the new resource, and upon success of creation of the resource, "201 created" shall be returned.
2b.	If the context indicated by the userInfoId already exists, the SLPKMF shall replace the stored data using the received data, and upon success of the update of the resource, "204 No Content" shall be returned.
2c.	On failure or redirection, one of the HTTP status code listed in Table 6.1.3.3.3.1-3 may be returned. For a 4xx/5xx response, the message body may contain a ProblemDetails structure with the "cause" attribute set to one of the application error listed in Table 6.1.3.3.3.1-3.

* * * Next Change * * * *
[bookmark: _Toc161035637][bookmark: _Toc510696608][bookmark: _Toc35971399][bookmark: _Toc98142566][bookmark: _Toc122090704][bookmark: _Toc145953057]6.1.3.1	Overview
This clause describes the structure for the Resource URIs and the resources and methods used for the service.
Figure 6.1.3.1-1 describes the resource URI structure of the Nslpkmf_Discovery API.




Figure 6.1.3.1-1: Resource URI structure of the Nslpkmf_Discovery API
Table 6.1.3.1-1 provides an overview of the resources and applicable HTTP methods.
Table 6.1.3.1-1: Resources and methods overview
	Resource name
	Resource URI
	HTTP method or custom operation
	Description

	AnnounceAuthorize
	/{ueId}/announce-authorize/{userInfoId}
	PUT
	Obtain the authorization from the SLPKMF for announcing in the PLMN

	MonitorAuthorize
	/{ueId}/monitor-authorize/{userInfoId}
	PUT
	Obtain the discovery key from the SLPKMF for monitoring in the PLMN

	DiscoveryAuthorizatione
	/{ueId}/discovery-authorizatione/{userInfoId}
	PUT
	Obtain the discovery key from the SLPKMF for a discoverer UE in the PLMN to operate Model B restricted discovery




* * * Next Change * * * *
[bookmark: _Toc161035646]6.1.3.4	Resource: DiscoveryAuthorizatione
[bookmark: _Toc161035647]6.1.3.4.1	Description
This resource represents the Discovery AuthorizationKey.
[bookmark: _Toc161035648]6.1.3.4.2	Resource Definition
Resource URI: {apiRoot}/Nslpkmf-disc/<apiVersion>/{ueId}/discovery-authorizatione/{userInfoId}
This resource shall support the resource URI variables defined in Table 6.1.3.4.2-1.
Table 6.1.3.4.2-1: Resource URI variables for this resource
	Name
	Data type
	Definition

	apiRoot
	string
	See clause 6.1.1

	ueId
	VarUeId
	Represents the Subscription Identifier SUPI or GPSI (see 3GPP TS 23.501 [2] clause 5.9.2)
	pattern: See pattern of type VarUeId in 3GPP TS 29.571 [15]

	userInfoId
	UserInfoId
	Represents User Info Id.



[bookmark: _Toc161035649]6.1.3.4.3	Resource Standard Methods
6.1.3.4.3.1	PUT
This method shall support the URI query parameters specified in Table 6.1.3.4.3.1-1.
Table 6.1.3.4.3.1-1: URI query parameters supported by the PUT method on this resource
	Name
	Data type
	P
	Cardinality
	Description
	Applicability

	n/a
	
	
	
	
	



This method shall support the request data structures specified in Table 6.1.3.4.3.1-2 and the response data structures and response codes specified in Table 6.1.3.4.3.1-3.
Table 6.1.3.4.3.1-2: Data structures supported by the PUT Request Body on this resource
	Data type
	P
	Cardinality
	Description

	DiscoveryAuthReqData
	M
	1
	Contains the Discovery Key Data for the indicated UE and indicated user info id.



Table 6.1.3.4.3.1-3: Data structures supported by the PUT Response Body on this resource
	Data type
	P
	Cardinality
	Response
codes
	Description

	DiscoveryAuthRespData
	M
	1
	201 Created
	Upon success of creation of the resource, a response body containing a representation of the discovery key data for the discoverer UE in the PLMN to operate Model B restricted discovery shall be returned.
The HTTP response shall include a "Location" HTTP header that contains the resource URI of the created resource.

	n/a
	
	
	204 No Content
	Upon success of the update of the resource, an empty response body shall be returned.

	RedirectResponse
	O
	0..1
	307 Temporary Redirect
	Temporary redirection.
(NOTE 2)

	RedirectResponse
	O
	0..1
	308 Permanent Redirect
	Permanent redirection.
(NOTE 2)

	ProblemDetails
	O
	0..1
	403 Forbidden
	The "cause" attribute may be used to indicate one of the following application errors:
- RANGINGSL_SERVICE_UNAUTHORIZED

See Table 6.1.7.3-1 for the description of these errors.

	ProblemDetails
	O
	0..1
	404 Not Found
	The "cause" attribute may be used to indicate one of the following application errors:
-	APPLICATION_NOT_FOUND

See Table 6.1.7.3-1 for the description of these errors.

	NOTE 1:	The manadatory HTTP error status code for the PUT method listed in Table 5.2.7.1-1 of 3GPP TS 29.500 [4] also apply.
NOTE 2:	RedirectResponse may be inserted by an SCP, see clause 6.10.9.1 of 3GPP TS 29.500 [4].



Table 6.1.3.4.3.1-4: Headers supported by the 201 Response Code on this resource
	Name
	Data type
	P
	Cardinality
	Description

	Location
	string
	M
	1
	Contains the URI of the newly created resource, according to the structure: {apiRoot}/Nslpkmf-disc/<apiVersion>/{ueId}/discovery-authorizatione/{userInfoId}



Table 6.1.3.4.3.1-5: Headers supported by the 307 Response Code on this resource
	Name
	Data type
	P
	Cardinality
	Description

	Location
	string
	M
	1
	An alternative URI of the resource located on an alternative service instance within the same SLPKMF or SLPKMF (service) set.
For the case, when a request is redirected to the same target resource via a different SCP, see clause 6.10.9.1 in 3GPP TS 29.500 [4].

	3gpp-Sbi-Target-Nf-Id
	string
	O
	0..1
	Identifier of the target SLPKMF (service) instance ID towards which the request is redirected



Table 6.1.3.4.3.1-6: Headers supported by the 308 Response Code on this resource
	Name
	Data type
	P
	Cardinality
	Description

	Location
	string
	M
	1
	An alternative URI of the resource located on an alternative service instance within the same SLPKMF or SLPKMF (service) set.
For the case, when a request is redirected to the same target resource via a different SCP, see clause 6.10.9.1 in 3GPP TS 29.500 [4].

	3gpp-Sbi-Target-Nf-Id
	string
	O
	0..1
	Identifier of the target SLPKMF (service) instance ID towards which the request is redirected




* * * Next Change * * * *
[bookmark: _Toc161035673][bookmark: _Toc532994477][bookmark: _Toc35971448][bookmark: _Toc98142613][bookmark: _Toc122090732][bookmark: _Toc145953085][bookmark: _Hlk525137310]6.1.9	Security
As indicated in 3GPP TS 33.501 [11] and 3GPP TS 29.500 [4], the access to the Nslpkmf_Discovery API may be authorized by means of the OAuth2 protocol (see IETF RFC 6749 [12]), based on local configuration, using the "Client Credentials" authorization grant, where the NRF (see 3GPP TS 29.510 [13]) plays the role of the authorization server.
If OAuth2 is used, an NF Service Consumer, prior to consuming services offered by the Nslpkmf_Discovery API, shall obtain a "token" from the authorization server, by invoking the Access Token Request service, as described in 3GPP TS 29.510 [13], clause 5.4.2.2.
NOTE:	When multiple NRFs are deployed in a network, the NRF used as authorization server is the same NRF that the NF Service Consumer used for discovering the Nslpkmf_Discovery service.
The Nslpkmf_Discovery API defines the following scopes "Nslpkmf-keyrequest" for OAuth2 authorization as specified in 3GPP TS 33.501 [11]:
Table 6.1.9-1: OAuth2 scopes defined in Npanf_ProseKey API
	Scope
	Description

	"Nslpkmf-disc"
	Access to the Nslpkmf_Discovery API

	"Nslpkmf-disc:announce-authorize:modify"
	Access to modify the authorization to announce for a UE in the PLMN

	"Nslpkmf-disc:monitor-authorize:modify"
	Access to modify the authorization for monitoring for an UE in the PLMN

	"Nslpkmf-disc:discovery-authorizatione:modify"
	Access to modify the authorization from the 5G DDNMF for a discoverer UE in the PLMN to operate Model B restricted discovery




* * * Next Change * * * *
[bookmark: _Toc161035716][bookmark: _Toc70925899][bookmark: _Toc130832019][bookmark: _Toc145952597]A.2	Nslpkmf_Discovery API
openapi: 3.0.0

info:
  title: Nslpkmf_Discovery API
  version: '1.0.0-alpha.3'
  description: |
    Nslpkmf_Discovery Service.  
    © 2024, 3GPP Organizational Partners (ARIB, ATIS, CCSA, ETSI, TSDSI, TTA, TTC).  
    All rights reserved.

[…]

  /{ueId}/discovery-authorizatione/{userInfoId}:
    put:
      summary: Obtain the discovery key from the SLPKMF for a discoverer UE
      operationId: ObtainDiscAuth
      tags:
        - Obtain the discovery key for a discoverer UE
      security:
        - {}
        - oAuth2ClientCredentials:
          - Nslpkmf-disc
        - oAuth2ClientCredentials:
          - Nslpkmf-disc
          - Nslpkmf-disc:discovery-authorizatione:modify
      parameters:
        - name: ueId
          in: path
          description: Identifier of the UE
          required: true
          schema:
            $ref: 'TS29571_CommonData.yaml#/components/schemas/VarUeId'
        - name: userInfoId
          in: path
          description: User Info Id
          required: true
          schema:
            $ref: '#/components/schemas/UserInfoId'
      requestBody:
        content:
          application/json:
            schema:
              $ref: '#/components/schemas/DiscoveryAuthReqData'
        required: true
      responses:
        '201':
          description: Created
          content:
            application/json:
              schema:
                $ref: '#/components/schemas/DiscoveryAuthRespData'
          headers:
            Location:
              description: >
                Contains the URI of the newly created resource, according to the structure:
                {apiRoot}/Nslpkmf-disc>/<apiVersion>/{ueId}/discovery-authorizatione/{userInfoId}
              required: true
              schema:
                type: string
        '204':
          description: Successful update of the resource.
        '307':
          $ref: 'TS29571_CommonData.yaml#/components/responses/307'
        '308':
          $ref: 'TS29571_CommonData.yaml#/components/responses/308'
        '400':
          $ref: 'TS29571_CommonData.yaml#/components/responses/400'
        '401':
          $ref: 'TS29571_CommonData.yaml#/components/responses/401'
        '403':
          $ref: 'TS29571_CommonData.yaml#/components/responses/403'
        '404':
          $ref: 'TS29571_CommonData.yaml#/components/responses/404'
        '411':
          $ref: 'TS29571_CommonData.yaml#/components/responses/411'
        '413':
          $ref: 'TS29571_CommonData.yaml#/components/responses/413'
        '415':
          $ref: 'TS29571_CommonData.yaml#/components/responses/415'
        '429':
          $ref: 'TS29571_CommonData.yaml#/components/responses/429'
        '500':
          $ref: 'TS29571_CommonData.yaml#/components/responses/500'
        '502':
          $ref: 'TS29571_CommonData.yaml#/components/responses/502'
        '503':
          $ref: 'TS29571_CommonData.yaml#/components/responses/503'
        default:
          description: Unexpected error

[…]
components:
  securitySchemes:
    oAuth2ClientCredentials:
      type: oauth2
      flows:
        clientCredentials:
          tokenUrl: '{nrfApiRoot}/oauth2/token'
          scopes:
            Nslpkmf-disc: Access to the Nslpkmf_Discovery API
            Nslpkmf-disc:announce-authorize:modify: >
              Access to modify the authorization to announce for a UE in the PLMN
            Nslpkmf-disc:monitor-authorize:modify: >
              Access to modify the authorization for monitoring for an UE in the PLMN
            Nslpkmf-disc:discovery-authorizatione:modify: >
              Access to modify the authorization from the SLPKMF for a discoverer UE
              in the PLMN to operate Model B restricted discovery

[…]

* * * End of Changes * * * *
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