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* * * First Change * * * *
[bookmark: _Toc20150441][bookmark: _Toc25168689][bookmark: _Toc27593108][bookmark: _Toc34147984][bookmark: _Toc36463368][bookmark: _Toc43215208][bookmark: _Toc45032456][bookmark: _Toc49849945][bookmark: _Toc51873459][bookmark: _Toc56517587][bookmark: _Toc58594488][bookmark: _Toc67685998][bookmark: _Toc74993825][bookmark: _Toc82716415][bookmark: _Toc88818702][bookmark: _Toc90650624][bookmark: _Toc98506294][bookmark: _Toc106639579][bookmark: _Toc114779089][bookmark: _Toc122097006][bookmark: _Toc130844227][bookmark: _Toc138411935][bookmark: _Toc145956133][bookmark: _Toc153887575][bookmark: _Toc161905464]6.1.8	Security
As indicated in 3GPP TS 33.501 [9], the access to the Nlmf_Location API may be authorized by means of the OAuth2 protocol (see IETF RFC 6749 [10]), using the "Client Credentials" authorization grant, where the NRF (see 3GPP TS 29.510 [11]) plays the role of the authorization server.
If Oauth2 authorization is used, an NF Service Consumer, prior to consuming services offered by the Nlmf_Location API, shall obtain a "token" from the authorization server, by invoking the Access Token Request service, as described in 3GPP TS 29.510 [11], clause 5.4.2.2.
NOTE:	When multiple NRFs are deployed in a network, the NRF used as authorization server is the same NRF that the NF Service Consumer used for discovering the Nlmf_Location service.
The Nlmf_Location API defines the following scopes for OAuth2 authorization as specified in 3GPP TS 33.501 [9]:
Table 6.1.8-1: OAuth2 scopes defined in Nlmf_Location API
	Scope
	Description

	"nlmf-loc"
	Access to the Nlmf_Location API.

	"nlmf-loc:determine-location:invoke"
	Access to invoke Determine Location

	"nlmf-loc:cancel-location:invoke"
	Access to invoke Cancel Location

	"nlmf-loc:location-context-transfer:invoke"
	Access to invoke Location Context

	"nlmf-loc:measure-location:invoke"
	Access to invoke Location Measurement

	"nlmf-loc:up-subscription:invoke"
	Access to invoke UP Subscription

	"nlmf-loc:up-subscriptions:modify"
	Access to modify UP Subscription

	"nlmf-loc:configure-up:invoke"
	Access to invoke UP Config



* * * Next Change * * * *
[bookmark: _Toc20150444][bookmark: _Toc25168734][bookmark: _Toc27593153][bookmark: _Toc34148029][bookmark: _Toc36463413][bookmark: _Toc43215253][bookmark: _Toc45032501][bookmark: _Toc49849990][bookmark: _Toc51873504][bookmark: _Toc56517632][bookmark: _Toc58594533][bookmark: _Toc67686047][bookmark: _Toc74993874][bookmark: _Toc82716464][bookmark: _Toc88818751][bookmark: _Toc90650673][bookmark: _Toc98506342][bookmark: _Toc106639627][bookmark: _Toc114779137][bookmark: _Toc122097054][bookmark: _Toc130844275][bookmark: _Toc138411983][bookmark: _Toc145956181][bookmark: _Toc153887623][bookmark: _Toc161905512][bookmark: _Hlk160537101]A.2	Nlmf_Location API
openapi: 3.0.0

info:
  version: '1.3.0-alpha.6'
  title: 'LMF Location'
  description: |
    LMF Location Service.  
    © 2024, 3GPP Organizational Partners (ARIB, ATIS, CCSA, ETSI, TSDSI, TTA, TTC).  
    All rights reserved.

externalDocs:
  description: 3GPP TS 29.572 V18.5.0; 5G System; Location Management Services; Stage 3
  url: 'https://www.3gpp.org/ftp/Specs/archive/29_series/29.572/'

[Text skipped for clarity]

  /up-subscriptions/{subscriptionId}:
    delete:
      summary: Deletes a subscription
      operationId: DeleteSubscription
      tags:
        - UP Unsubscribe
      security:
        - {}
        - oAuth2ClientCredentials:
          - nlmf-loc
        - oAuth2ClientCredentials:
          - nlmf-loc
          - nlmf-loc:up-subscriptions:modify
      parameters:
        - name: subscriptionId
          in: path
          required: true
          description: Unique subscription Id
          schema:
            type: string
      responses:
        '204':
          description: Expected response to a successful subscription removal
        '307':
          $ref: 'TS29571_CommonData.yaml#/components/responses/307'
        '308':
          $ref: 'TS29571_CommonData.yaml#/components/responses/308'
        '400':
          $ref: 'TS29571_CommonData.yaml#/components/responses/400'
        '401':
          $ref: 'TS29571_CommonData.yaml#/components/responses/401'
        '403':
          $ref: 'TS29571_CommonData.yaml#/components/responses/403'
        '404':
          $ref: 'TS29571_CommonData.yaml#/components/responses/404'
        '411':
          $ref: 'TS29571_CommonData.yaml#/components/responses/411'
        '413':
          $ref: 'TS29571_CommonData.yaml#/components/responses/413'
        '415':
          $ref: 'TS29571_CommonData.yaml#/components/responses/415'
        '429':
          $ref: 'TS29571_CommonData.yaml#/components/responses/429'
        '500':
          $ref: 'TS29571_CommonData.yaml#/components/responses/500'
        '501':
          $ref: 'TS29571_CommonData.yaml#/components/responses/501'
        '503':
          $ref: 'TS29571_CommonData.yaml#/components/responses/503'
        default:
          $ref: 'TS29571_CommonData.yaml#/components/responses/default'


  [Text skipped for clarity]


components:
  securitySchemes:
    oAuth2ClientCredentials:
      type: oauth2
      flows:
        clientCredentials:
          tokenUrl: '{nrfApiRoot}/oauth2/token'
          scopes:
            nlmf-loc: Access to the Nlmf_Location API
            nlmf-loc:determine-location:invoke: Access to invoke Determine Location
            nlmf-loc:cancel-location:invoke: Access to invoke Cancel Location
            nlmf-loc:location-context-transfer:invoke: Access to invoke Location Context
            nlmf-loc:measure-location:invoke: Access to invoke Location Measurement
            nlmf-loc:up-subscriptions:invoke: Access to invoke UP Subscription
            nlmf-loc:up-subscriptions:modify: Access to modify UP Subscription
            nlmf-loc:configure-up:invoke: Access to invoke UP Config

  [Text skipped for clarity]


* * * End of Changes * * * *


