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	Reason for change:
	3GPP TS 29.573 has specified SEPPs may be configured and exchange the protection policy for certain sensitive information elements via N32-c and protect the sensitive information by encryption in reformatting message via N32-f.

However, there are some limitations in current specification:

1/ Currently the IE location only defined URI Query, Header, JSON body or multiple part body, but sensitive information may be included in resource path, e.g. in UDM API:
{apiRoot}/nudm-uecm/v1/{ueId}/registrations/smf-registrations/{pduSessionId}

It is not possible to define a protection policy for such sensitive information in the resource path.

2. Currently the formatted message can contain the reference to the encrypted blocks for HTTP headers or HTTP payload/contents, where:
· An encrypted HTTP header containing the header name and the value part contain the index to the encrypted block; or
· An encrypted JSON IE/Body with the IE path as the JONS pointer of the encrypted IE and the and the value part contain the index to the encrypted block.

It is not specified how to format the sensitive information contained in the resource path and/or query parameters in the formatted messages via N32-f.


	
	

	Summary of change:
	1/ Define a new feature for sensitive information protection in URI.

2/ Extend the IeLocation to support sensitive information protection in resource URI path, with Variable in URI path name as the tag.

3/ Clarify that the RequestLine element can contain the reference to encrypted block for sensitive information elements. Add a new IE in RequestLine data type to indicate the locations of the protected IEs.

4/ Update OpenAPI accordingly.

5/ Give an example of reformatting sensitive info in resource URI in Annex


	
	

	Consequences if not approved:
	Sensitive information in request line cannot be protected via N32 with PRINS.

	
	

	Clauses affected:
	6.1.5.2.8, 6.1.5.3.6. 6.1.7, 6.2.5.2.6, A.2, A.3, B.x(New)
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	Other comments:
	This CR introduce backward compatible correction to OpenAPI files of N32_Handshake and JOSEProtectedMessageForwarding API.

	
	

	This CR's revision history:
	Rev1:

1/ Add new IE in RequestLine data type to indicate the location of the protected IEs

2/ Update the feature name and descriptions

3/ Editorial corrections in many places.

4/ Nokia, Nokia Shanghai Bell, NTT DOCOMO, Verizon, Huawei added as co-sources.
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Editorial correction.
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* * * First Change * * * *
[bookmark: _Toc24986362][bookmark: _Toc34205790][bookmark: _Toc39061974][bookmark: _Toc43277216][bookmark: _Toc49847546][bookmark: _Toc56419522][bookmark: _Toc112683328][bookmark: _Toc151454600]6.1.5.2.8	Type: IeInfo
Table 6.1.5.2.8-1: Definition of type IeInfo
	Attribute name
	Data type
	P
	Cardinality
	Description

	ieLoc
	IeLocation
	M
	1
	This IE shall contain the location of the IE mentioned in "reqBodyIePath" or "rspBodyIePath" (i.e Variable in URI path or URI query parameter or HTTP header or JSON body or multipart message)

	ieType
	IeType
	M
	1
	This IE shall contain the type of the IE, representing the nature of the information the IE is carrying.

	[bookmark: _PERM_MCCTEMPBM_CRPT51080040___2]reqIe
	string
	C
	0..1
	This IE shall be included when the Ies in HTTP/2 request messages of an API need to be protected when forwarded over N32-f. When present, this IE shall contain:
- The JSON pointer representation of the IE to be protected, if the "ieLoc" indicates "BODY". Only the JSON pointer of the leaf IEs are included;
- The name of the Variable in URI path to be protected, if the "ieLoc" indicates "URI_PATH";
	e.g. the name "{ueId}" can be used to protect the UE ID in the following API URI:

"/nNf-service/v1/(ueId)/service-operation-1"
- The name of the URI query attribute parameter to be protected, if the "ieLoc" indicates "URI_PARAM";
- The name of the HTTP header, if the "ieLoc" indicates "HEADER";
- The JSON pointer representation of the attribute defined with the RefToBinaryData type if the "ieLoc" indicates "MULTIPART_BINARY". It shall be encoded as: <JSON Pointer of the attribute defined with the RefToBinaryData type>/data.

	[bookmark: _PERM_MCCTEMPBM_CRPT51080041___2]rspIe
	string
	C
	0..1
	This IE shall be included when the IEs in HTTP/2 response messages of an API need to be protected when forwarded over N32-f. When present, this IE shall contain:
- The JSON pointer representation of the IE to be protected, if the "ieLoc" indicates "BODY". Only the JSON pointer of the leaf IEs are included;
- The name of the URI query attribute to be protected, if the "ieLoc" indicates "URI_PARAM";
- The name of the HTTP header, if the "ieLoc" indicates "HEADER";
- The JSON pointer representation of the attribute defined with the RefToBinaryData type if the "ieLoc" indicates "MULTIPART_BINARY". It shall be encoded as: <JSON Pointer of the attribute defined with the RefToBinaryData type>/data.

	isModifiable
	boolean
	C
	0..1
	This IE shall be included if the IE is allowed to be modified by all IPX(s) on the side of the SEPP sending the API IE mapping. When present,

[bookmark: _PERM_MCCTEMPBM_CRPT51080042___2]- true, indicates that the IE is allowed to be modified by all IPX(s) on the side of the SEPP;
- false, indicates that the IE is not allowed to be modified by any IPX on the side of the SEPP;
- default is false.
When the IE is not included, the default value shall be applied.
(NOTE)

	isModifiableByIpx
	map(boolean)
	C
	0..1
	This IE shall be included if the IE is allowed to be modified by some of (but not all) the IPX(s) on the side of the SEPP sending the API IE mapping. The key of the map is the ipxProviderId for which the boolean applies.

When present, each element carries the isModifiable indication for the IPX indicated by the key.
(NOTE)

	NOTE:	Either isModifiable or isModifiableByIpx may be present, but not both.



* * * Next Change * * * *
[bookmark: _Toc24986376][bookmark: _Toc34205804][bookmark: _Toc39061988][bookmark: _Toc43277230][bookmark: _Toc49847560][bookmark: _Toc56419536][bookmark: _Toc112683343][bookmark: _Toc151454615]6.1.5.3.6	Enumeration: IeLocation
Table 6.1.5.3.6-1: Enumeration IeLocation
	Enumeration value
	Description

	"URI_PARAM"
	IE is located in the URI query parameters.

	"HEADER"
	IE is located in the HTTP header.

	"BODY"
	IE is located in the body.

	"MULTIPART_BINARY"
	IE is located in the message body but encoded as a multipart message information in binary format.

	"URI_PATH"
	IE is located in the URI path excluding query parameters.



* * * Next Change * * * *
[bookmark: _Toc112683352][bookmark: _Toc151454624][bookmark: _Toc24986408][bookmark: _Toc34205836][bookmark: _Toc39062020][bookmark: _Toc43277262][bookmark: _Toc49847592][bookmark: _Toc56419573][bookmark: _Toc112683381][bookmark: _Toc151454654]6.1.7	Feature Negotiation
The feature negotiation mechanism specified in clause 6.6 of 3GPP TS 29.500 [4] shall be used to negotiate the optional features applicable between the c-SEPP and the p-SEPP, for the N32 Handshake service, if any.
The c-SEPP shall indicate the optional features it supports for the N32 Handshake service, if any, by including the supportedFeatures attribute in the HTTP POST request message for following service operations:
-	Security Capability Negotiation procedure, as specified in clause 5.2.2 to negotiate the security capability;
The p-SEPP shall determine the supported features for the requested network as specified in clause 6.6 of 3GPP TS 29.500 [4] and shall indicate the supported features by including the supportedFeatures attribute in content of the HTTP response for the service operation.
The syntax of the supportedFeatures attribute is defined in clause 5.2.2 of 3GPP TS 29.571 [12].
The following features are defined for the N32 Handshake service.
Table 6.1.7-1: Features of supportedFeatures attribute used by N32 Handshake service
	Feature Number
	Feature
	M/O
	Description

	1
	NFTLST
	O
	N32-f TLS Connection Termination Support

A SEPP that supports this feature shall support handling of Security Capability Negotiation procedure to tear down the N32-f TLS connection as specified in clause 5.2.2).

	x
	PSIU
	M
	Protection of Sensitive Information in URI (Path and Query Parameters)

A SEPP that complies with this release of the specification shall support this feature, i.e. the protection of sensitive information in URI path and query parameters in HTTP messages to be forwarded.


	Feature number: The order number of the feature within the supportedFeatures attribute (starting with 1).
Feature: A short name that can be used to refer to the bit and to the feature.
M/O: Defines if the implementation of the feature is mandatory ("M") or optional ("O").
Description: A clear textual description of the feature.



* * * Next Change * * * *
6.2.5.2.6	Type: RequestLine
Table 6.2.5.2.6-1: Definition of type RequestLine
	Attribute name
	Data type
	P
	Cardinality
	Description

	method
	HttpMethod
	M
	1
	This IE shall contain the HTTP method of the API invoked by the NF service consumer / producer behind the SEPP towards its peer NF service in the other PLMN. 

	scheme
	UriScheme
	M
	1
	This IE shall contain the HTTP scheme of the API.

	authority
	string
	M
	1
	This IE shall contain the authority part of the URI of the API being invoked.

	path
	string
	M
	1
	This IE shall contain the path part of the URI of the API being invoked.

The string value of this IE may contain one or more IndexToEncryptedValue structures (encoded with JSON format) specified in clause 6.2.5.2.13 if there are Variables in URI path to be encrypted.


	protocolVersion
	string
	M
	1
	This IE shall contain the HTTP protocol version. The version shall be 2 in this release of this specification.

	queryFragment
	string
	C
	0..1
	This IE shall contain the query fragment part of the API, if available.

The string value of this IE may contain one or more IndexToEncryptedValue structures (encoded with JSON format) specified in clause 6.2.5.2.13 if the values of certain URI query parameters are to be encrypted.


	pathQueryProtectInd
	array(IeLocation)
	C
	1..2
	This IE shall be present when IE(s) with sensitive information in the URI path and/or query parameters were protected with encryption.

When present, this IE shall indicate the location(s) of the protected IE(s), i.e. "URI_PATH" and/or "URI_PARAM".



* * * Next Change * * * *
[bookmark: _Toc24986459][bookmark: _Toc34205887][bookmark: _Toc39062071][bookmark: _Toc43277313][bookmark: _Toc49847643][bookmark: _Toc56419624][bookmark: _Toc112683431][bookmark: _Toc151454706][bookmark: _Toc24986464][bookmark: _Toc34205892][bookmark: _Toc39062076][bookmark: _Toc43277318][bookmark: _Toc49847648][bookmark: _Toc56419629][bookmark: _Toc112683436][bookmark: _Toc151454711]A.2	N32 Handshake API
********************* Text Skipped for Clarify ************************
    IeLocation:
      description: Location of the IE in a HTTP message
      anyOf:
        - type: string
          enum:
            - URI_PARAM
            - HEADER
            - BODY
            - MULTIPART_BINARY
            - URI_PATH
        - type: string


********************* Text Skipped for Clarify ************************

* * * Next Change * * * *
[bookmark: _Toc24986460][bookmark: _Toc34205888][bookmark: _Toc39062072][bookmark: _Toc43277314][bookmark: _Toc49847644][bookmark: _Toc56419625][bookmark: _Toc112683432][bookmark: _Toc153888081]A.3	JOSE Protected Message Forwarding API on N32-f
********************* Text Skipped for Clarify ************************
    RequestLine:
      description: Contains the request line of the HTTP API request being reformatted and forwarded over N32-f
      type: object
      required:
        - method
        - scheme
        - authority
        - path
        - protocolVersion
      properties:
        method:
          $ref: 'TS29573_N32_Handshake.yaml#/components/schemas/HttpMethod'
        scheme:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/UriScheme'
        authority:
          type: string
        path:
          type: string
        protocolVersion:
          type: string
        queryFragment:
          type: string
        pathQueryProtectInd:
          type: array
          items:
            $ref: 'TS29573_N32_Handshake.yaml#/components/schemas/IeLocation'
          minItems: 1
          maxItems: 2

********************* Text Skipped for Clarify ************************
* * * Next Change * * * *
B.x	Input Message Containing Sensitive Information in URI Path and/or URI Query Parameters
Consider the following example:
POST /nNf-service1/v1/(ueId)/service-operation-1?ue-loc={ueLocation}&query2={value of query parameter 2}

in the above HTTP request,
-	One Variable in URI path of the input HTTP/2 message needs to be integrity protected and ciphered, i.e. the UE ID.
-	One URI query parameter of the input HTTP/2 message needs to be integrity protected and ciphered, i.e. UE location.
-	The headers and content in the input HTTP/2 message need to be only integrity protected.
The N32fReformattedReqMessage for this example looks like
"reformattedData": {
  "protected": BASE64URL(UTF8(JWE Protected Header),
  "unprotected": <non integrity protected shared JOSE headers>,
  "header": <non integrity protected recipient specific JOSE headers>,
  "encrypted_key": BASE64URL(JWE Encrypted Key),
  "aad": BASE64URL(DataToIntegrityProtectBlock),
  "iv": BASE64URL(JWE Initialization Vector),
  "ciphertext": BASE64URL(JWE CipherText(DataToIntegrityProtectAndCipherBlock),
  "tag": BASE64URL(JWE Authentication Tag)
}

The DataToIntegrityProtectBlock for this example looks like
{
  "metaData":
    {
      "n32fContextId": <the n32fcontext Id of receiving SEPP>,
      "messageId": <Id of the message>,
      "authorizedIpxId": <FQDN of the IPX>
    },
  "requestLine":
    {
      "method": <http method of the NF service API>,
      "scheme": <http scheme of the NF service API>,
      "authority": <authority part of the NF service API URI>,
      "path": "/nNf-service1/v1/{"encBlockIndex":1}/service-operation-1",
      "protocolVersion": <HTTP protocol version>,
      "queryFragment": "ue-loc={"encBlockIndex":2}&query2={value of query parameter 2}",
      "pathQueryProtectInd": [ "URI_PATH", "URI_PARAM" ]
    },
  "headers":
    [
      {
        "header": <name of HTTP header 1>,
        "value": {"headerval": <string carrying value of the header>}
      },
      {
        "header": <name of HTTP header 2>,
        "value": {"headerval": <string carrying value of the header>}
      }
    ],
  "payload":
    [
      {
        "iePath": <JSON Pointer of IE 1>,
        "ieValueLocation": "BODY",
        "value": <value of IE>
      },
      {
        "iePath": <JSON Pointer of IE 2>,
        "ieValueLocation": "BODY",
        "value": <value of IE>
      }
    ]
}

The DataToIntegrityProtectAndCipherBlock for this example looks like
{
  "dataToEncrypt":
    [
      <value of {ueId}>,
      <value of {ueLocation}>
    ]
}

* * * End of Changes * * * *


