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	Reason for change:
	The MPAS and SSET procedures specified for SMF set in clause 5.22 of TS 29.244 enable other SMFs of an SMF set to take over seamlessly the PFCP sessions that were served by an SMF that fails. 

However, there isn't any call flow illustrating the behavior over N4 defined by the above procedures, when an SMF of an SMF set fails. It is proposed to add a call flow in TS 23.527 to improve the specification.

Furthermore, the SMF restoration procedures specified in TS 23.527 disregard deployments using SMF set and the MPAS feature defined in TS 29.244 and thus provide incomplete requirements.

When an SMF of an SMF set restarts, its local recovery time stamp shall not be changed since the PFCP session contexts of the restarted SMF have been maintained by the SMF set. However, this is not specified.


	
	

	Summary of change:
	A call flow is specified illustrating the behavior over N4 of the MPAS procedure upon an SMF failure.

SMF restart requirements are clarified for an SMF deployed in an SMF set.


	
	

	Consequences if not approved:
	Risk of Interoperability issues and misbehaving SMF and UPF implementations due to missing requirements and call flow in TS 23.527.
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* * * First Change * * * *
[bookmark: _CR5_22_2][bookmark: _Toc155128715][bookmark: _Toc19717135][bookmark: _Toc27490602][bookmark: _Toc27556895][bookmark: _Toc27723812][bookmark: _Toc36030878][bookmark: _Toc36042798][bookmark: _Toc36814122][bookmark: _Toc44688971][bookmark: _Toc44923725][bookmark: _Toc51860692][bookmark: _Toc57930459][bookmark: _Toc57931089][bookmark: _Toc155291493][bookmark: _Toc155296220][bookmark: _Toc19717149][bookmark: _Toc27490622][bookmark: _Toc27556915][bookmark: _Toc27723832][bookmark: _Toc36030901][bookmark: _Toc36042821][bookmark: _Toc36814145][bookmark: _Toc44688995][bookmark: _Toc44923749][bookmark: _Toc51860718][bookmark: _Toc57930485][bookmark: _Toc57931115][bookmark: _Toc155291526][bookmark: _Toc155296253]4	Restoration Procedures related to the N4 Interface
[bookmark: _Toc19709716][bookmark: _Toc27252991][bookmark: _Toc44856079][bookmark: _Toc44857967][bookmark: _Toc51840292][bookmark: _Toc155128724]4.4	SMF Restoration Procedures
[bookmark: _Toc19709717][bookmark: _Toc27252992][bookmark: _Toc44856080][bookmark: _Toc44857968][bookmark: _Toc51840293][bookmark: _Toc155128725]4.4.1	General
When a SMF fails, all its PDU session contexts and PFCP associations affected by the failure may become invalid and may be deleted. 
When the SMF that fails is deployed as part of an SMF set, the PDU session contexts that were served by that SMF are maintained by the SMF set. The MPAS and SSET procedures specified for SMF set in clause 5.22 of 3GPP TS 29.244 [4] enable the restarted SMF to continue serving its own PFCP sessions, or other SMFs of an SMF set to take over seamlessly the PFCP sessions that were served by the SMF that fails.
If F-TEID allocation is performed in the SMF, the SMF should ensure as far as possible that previously used F-TEID values are not immediately reused after a SMF restart, in order to avoid inconsistent TEID allocation throughout the network.
NOTE:	This is to ensure that F-TEIDs are not reused until earlier PDU sessions using them are released.

* * * Next Change * * * *
[bookmark: _Toc19709718][bookmark: _Toc27252993][bookmark: _Toc44856081][bookmark: _Toc44857969][bookmark: _Toc51840294][bookmark: _Toc155128726]4.4.2	Restoration Procedure for SMF Restart
4.4.2.1	General 
During or immediately after a SMF Restart, the SMF shall place local SMF-C Recovery Time Stamp value in all Heartbeat Request/Response messages.
The UPF will receive the SMF recovery time stamps in PFCP heartbeat requests/responses.
When a UPF detects that a peer PFCP entity in the SMF has restarted (as specified in clause 4.2), the UPF shall delete all session contexts affected by the PFCP entity restart that it may have stored. When the UPF receives a GTP‑U PDU not matching any PDRs, it shall discard the GTP‑U PDU and return a GTP error indication to the originating node (e.g. other UPF, gNB or N3IWF).
4.4.2.2	Restart of an SMF in a SMF Set 
During or immediately after the restart of an SMF in an SMF set, using the MPAS or SSET procedure specified for SMF set in clause 5.22 of 3GPP TS 29.244 [4], the SMF shall not modify the local SMF Recovery Time Stamp value in its Heartbeat Request/Response messages.
Accordingly, the UPF does not detect that the peer PFCP entity in the SMF has restarted and will not delete the session contexts that were served by the restarted PFCP entity in the SMF.
When re-establishing its PFCP association with the UPF, the restarted SMF shall set the PFCP Session Retention Information IE to request the UPF to retain all its existing PFCP sessions if a PFCP association was already established in the UPF for the same Node ID (see clause 6.2.6.2.1 of 3GPP TS 29.244 [4]). Accordingly, the UPF shall retain all PFCP sessions that were established with the existing PFCP association and which have not been moved to other SMFs of the SMF set, if a PFCP association was already established at the UPF for the same Node ID. 
NOTE:	Depending on how fast the SMF restarts, the UPF can have moved some PFCP sessions to different SMF(s) of the SMF set as described in clause 4.4.3.2, e.g. if the UPF detected that the SMF was not responsive for some time.

* * * Next Change * * * *
[bookmark: _Toc19709719][bookmark: _Toc27252994][bookmark: _Toc44856082][bookmark: _Toc44857970][bookmark: _Toc51840295][bookmark: _Toc155128727]4.4.3	Restoration Procedure for SMF Failure without Restart
4.4.3.1	General 
When a UPF detects that a peer PFCP entity in the SMF is not reachable for a preconfigured time, and the MPAS or SSET procedure specified for SMF set in clause 5.22 of 3GPP TS 29.244 [4]) are not used, the UPF shall delete all the session contexts affected by the peer PFCP entity failure that it may have stored.
4.4.3.2	Failure of an SMF in a SMF set
When the MPAS or SSET procedure specified for SMF set in clause 5.22 of 3GPP TS 29.244 [4]) is used, when the UPF detects that a peer PFCP entity in an SMF is not responsive for a preconfigured time, or upon being instructed by SMF(s) of the SMF set to move PFCP sessions, the UPF shall move the PFCP sessions that were served by the failed PFCP entity to another PFCP entity in the same SMF or another SMF, as specified in clause 5.22 of 3GPP TS 29.244 [4] and clause 4.7.3.
Figure 4.4.3.2-1 depicts an example call flow for a failure (without restart) of an SMF in an SMF set using the MPAS or SSET feature.


Figure 4.4.3.2-1: Failure (without restart) of an SMF in an SMF set using the MPAS or SSET feature
0.	When using the MPAS feature, the SMFs of the SMF set establish PFCP associations with the UPF, including the SMF Set ID IE set to an FQDN representing the SMF Set and optionally Alternative SMF IP Address IE(s) of alternative PFCP entities in the same SMF or different SMFs of the SMF set. 

When using the SSET feature, one SMF of the SMF set establishes one PFCP association with the UPF for the SMF set, optionally including Alternative SMF IP Address IE(s) of alternative PFCP entities in the same SMF or different SMFs of the SMF set. In this case, the UPF considers that the SMF1, SMF2 and SMF3 represent different PFCP entities.

The SMFs of the SMF set establish PFCP sessions in the UPF, optionally providing a FQ-CSID and/or a Group ID as described in clause 4.7.2.
1.	The SMF1 fails without restart.
2.	The SMFs of the SMF set may request the UPF to move group(s) of PFCP sessions, each identified by a FQ-CSID, Group ID or CP IP Address, to alternative SMF(s) of the SMF set. 
3.	Upon being instructed by the SMFs to move PFCP sessions, or upon detecting that the SMF1 is not responsive, the UPF sends subsequent PFCP Session Report Request messages to the alternative SMFs of the SMF set, as specified in clause 5.22 of 3GPP TS 29.244 [4] and clause 4.7.3. The UPF sets the SEID field to zero in the PFCP header of the PFCP Session Report Request and includes the old CP F-SEID that was assigned by the previous SMF in the request. 

Upon receiving such requests, the SMF takes over the control of the PFCP sessions from the previous SMF and sends PFCP Session Report Response messages including, for each PFCP session, the CP F-SEID IE with the IPv4 or IPv6 address of the new PFCP entity and the same or a modified SEID, and optionally including the N4-u F-TEID that the UPF shall use for sending data towards the new entity.

Alternatively (not depicted in the figure), the SMF may redirect a PFCP Session Report Request to a different SMF of the same SMF set, either by rejecting the request with the cause "Redirection Requested" and with the IP address of the new entity to contact, or by forwarding the request to another PFCP entity pertaining to the same SMF or another SMF in the SMF set. In the former case, the UPF resends a PFCP Session Report Request to the new PFCP entity to contact. In the latter case, the new PFCP entity sends a PFCP Session Report Response including the CP F-SEID IE with the IPv4 or IPv6 address of the new PFCP entity and the same or a modified SEID, and optionally including the N4-u F-TEID that the UPF shall use for sending data towards the new entity.
When a UPF detects that none of the SMF of the SMF set is responsive for a preconfigured time, the UPF shall delete all the session contexts established by any SMF of the SMF set that it may have stored.


* * * End of Changes * * * *

* * * For Information * * * *
[bookmark: _Toc19709720][bookmark: _Toc27252995][bookmark: _Toc44856083][bookmark: _Toc44857971][bookmark: _Toc51840296][bookmark: _Toc155128728]4.5	N4 path failure
If the N4 path to the UPF is down, the SMF should handle this as an UPF Failure without Restart, see clause 4.3.3.
If the N4 path to the SMF is down, the UPF should handle this as a SMF Failure without Restart, see clause 4.4.3.
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