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*** First Change ***
[bookmark: _Toc146095384][bookmark: _Toc44872228][bookmark: _Toc36043852][bookmark: _Toc20213371]7.1.2.1.1	General
The authentication and authorization procedure shall be used between the ePDG and 3GPP AAA Server/Proxy. When a PDN connection is activated by the UE an IKEv2 exchange shall be initiated. It shall be invoked by the ePDG, on receipt from the UE of a "tunnel establishment request" message. This shall take the form of forwarding an IKEv2 exchange with the purpose of authenticating in order to set up an IKE Security Association (SA) between the UE and the ePDG.
During the Access Authentication and Authorization procedure the ePDG may provide information on its PMIPv6 or GTPv2 capabilities to the 3GPP AAA Server. The 3GPP AAA Server may perform IP mobility mode selection between NBM or HBM as specified in clause 4.1.3.2 of 3GPP TS 23.402 [3]. The 3GPP AAA Server may provide to the ePDG an indication if either NBM or local IP address assignment shall be used. If NBM shall be used, the ePDG then decides the S2b protocol variant to use.
The User-Name AVP may contain a decorated NAI (as defined in clause 19.3.3 of 3GPP TS 23.003 [14]). In this case the 3GPP AAA Proxy shall process the decorated NAI and support routing of the Diameter request messages based on the decorated NAI as described in IETF RFC 5729 [37].
Upon a successful authorization, when NBM is used, the 3GPP AAA server shall return NBM related information back to the ePDG. This information may include the assigned PDN GW, UE IPv6 HNP and/or UE IPv4-HoA.
Upon a successful authorization, when DSMIPv6 is used, to enable HA address discovery based on IKEv2 (see TS 24.303 [13]), the 3GPP AAA server may also download PDN GW identity to the ePDG.
The PDN GW identity is a FQDN and/or IP address of the PDN GW. If a FQDN is provided, the ePDG shall derive it to IP address according to the selected mobility management protocol.
If DSMIPv6 is used, a single IKE SA is used for all PDN connections of the user. If PMIPv6 or GTPv2 is used, a separate IKE SA is created for each PDN connection of the user (refer to 3GPP TS 24.302 [26]).
Each new additional IKE SA shall be handled in a different Diameter session. In such cases, the IP mobility mode selected during the first authentication and authorization procedure is valid for all PDN connections of the user, therefore, dynamic IP mobility mode selection is not executed during the further procedures. The ePDG may select the same or different S2b protocol variant(s) towards different PDN GWs when NBM has been selected.
Based on local policies, EPC access for emergency services over an untrusted WLAN access is supported as specified in clause 4.5.7.2.1 of 3GPP TS 23.402 [3] for:
-	UEs with a valid EPC subscription that are authenticated and authorized for EPC services;
-	UEs that are authenticated only;
-	UEs with an unauthenticated IMSI; and/or
-	UICC-less UEs.
The SWm reference point shall perform authentication and authorization based on the reuse of the DER/DEA command set defined in Diameter EAP application, IETF RFC 4072 [5].
Table 7.1.2.1.1/1: Authentication and Authorization Request
	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	User Identity
	 User-Name
	M
	This information element shall contain the identity of the user. The identity shall be represented in NAI form as specified in IETF RFC 4282 [15] and shall be formatted as defined in clause 19 of 3GPP TS 23.003 [14]. This IE shall include the leading digit used to differentiate between authentication schemes, if it contains a NAI other than an Emergency NAI for Limited Service State.

	EAP payload
	EAP-Payload
	M
	This information element shall contain the encapsulated EAP payload used for the UE - 3GPP AAA Server mutual authentication

	Authentication Request Type
	Auth-Request- Type
	M
	This information element shall indicate whether the user is to be authenticated only, authorized only or both. It shall have the value of AUTHORIZE_AUTHENTICATE.

	APN
	Service-Selection
	C
	This information element shall contain the Network Identifier part of the APN for which the UE is requesting authorization. This AVP shall be present if the ePDG has received an APN from the UE and the UE did not indicate the establishment of an emergency session in the IKEv2 signalling. This AVP shall be absent if the UE indicated the establishment of an emergency session during the IKEv2 tunnel establishment (see clause 7.2.5 of 3GPP TS 24.302 [26]).

	Visited Network Identifier (See 9.2.3.1.2)
	Visited-Network-Identifier
	C
	This information element shall contain the identifier that allows the home network to identify the Visited Network.
This AVP shall be present if the ePDG is not in the UE's home network i.e. the UE is roaming.

	Access Type
	RAT-Type
	C
	This information element shall be present if the access type is known by the ePDG. If present, it shall contain the non-3GPP access network access technology type that is serving the UE. When not known by the ePDG, this information element should be present and, in that case, it shall take the value VIRTUAL (1).

	Mobility features
	MIP6-Feature-Vector
	O
	This AVP shall be present, if the handling of any of the flags listed here requires dynamic (i.e. per user) handling for the VPLMN-HPLMN relation of the ePDG and 3GPP AAA Server. If present, the AVP shall contain the mobility features supported by the ePDG. Flags that are not relevant in the actual relation shall be set to zero.
If dynamic IP mobility mode selection is used, the PMIP6_SUPPORTED flag and/or the GTPv2_SUPPORTED flag shall be set by the ePDG if PMIPv6 and/or GTPv2 are supported. PMIP6_SUPPORTED flag is defined in IETF RFC 5779 [2].
The MIP6_INTEGRATED flag shall be used to indicate to the 3GPP AAA server that the ePDG supports IKEv2 based Home Agent address discovery.

	AAA Failure Indication
	AAA-Failure-Indication
	O
	If present, this information element shall indicate that the request is sent after the ePDG has determined that a previously assigned 3GPP AAA Server is unavailable.

	Supported Features
(See 3GPP TS 29.229 [24])
	Supported-Features
	O
	If present, this information element shall contain the list of features supported by the origin host for the lifetime of the Diameter session.

	UE local IP address
	UE-Local-IP-Address
	O
	The ePDG shall include this IE based on local policy for Fixed Broadband access network interworking as specified in 3GPP TS 23.139 [39].
The ePDG may also include this IE, regardless of Fixed Broadband access network interworking.
If present, it shall contain the source IPv4 or IPv6 address of the IKE_SA_AUTH message from the UE.

	Terminal Information
	Terminal-Information
	C
	The ePDG shall include this IE and set it to the user's Mobile Equipment Identity, if this information is available.
For an untrusted WLAN access, this grouped AVP shall contain the IMEI AVP and, if available, the Software-Version AVP.
When the RAT type is not known by the ePDG, but the UE has provided the IMEI(SV), this grouped AVP shall contain the IMEI AVP and, if available, the Software-Version AVP.

	Emergency Services
	Emergency-Services
	C
	An ePDG which supports emergency services shall include this information element, with the Emergency-Indication bit set, if the UE indicated the establishment of an emergency session during the IKEv2 tunnel establishment (see clause 7.2.5 of 3GPP TS 24.302 [26]). 

	High Priority Access Info
	High-Priority-Access-Info
	C
	Based on operator policy, this information element shall be sent to the 3GPP AAA Server if the UE has access priority as described in 3GPP TS 24.302 [26].


	Access Network Information
	Access-Network-Info
	C
	The ePDG shall include this IE if an UE located in V-PLMN intend to use the services through Epdg in H-PLMN. This IE shall conaint the identity and location information of the access netowkr where the UE si attached.



*** Next Change ***
[bookmark: _Toc146095385][bookmark: _Toc130910112][bookmark: _Toc44872229][bookmark: _Toc36043853][bookmark: _Toc20213372]7.1.2.1.2	3GPP AAA Server Detailed Behaviour
On receipt of the DER message, the 3GPP AAA Server shall check that the user data exists in the 3GPP AAA Server. If not, the 3GPP AAA Server shall use the procedures defined for the SWx interface to obtain access authentication and authorization data.
If the HSS returns DIAMETER_ERROR_USER_UNKNOWNUNKWNOWN, the 3GPP AAA Server shall return the same error to the ePDG.
If the HSS indicates that the user is currently being served by a different 3GPP AAA Server, the 3GPP AAA Server shall respond to the ePDG with the Result-Code set to DIAMETER_REDIRECT_INDICATION and Redirect-Host set to the Diameter URI of the 3GPP AAA Server currently serving the user (this Diameter URI shall be constructed based on the Diameter Identity included in the 3GPP-AAA-Server-Name AVP returned in the SWx authentication response from the HSS).
Otherwise, the 3GPP AAA Server shall proceed with the authentication and authorization procedure. The 3GPP AAA Server shall use the procedures defined in SWx interface to obtain authorization data from HSS.
If IMEI check is required by operator policy and the ePDG is in the HPLMN, the 3GPP AAA Server shall:
-	if the IMEI(SV) is available, check the Mobile Equipment's identity status with the EIR, using the ME Identity Check procedure (see clause 11);
-	upon getting the IMEI check result from the EIR, determine whether to continue or stop the authentication and authorization procedure;
-	if the IMEI(SV) is not available, determine whether to continue or stop the authentication and authorization procedure based on operator policy;
-	if the 3GPP AAA Server determines that the authentication and authorization procedure shall be stopped, it shall respond to the ePDG with the Experimental-Result-Code DIAMETER_ERROR_ILLEGAL_EQUIPMENT.
Specific operator policies may be configured for emergency services, regarding whether to check the IMEI and, if the IMEI needs to be checked, whether to continue or stop the authentication and authorization procedure upon getting the IMEI check result or when the IMEI(SV) is not available.
If the 3GPP AAA Server receives a request message not related to any existing session and is able to recognize that the ePDG included the AAA-Failure-Indication AVP in the request, the 3GPP AAA Server shall also include the AAA-Failure-Indication AVP over the SWx interface, while retrieving the access authentication and authorization data from the HSS.
If the user does not have non-3GPP access subscription, then 3GPP AAA Server shall respond to the ePDG with Experimental-Result-Code DIAMETER_ERROR_USER_NO_NON_3GPP_SUBSCRIPTION.
If a Visited- Network-Identifier is present in the request and if the user is not allowed to roam in the visited network, then the 3GPP AAA Server shall return Experimental-Result-Code set to DIAMETER_ERROR_ROAMING_NOT_ALLOWED.
If the user is not allowed to use the current access type, then the 3GPP AAA Server shall return Experimental-Result-Code set to DIAMETER_ERROR_RAT_TYPE_NOT_ALLOWED.
If the user is not allowed to use the selected HPLMN ePDG due to the access loacation restriction from HSS, then the 3GPP AAA Server shall return Experimental-Result-Code set to DIAMETER_ERROR_LOCATION_NOT_ALLOWED. 
Otherwise the 3GPP AAA Server shall run EAP-AKA as specified in 3GPP TS 33.402 [19]. Exceptions to the cases specified here shall be treated by 3GPP AAA Server as error situations, the Result-Code shall be set to DIAMETER_UNABLE_TO_COMPLY and, therefore, no authentication information shall be returned.
Upon receiving the authentication and authorization request from the ePDG, the 3GPP AAA Server marks the trust relationship as "untrusted" with the User Identity. If the 3GPP AAA Server detects that an S6b session already exists for this UE and the S6b session was established as a result of an authentication request for DSMIPv6, the 3GPP AAA Server shall send the trust relationship to the PDN GW as specified in clause 9.1.2.5.
Once authentication is successfully completed, the 3GPP AAA Server shall perform the following authorization checking (if there is an error in any of the steps, the 3GPP AAA Server shall stop processing and return the corresponding error code):
1)	Check if the user is barred to use the non 3GPP Access. If it is so, then the Result-Code shall be set to DIAMETER_AUTHORIZATION_REJECTED
2)	Check whether the user is barred to use the subscribed APNs. If it is so, Result-Code shall be set to DIAMETER_AUTHORIZATION_REJECTED.
3)	if the Emergency-Indication bit of the Emergency-Services AVP is not set in the Authentication and Authorization Request, check if there was request for an APN received. If not, the default APN of the user is selected to be used during the actual authentication and authorization procedure.
4)	if the Emergency-Indication bit of the Emergency-Services AVP is not set in the Authentication and Authorization Request, check if user has a subscription for the requested APN or for the wildcard APN. If not, Experimental-Result-Code shall be set to DIAMETER_ERROR_USER_NO_APN_SUBSCRIPTION
5)	If present, check the flags of the received MIP6-Feature-Vector AVP: The evaluation of the flags is executed only in the first authentication and authorization procedure for the user after an initial attach or handover, in all the subsequent procedures, the AAA Server shall insert the same values.
-	If the MIP6_INTEGRATED flag is set and the 3GPP AAA server has authorized IKEv2 Home Agent assignment, the 3GPP AAA server shall include the Home Agent addresses in the APN-Configuration AVP in the response and the MIP6-Feature-Vector AVP with the MIP6_INTEGRATED flag set. In this case, the 3GPP AAA Sever may select the Home Agent based on the identity of the ePDG as included in the Origin-Host AVP in the authentication and authorization request if no static PDN GW identity is received from the HSS. If the HA assignment via IKEv2 is not used, the MIP6-Feature-Vector AVP with the MIP6_INTEGRATED flag not set shall be sent.
-	The PMIP6_SUPPORTED and/or GTPv2_SUPPORTED flag indicates to the 3GPP AAA server whether the ePDG supports NBM or not. As specified in 3GPP TS 23.402 [3], based on the information it has regarding the UE (see 3GPP TS 24.302 [26]), local/home network capabilities and local/home network policies, the 3GPP AAA server may perform mobility mode selection. If the 3GPP AAA server decides that NBM should be used, the PMIP6_SUPPORTED and GTPv2_SUPPORTED flags shall be set in the response to indicate the NBM support of the UE to the ePDG. If only the PMIP6_SUPPORTED or the GTPv2_SUPPORTED flag is present in the response, the ePDG shall assume that this also indicates the NBM support of the UE to the ePDG and the ePDG may select any S2b protocol variant (PMIPv6 or GTPv2). If the 3GPP AAA server decides that a local IP address should be assigned, the ASSIGN_LOCAL_IP flag shall be set in the response to indicate to the ePDG that a local IP address should be assigned.
NOTE 1:	When selecting DSMIPv6, the AAA server assumes that the ePDG has the capability to assign a local IP address to the UE.
-	The 3GPP AAA server shall not set the PMIP6_SUPPORTED/GTPv2_SUPPORTED and ASSIGN_LOCAL_IP flags both at the same time in the response.
Upon successful authentication and authorization, the Result-Code shall be set to DIAMETER_SUCCESS and:
-	if the Emergency-Indication bit of the Emergency-Services AVP was not set in the Authentication and Authorization Request, the 3GPP AAA Server shall return user data relevant to the APN as received from the HSS. If the requested APN received from UE is authorized by the wildcard APN, the 3GPP AAA Server shall include the wildcard APN in the Service-Selection AVP of the APN-Configuration AVP;
-	if the Emergency-Services AVP was present, with the Emergency-Indication bit set, in the Authentication and Authorization Request, the 3GPP AAA Server shall include the Emergency Info IE if this information was received from the HSS and the user is not roaming.
Exceptions to the cases specified here shall be treated by 3GPP AAA Server as error situations, the Result-Code shall be set to DIAMETER_UNABLE_TO_COMPLY and, therefore, no authorization information shall be returned.
For Fixed Broadband access network interworking as specified in 3GPP TS 23.139 [39], the 3GPP AAA server shall determine if the UE is connected via a BBF-defined WLAN access according to the UE local IP address in UE-Local-IP-Address AVP from the ePDG. If the UE is connected via a BBF-defined WLAN access, the 3GPP AAA server shall perform the enabling UE reflective QoS function as specified in 3GPP TS 24.139 [43].
The 3GPP AAA Server shall interpret the receipt of the Emergency-Services AVP, with the Emergency-Indication bit set, as an indication that the UE requests to access the EPC for emergency services.
The 3GPP AAA Server shall give preferential treatment to UEs which access the EPC for emergency services, e.g. in scenarios including network overload.
If the 3GPP AAA Server has WLAN Location Information about the UE, the 3GPP AAA Server shall provide it to the ePDG, along with the WLAN Location Timestamp if available (see clause 4.1.2.1.2).
If the 3GPP AAA Server supports IMS Emergency sessions over WLAN (see clause 4.5.7.2 of 3GPP TS 23.402 [3]), the 3GPP AAA Server shall proceed as specified above, but with the following modifications, for an Emergency Attach:
1)	if the UE does not have an IMSI:
-	if local policies allow emergency sessions for all UEs, the 3GPP AAA Server shall skip the procedures defined for the SWx interface to obtain access authentication and authorization data, skip the authorization checkings and authorize the UE to access to EPC for emergency services. The Permanent User Identity IE in the answer shall contain the IMEI in Emergency NAI for Limited Service State format as defined in clause 19 of 3GPP TS 23.003 [14];
-	otherwise the 3GPP AAA Server shall reject the request with the Experimental-Result-Code set to DIAMETER_ERROR_USER_UNKNOWN.
2)	if the UE has an IMSI but the IMSI is not authenticated:
-	if local policies allow emergency sessions for unauthenticated UEs with an IMSI, the 3GPP AAA Server shall skip the procedures defined for the SWx interface to obtain access authorization data, shall skip the authorization checkings and shall return an answer with the DIAMETER_ERROR_USER_UNKWNOWN Result-Code to the ePDG to request the UE to provide its IMEI as specified in clause 13.3 of 3GPP TS 33.402 [19].
NOTE 2:	According to the procedure specified in clause 7.4.4 of 3GPP TS 24.302 [26], this results in an ePDG, that is configured to support unauthenticated emergency session over WLAN and Mobile Equipment Identity signalling over untrusted WLAN, to query the UE's IMSI and to initiate a new Authentication and Authorization procedure with the same parameters as provided in the first Authentication and Authorization Request but with the addition of the UE's IMEI in the Terminal-Information AVP.
If the Authentication and Authorization Request also included the UE's IMEI (i.e. new authentication and authorization procedure after the ePDG queried the UE), the 3GPP AAA Server shall authorize the UE to access to EPC for emergency services. The Permanent User Identity IE in the answer shall contain the IMEI in Emergency NAI for Limited Service State format as defined in clause 19 of 3GPP TS 23.003 [14];
-	otherwise the 3GPP AAA Server shall reject the request with the Experimental-Result-Code set as specified for authentication failures in this clause.
3)	if the UE has an authenticated IMSI but the UE is not authorized to access the EPC:
-	if local policies allow emergency sessions for any authenticated UE, the 3GPP AAA Server shall authorize the UE to access to EPC for emergency services;
-	otherwise the 3GPP AAA Server shall reject the request with the Experimental-Result-Code set as specified for authorization failures in this clause.
If 3GPP AAA Server receives a DER command from the ePDG containing a High-Priority-Access-Info AVP with the HPA_Configured bit set, if allowed by operator policy, the 3GPP AAA Server shall treat the message and all subsequent messages (if authentication is successful) for the UE with priority as specified in Annex C and Annex D.
NOTE 3:	Alternatively, the 3GPP AAA Server can give priority to this UE after the 3GPP AAA Server has successfully authenticated the UE as described in clause 8.1.2.3.3, at which time the 3GPP AAA Server handles all subsequent messages with priority.
[bookmark: _Hlk143243772]NOTE 4:	The 3GPP AAA Server treats the UE with priority if either the DER command from the ePDG indicates high priority access or the HSS has indicated an MPS subscription for the UE.
Based on operator policy, the 3GPP AAA Server shall include the MPS-Priority AVP with the MPS-EPS-Priority bit set with the DEA command if the HSS has indicated an MPS subscription for the UE. 

*** Next Change ***
[bookmark: _Toc146095409][bookmark: _Toc20213396][bookmark: _Toc36043877][bookmark: _Toc44872253][bookmark: _Toc130910136]7.2.2.1.1	Diameter-EAP-Request (DER) Command
The Diameter-EAP-Request (DER) command, indicated by the Command-Code field set to 268 and the "R" bit set in the Command Flags field, is sent from a ePDG to a 3GPP AAA Server/Proxy. The ABNF is based on the one in IETF RFC 5779 [2].
< Diameter-EAP-Request > ::=	< Diameter Header: 268, REQ, PXY, 16777264 >
< Session-Id >
[ DRMP ]
{ Auth-Application-Id }
{ Origin-Host }
{ Origin-Realm }
{ Destination-Realm }
[ Destination-Host ]
{ Auth-Request-Type }
{ EAP-Payload }
[ User-Name ]
[ RAT-Type ]
[ Service-Selection ]
[ MIP6-Feature-Vector ]
[ QoS-Capability ]
[ Visited-Network-Identifier ]
[ AAA-Failure-Indication ]
*[ Supported-Features ]
[ UE-Local-IP-Address ]
[ OC-Supported-Features ]
[ Terminal-Information ]
[ Emergency- Services ]
[ High-Priority-Access-Info ]
[ Access-Network-Info ]
…
*[ AVP ]

*** Next Change ***
[bookmark: _Toc146095436][bookmark: _Toc130910163][bookmark: _Toc44872280][bookmark: _Toc36043904][bookmark: _Toc20213423][bookmark: _Hlk141194190]8.1.2.1.1	General
This procedure is used between the 3GPP AAA Server and the HSS. The procedure is invoked by the 3GPP AAA Server when a new set of authentication information for a given subscriber is to be retrieved from an HSS. This can happen for example, when a new trusted or untrusted non 3GPP/IP access subscriber has accessed the 3GPP AAA Server for authentication or when a new set of authentication information is required for one of the subscribers already registered in the 3GPP AAA server. The procedure shall be invoked by 3GPP AAA Server when it detects that the VPLMN or access network has changed.
Table 8.1.2.1.1/1: Authentication request
	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	IMSI
	User-Name (See IETF RFC 6733 [58])
	M
	This information element shall contain the user IMSI, formatted according to 3GPP TS 23.003 [14], clause 2.2.

	Visited Network Identifier
	Visited-Network-Identifier
	C
	This IE shall contain the identifier that allows the home network to identify the Visited Network. The 3GPP AAA Server shall include this information element when received from signalling across the SWd.


	 Number Authentication Items
	SIP-Number-Auth-Items
	M
	This information element shall indicate the number of authentication vectors requested

	Authentication Data
	SIP-Auth-Data-Item
	M
	See tables 8.1.2.1.1/2 and 8.1.2.1.1/3 for the contents of this information element. The content shown in table 8.1.2.1.1/2 shall be used for a normal authentication request; the content shown in table 8.1.2.1.1/3 shall be used for an authentication request after synchronization failure.

	Routing Information
	Destination-Host
	C
	If the 3GPP AAA Server knows the HSS name, this AVP shall be present.
This information is available if the 3GPP AAA Server already has the HSS name stored. The HSS name shall be obtained from the Origin-Host AVP, which is received from a previous command from the HSS or from the SLF;
otherwise only the Destination-Realm is included so that it is resolved to an HSS address in an SLF-like function. Once resolved the Destination-Host AVP is included with the suitable HSS address and it is stored in the 3GPP AAA Server for further usage.

	Access Network Identity 
	ANID
	C
	This IE shall contain the access network identifier used for key derivation at the HSS. (See 3GPP TS 24. 302 [26] for all possible values).
This IE shall be present if the Authentication Method is EAP-AKA'.

	Access Type
	RAT-Type
	M
	This IE shall contain the radio access technology that is serving the UE. (See 3GPP TS 29.212 [23] for all possible values).
When this IE is not received by the 3GPP AAA Server, neither from the ePDG nor from the non-3GPP access network, it shall take the value VIRTUAL (1).

	Trust Relationship Indicator
	AN-Trusted
	O
	When present, this AVP shall contain the 3GPP AAA Server's decision on handling the non-3GPP access network, i.e. trusted or untrusted. 

	Terminal Information
	Terminal-Information
	O
	This information element shall contain information about the user's mobile equipment. The AVP shall be present only if received from the non-3GPP access network, in authentication and authorization request. The AVP shall be transparently forwarded by the 3GPP AAA server.
(see NOTE 1)

	AAA Failure Indication
	AAA-Failure-Indication
	O
	If present, this information element shall indicate that the 3GPP AAA Server currently registered in the HSS, is unavailable.

	Supported Features
(See 3GPP TS 29.229 [24])
	Supported-Features
	O
	If present, this information element shall contain the list of features supported by the origin host.

	Access Network Information
	Access-Network-Info
	C
	This information element shall be included when 3GPP AAA Server initiated the User’s Profile Retrieval and 3GPP AAA server registration to HSS. 

	NOTE 1:	The Terminal-Information AVP is not present in this message for a WLAN access.



Table 8.1.2.1.1/2: Authentication Data content - request
	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	Authentication Method
	SIP-Authentication-Scheme
	M
	This information element shall indicate the authentication method
It shall contain one of the values EAP-AKA or EAP-AKA'. EAP-AKA is specified in IETF RFC 4187 [44] and EAP-AKA' is specified in IETF RFC 5448 [27].



Table 8.1.2.1.1/3: Authentication Data content - request, synchronization failure
	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	Authentication Method
	SIP-Authentication-Scheme
	M
	This information element shall indicate the authentication method
It shall contain one of the values EAP-AKA or EAP-AKA'.

	Authorization Information
	SIP-Authorization
	M
	This IE shall contain the concatenation of Rand, as sent to the terminal, and auts, as received from the terminal. Rand and auts shall both be binary encoded.



Table 8.1.2.1.1/4: Authentication answer
	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	IMSI
	User-Name (See I IETF RFC 6733 [58])
	M
	This information element shall contain the user IMSI, formatted according to 3GPP TS 23.003 [14], clause 2.2.

	Number Authentication Items
	SIP-Number-Auth-Items
	C
	This AVP shall indicate the number of authentication vectors delivered in the Authentication Data information element.
It shall be present when the result is DIAMETER_SUCCESS.

	Authentication Data
	SIP-Auth-Data-Item
	C
	If the SIP-Number-Auth-Items AVP is equal to zero or it is not present, then this AVP shall not be present.
See table 8.1.2.1.1/5 for the contents of this information element.

	3GPP AAA Server Name
	3GPP-AAA- Server-Name
	C
	This AVP shall contain the Diameter address of the 3GPP AAA Server.
This AVP shall be sent when the user has been previously authenticated by another 3GPP AAA Server and therefore there is another 3GPP AAA Server serving the user.

	Result
	Result-Code / Experimental-Result
	M
	This IE shall contain the result of the operation.
The Result-Code AVP shall be used for errors defined in the Diameter base protocol (see IETF RFC 6733 [58]).
The Experimental-Result AVP shall be used for SWx errors. This is a grouped AVP which shall contain the 3GPP Vendor ID in the Vendor-Id AVP, and the error code in the Experimental-Result-Code AVP.

	Supported Features
(See 3GPP TS 29.229 [24])
	Supported-Features
	O
	If present, this information element shall contain the list of features supported by the origin host.



Table 8.1.2.1.1/5: Authentication Data content - response
	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	Item Number
	SIP-Item-Number
	C
	This information element shall be present in a SIP-Auth-Data-Item grouped AVP in circumstances where there are multiple occurrences of SIP-Auth-Data-Item AVPs, and the order in which they should be processed is significant.
In this scenario, SIP-Auth-Data-Item AVPs with a low SIP-Item-Number value should be processed before SIP-Auth-Data-Items AVPs with a high SIP-Item-Number value.

	Authentication Method
	SIP-AuthenticationScheme
	M
	This IE shall contain one of the values EAP-AKA or EAP-AKA'.


	Authentication Information
AKA
	SIP-Authenticate
	M
	This IE shall contain, binary encoded, the concatenation of the authentication challenge RAND and the token AUTN. See 3GPP TS 33.203 [16] for further details about RAND and AUTN.


	Authorization Information
AKA
	SIP-Authorization
	M
	This IE shall contain binary encoded, the expected response XRES. See 3GPP TS 33.203 [16] for further details about XRES.


	Confidentiality Key
AKA
	Confidentiality-Key
	M
	This information element shall contain the confidentiality key CK or CK'. It shall be binary encoded.

	Integrity Key
AKA
	Integrity-Key
	M
	This information element shall contain the integrity key IK or IK'. It shall be binary encoded.




*** Next Change ***
[bookmark: _Toc146095437][bookmark: _Toc130910164][bookmark: _Toc44872281][bookmark: _Toc36043905][bookmark: _Toc20213424]8.1.2.1.2	Detailed behaviour
The HSS shall, in the following order (if there is an error in any of the steps, the HSS shall stop processing and return the corresponding error code):
1.	Check that the user exists in the HSS. If not Experimental-Result-Code shall be set to DIAMETER_ERROR_USER_UNKNOWN.
2.	Check that the user has non-3GPP subscription and that the user is allowed in the EPC. If not Experimental-Result-Code shall be set to DIAMETER_ERROR_USER_NO_NON_3GPP_SUBSCRIPTON.
3.	If a Visited-Network-Identifier is present, check that the user is allowed to roam in the visited network. If the user is not allowed to roam in the visited network, Experimental-Result-Code shall be set to DIAMETER_ERROR _ROAMING_NOT_ALLOWED.
4.	Check the access type. If the access type indicates any value that is restricted for the user, then the Experimental-Result-Code shall be set to DIAMETER_ERROR_RAT_TYPE_NOT_ALLOWED.
5.	Based on operator's policy, if the Trust Relationship Indicator is present and indicates any value that is restricted for the user, then the Experimental-Result-Code shall be set to DIAMETER_ERROR_TRUSTED_NON_3GPP_ACCESS_NOT_ALLOWED or DIAMETER_ERROR_UNTRUSTED_NON_3GPP_ACCESS_NOT_ALLOWED.
6.	The HSS shall check if there is an existing 3GPP AAA Server already assisting the user
-	If there is a 3GPP AAA Server already serving the user, the HSS shall compare the 3GPP AAA server name received in the request to the 3GPP AAA Server name stored in the HSS.
-	If they are not identical and the received message contains the AAA-Failure-Indication AVP, the HSS shall remove the old 3GPP AAA Server name previously assigned for this subscriber, and store the name of the new 3GPP AAA Server that sent the request containing the AAA-Failure-Indication AVP, and continue from step 6. The HSS should attempt to notify the old 3GPP AAA Server about the new server assignment, by means of the network initiated de-registration procedure (see clause 8.1.2.2.3) indicating as reason code "NEW_SERVER_ASSIGNED".
-	If they are not identical the HSS shall return the old 3GPP AAA Server to the requester 3GPP AAA Server and return an error by setting the Experimental-Result-Code to DIAMETER_ERROR_IDENTITY_ALREADY_REGISTERED.
-	The requester 3GPP AAA Server, upon detection of a 3GPP AAA Server name in the response assumes that the user already has a 3GPP AAA Server assigned, so makes use of Diameter redirect function to indicate the 3GPP AAA Server name where to address the authentication request.
7.	The HSS shall check the request type.
-	If the request indicates there is a synchronization failure, the HSS shall process AUTS as described in 3GPP TS 33.203 [16] and return the requested authentication information. The Result-Code shall be set to DIAMETER_SUCCESS.
-	If the request indicates authentication, the HSS shall generate the authentication vectors for the requested authentication method, EAP-AKA or EAP-AKA', as described in 3GPP TS 33.402 [19]. The HSS shall download Authentication-Data-Item up to a maximum specified in SIP-Number-Auth-Items received in the command Multimedia-Auth-Request. The result code shall be set to DIAMETER_SUCCESS.
-	If there is no 3GPP AAA Server already serving the user, the HSS shall store the received 3GPP AAA Server name.
8. The HSS shall check the whether the received Access Network Information is in the Allowed Country List that specified in the 3GPP TS 29.336. If not, Experimental-Result-Code shall be set to DIAMETER_ERROR_LOCATION_NOT_ALLOWED.
Exceptions to the cases specified here shall be treated by HSS as error situations, the Result-Code shall be set to DIAMETER_UNABLE_TO_COMPLY. No authentication information shall be returned.
Origin-Host AVP shall contain the 3GPP AAA Server identity.

*** Next Change ***
[bookmark: _Toc146095452][bookmark: _Toc20213449][bookmark: _Toc36043930][bookmark: _Toc44872306][bookmark: _Toc130910179]8.2.2.1	Authentication Procedure
The Multimedia-Authentication-Request (MAR) command, indicated by the Command-Code field set to 303 and the 'R' bit set in the Command Flags field, is sent by the 3GPP AAA Server to the HSS in order to request security information. This corresponds to clause 8.1.2.1.
Message Format
< Multimedia-Auth-Request > ::=  < Diameter Header: 303, REQ, PXY, 16777265 >
< Session-Id >
[ DRMP ]
{ Vendor-Specific-Application-Id }
{ Auth-Session-State }
{ Origin-Host }
{ Origin-Realm }
{ Destination-Realm }
[ Destination-Host ]
{ User-Name }
[ RAT-Type ]
[ AN-Trusted ]
[ ANID ]
[ Visited-Network-Identifier]
[ Terminal-Information ]
{ SIP-Auth-Data-Item }
{ SIP-Number-Auth-Items }
[AAA-Failure-Indication ]
[ OC-Supported-Features ]
*[ Supported-Features ]
[ Access-Network-Info ]
…
*[ AVP ]


The Multimedia-Authentication-Answer (MAA) command, indicated by the Command-Code field set to 303 and the 'R' bit cleared in the Command Flags field, is sent by a server in response to the Multimedia-Authentication-Request command. The Result-Code or Experimental-Result AVP may contain one of the values defined in clause 6.2 of 3GPP TS 29.229 [24] in addition to the values defined in IETF RFC 6733 [58].
Message Format
< Multimedia-Auth-Answer > ::=  < Diameter Header: 303, PXY, 16777265 >
< Session-Id >
[ DRMP ]
{ Vendor-Specific-Application-Id }
[ Result-Code ]
[ Experimental-Result ]
{ Auth-Session-State }
{ Origin-Host }
{ Origin-Realm }
{ User-Name}
[ SIP-Number-Auth-Items ]
*[ SIP-Auth-Data-Item ]
[ 3GPP-AAA-Server-Name ]
[ OC-Supported-Features ]
[ OC-OLR ] ]
*[ Load ]
*[ Supported-Features ]
…
*[ AVP ]

NOTE:	As the Diameter commands described in this specification have been defined based on the former specification of the Diameter base protocol, the Vendor-Specific-Application-Id AVP is still listed as a required AVP (an AVP indicated as {AVP}) in the command code format specifications defined in this specification to avoid backward compatibility issues, even if the use of this AVP has been deprecated in the new specification of the Diameter base protocol (IETF RFC 6733 [58]).
[bookmark: PPA]
*** Next Change ***
[bookmark: _Toc20213484][bookmark: _Toc36043965][bookmark: _Toc44872341][bookmark: _Toc130910214]8.x Allowed Country List of HSS User Subscription Data
Allowed Country List indicates that when user’s subscription data stored in HSS, HSS shall decided whether the UE allowed to use the service accordingly due to the Country Code that sent by UE. 
When the UE located in the VPLMN, and selects the HPLMN’s ePDG to use the VoWIFI service, UE needs to carry its current location’s Access Network Information which includes the Country Code and sends to ePDG. Within the ePDG, it needs send the following Country Code to AAA/HSS for the authentication and authorization process.  
When HSS receives the Country Code from ePDG of UE’s current location, HSS shall check whether the Country Code is included in the Allowed Country List, then:
-	If the Country Code is not included in the Allowed Country List, then HSS shall return a Result-Code AVP DIAMETER_ERROR_LOCATION_NOT_ALLOWED as specified in clause 10.3.14 in the Authentication Response command to 3GPP-AAA Server. 
-	If the Country Code is included in the Allowed Country List, the HSS shall set the subscribers User Status to REGISTERED for the authenticated and authorized trusted or untrust non-3GPP IP access subscriber, download the relevant user profile information and set the Result-Code AVP to DIAMETER_SUCCESS in the Server-Assignment-Response command. 

*** Next Change ***
10.3.y	DIAMETER_ERROR_LOCATION_NOT_ALLOWED(5xxx)
This result code shall be sent by the HSS to indicate that the user is restrict to access the services due to the Country Code restriction.
*** End of Changes ***
