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	Reason for change:
	As reported by GSMA in their LS to CT4 (C4-240262), TS 29.573 does not define how to protect a parameter/variable that is within a query parameter.


3GPP TS 33.501 actually specifies the following stage 2 requirements on that matter:

13.2.4.3               Message reformatting in sending SEPP
13.2.4.3.1           dataToIntegrityProtect
13.2.4.3.1.1        clearTextEncapsulatedMessage
The clearTextEncapsulatedMessage is a JSON object that contains the non-encrypted portion of the original message.Specifically, it consists of the following objects:
1.a) Pseudo_Headers – the JSON object that includes all the Pseudo Headers in the message. 
- For HTTP Request messages, the object contains one entry for each of the ":method", ":path", ":scheme" and ":authority" pseudo headers. If the ":path" pseudoheader contains multiple parts separated by a slash (/) or includes a query parameter (following a "?"), an array is used to represent :path, with one element per part of the path (i.e. per "directory").
NOTE:      This enables encryption of individual elements of the path (e.g. if SUPI is passed).


	
	

	Summary of change:
	Add a new attribute called queryFragmentEncrypted to the requestLine data type. This attribute will store the encrypted value of the queryFragment.

	
	

	Consequences if not approved:
	Non-compliant with stage-2 requirement
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	6.2.5.2.6, A.3
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	Other comments:
	This CR introduces backwards compatible corrections to the OpenAPI definition of the JOSE Protected Message Forwarding API on N32-f API.
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* * * First Change * * * *

[bookmark: _Toc24986408][bookmark: _Toc34205836][bookmark: _Toc39062020][bookmark: _Toc43277262][bookmark: _Toc49847592][bookmark: _Toc56419573][bookmark: _Toc112683381][bookmark: _Toc153888028]6.2.5.2.6	Type: RequestLine
Table 6.2.5.2.6-1: Definition of type RequestLine
	Attribute name
	Data type
	P
	Cardinality
	Description

	method
	HttpMethod
	M
	1
	This IE shall contain the HTTP method of the API invoked by the NF service consumer / producer behind the SEPP towards its peer NF service in the other PLMN. 

	scheme
	UriScheme
	M
	1
	This IE shall contain the HTTP scheme of the API.

	authority
	string
	M
	1
	This IE shall contain the authority part of the URI of the API being invoked.

	path
	string
	M
	1
	This IE shall contain the path part of the URI of the API being invoked.

	protocolVersion
	string
	M
	1
	This IE shall contain the HTTP protocol version. The version shall be 2 in this release of this specification.

	queryFragment
	string
	C
	0..1
	This IE shall contain the query fragment part of the API, if available and if no parameter value needs to be ciphered.

	[bookmark: _Hlk158631823]queryFragmentEncrypted
	IndexToEncryptedValue
	C
	0..1
	This IE shall be present, if both the initiating SEPP and responding SEPP supports the protection of variable in query parameters and URI path segment (see the protectedPathSegmentSupported IE in Table 6.1.5.2.2-1 and Table 6.1.5.2.2-1) and the query or fragment components of the Request URI parameter contains sensitive information that shall be encrypted.
The query and/or fragment components shall be encoded as one single string ciphered in the DataToIntegrityProtectAndCipherBlock, and this IE here shall be encoded as the IndexToEncryptedValue structure specified in clause 6.2.5.2.13.




* * * Next Change * * * *

[bookmark: _Toc24986460][bookmark: _Toc34205888][bookmark: _Toc39062072][bookmark: _Toc43277314][bookmark: _Toc49847644][bookmark: _Toc56419625][bookmark: _Toc112683432][bookmark: _Toc153888081]A.3	JOSE Protected Message Forwarding API on N32-f
openapi: 3.0.0

info:
  version: '1.3.0-alpha.2'
  title: 'JOSE Protected Message Forwarding API'
  description: |
    N32-f Message Forwarding Service.  
    © 2022, 3GPP Organizational Partners (ARIB, ATIS, CCSA, ETSI, TSDSI, TTA, TTC).  
    All rights reserved.
[…]
    RequestLine:
      description: Contains the request line of the HTTP API request being reformatted and forwarded over N32-f
      type: object
      required:
        - method
        - scheme
        - authority
        - path
        - protocolVersion
      properties:
        method:
          $ref: 'TS29573_N32_Handshake.yaml#/components/schemas/HttpMethod'
        scheme:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/UriScheme'
        authority:
          type: string
        path:
          type: string
        protocolVersion:
          type: string
        queryFragment:
          type: string
        queryFragmentEncrypted:
          $ref: '#/components/schemas/IndexToEncryptedValue'
    HttpHeader:
      description: Contains the encoding of HTTP headers in the API request / response
      type: object
      required:
        - header
        - value
      properties:
        header:
          type: string
        value:
          $ref: '#/components/schemas/EncodedHttpHeaderValue'
    HttpPayload:
      description: Contains the encoding of JSON content in the API request / response
      type: object
      required:
        - iePath
        - ieValueLocation
        - value
      properties:
        iePath:
          type: string
        ieValueLocation:
          $ref: 'TS29573_N32_Handshake.yaml#/components/schemas/IeLocation'
        value:
          type: object
    MetaData:
      description: Contains the meta data information needed for replay protection
      type: object
      required:
        - n32fContextId
        - messageId
        - authorizedIpxId
      properties:
        n32fContextId:
          type: string
          pattern: '^[A-Fa-f0-9]{16}$'
        messageId:
          type: string
        authorizedIpxId:
          type: string
    Modifications:
      description: Information on inserting of the modifications entry
      type: object
      required:
        - identity
      properties:
        identity:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Fqdn'
        operations:
          type: array
          items:
            $ref: 'TS29571_CommonData.yaml#/components/schemas/PatchItem'
          minItems: 1
        tag:
          type: string
    IndexToEncryptedValue:
      description: Index to the encrypted value
      type: object
      required:
        - encBlockIndex
      properties:
        encBlockIndex:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Uinteger'
    EncodedHttpHeaderValue:
      description: HTTP header value or index to the HTTP header value
      oneOf:
        - type: string
        - $ref: '#/components/schemas/IndexToEncryptedValue'

    ProblemDetailsMsgForwarding:
      allOf:
        - $ref: 'TS29571_CommonData.yaml#/components/schemas/ProblemDetails'
        - $ref: '#/components/schemas/AdditionInfoMsgForwarding'

    AdditionInfoMsgForwarding:
      description: Problem Details extensions for N32-f message forwarding
      properties:
        suggestedStatusCode:
          type: integer
        suggestedProblemDetails:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/ProblemDetails'


* * * End of Changes * * * *


