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The parameter exchange procedure for protection policy exchange may be performed after the Parameter Exchange Procedure for Cipher Suite Negotiation (see clause 5.2.3.2). If a HTTP/2 connection does not exist towards the peer SEPP at the time of initiating this procedure, the HTTP/2 connection shall be established. If there is a change in the protection policy exchange and the SEPP wants to renegotiate it, then the SEPP may reuse the parameter exchange procedure for the protection policy exchange to override what was exchanged before. If the parameter exchange procedure for the protection policy exchange is not performed then the protection policies between the SEPP shall be exchanged out of bands.
The procedure is described in Figure 5.2.3.3-1 below.




Figure 5.2.3.3-1: Parameter Exchange Procedure for Protection Policy Exchange
1.	The initiating SEPP issues a HTTP POST request towards the responding SEPP with the request body containing the "SecParamExchReqData" IE carrying the following information
-	Protection policy information
The protection policy information contains:
-	API to IE mapping containing the mapping information of list of leaf IEs for each:
-	Request/response and Subscribe / Unsubscribe service operation, identified by the API URI and method; and/or
-	Callbacks (e.g Notification service operation), identified by the value of the 3GPP custom HTTP header "3gpp-Sbi-Callback" (see clause 5.2.3 of 3GPP TS 29.500 [4]).
-	List of IE types that are to be protected across N32-f (i.e the data type encryption policy as specified in clause 13.2.3.2 of 3GPP TS 33.501 [6]); and
-	Modification policy: Against each leaf IE in the API to IE mapping information, a boolean flag indicating whether that IE is allowed to be modified by an IPX on the side of the SEPP sending the protection policy information.
NOTE :	The policy exchanged for the list of IE to be protected can include values in request line (including the path and the query parameters), HTTP header, and the request body.
2a.	On successful processing of the request, the responding SEPP shall respond to the initiating SEPP with a "200 OK" status code and a POST response body that contains the following information
-	Selected protection policy information
[bookmark: _PERM_MCCTEMPBM_CRPT51080016___3]The Selected protection policy information contains the IEs allowed to be modified by an IPX on the side of the responding SEPP. If the responding SEPP connects to several IPXs, an isModifiable IE may be included to indicate an IE is allowed to be modified by all IPX(s) or an map type of isModifiableByIpx IE may be included to indicate an IE is allowed to be modified by an IPX identified by the key of ipxProviderId IE if this IE is allowed to be modified by some of (but not all) the IPX(s), as specified in clause 13.2.3.4 of 3GPP TS 33.501 [6].
The initiating SEPP shall store the modification policy which are sent from responding SEPP in selected protection policy information and the responding SEPP shall store the modification policy which are sent from the initiating SEPP in the protection policy information. The SEPP receving the subsequent message transfers over N32-f shall check whether the modifications performed by the IPXs were permitted by the respective modification policy.
The SEPPs shall store the encryption policy in selected protection policy information and shall apply this policy for subsequent message transfers over N32-f. The encryption policy in selected protection policy is applicable for both the directions of communication between the SEPPs.
If the receiving SEPP already has a previously negotiated protection policy information, the SEPP shall overwrite it with the new one.
The HTTP/2 connection used for the N32 handshake procedures may be terminated after the completion of this procedure.
2b.	On failure, the responding SEPP shall respond to the initiating SEPP with an appropriate 4xx/5xx status code as specified in clause 6.1.4.3. If the SEPP already has previously negotiated protection policy information, the SEPP shall continue to use the same.
NOTE :	If a SEPP already has a previously negotiated cipher suite and a new cipher suite is also received, the SEPP starts applying the new cipher suite immediately and also continues with the old cipher suite for a limited time period. This allows messages with old policies to be completed gracefully.

An illustration of how the protection policy is stored and looked up in the SEPP is provided in figure 5.2.3.3-2


Figure 5.2.3.3-2: Protection Policy Storage and Lookup in SEPP
During the N32-f message forwarding, the SEPP looks at a HTTP request or response it receives from an NF service consumer or NF service producer and then uses the above tables to decide which IEs and headers in the message it shall cipher and integrity protect and which IEs it shall allow the IPXes to modify.

* * * Next Change * * * *

5.3.2.3	Message Reformatting
A SEPP on the sending side PLMN applies message reformatting in the following cases:
-	When it receives a HTTP/2 request message from an NF service consumer to a an NF service producer in another PLMN;
-	When it receives a response HTTP/2 response message from an NF service producer to an NF service consumer in another PLMN.
-	When it receives a HTTP/2 notification request message from an NF service producer to an NF service consumer in another PLMN;
-	When it receives a HTTP/2 notification response message from an NF service consumer to an NF service producer in another PLMN
The SEPP shall reformat the HTTP/2 message by encapsulating the whole message into the body of a new HTTP POST message. The body of the HTTP POST request / response message shall contain the reformatted original HTTP/2 request/response message respectively. The HTTP POST request/response body shall be encoded as the "N32fReformattedReqMsg"/"N32fReformattedRspMsg" JSON bodies respectively, as specified in clause 6.2.5.
The "N32fReformattedReqMsg"/"N32fReformattedRspMsg" are structured as given below:
[image: ]
Figure 5.3.2.3-1 JSON representation of a reformatted HTTP message

The "cipherText" part of the reformatted message in FlatJweJson shall be prepared as given below
[image: ]
Figure 5.3.2.3-2 Transformation of HTTP Header and Content to Encrypt into CipherText
1.	Based on the protection policy exchanged between the SEPPs, the sending SEPP prepares an input for the JWE ciphering and integrity protection as an array of arbitrary types (called dataToEncrypt) in the "DataToIntegrityProtectAndCipher" block with each entry containing either a HTTP header value or the value of a JSON payload IE of the API message being reformatted. The index value "encBlockIdx" in the contentpart of DataToIntegrityProtectBlock shall point to the index of a header value or IE value in this input array.
	If the data type to cipher is part of the request line, the request line shall be separated as follows: the path IE of the request line shall contain the first substring of the path, that is not to be ciphered according to the policy. The rest of the path shall be split into the multipartPath array. The substrings that need to be ciphered shall be included in the dataToEncrypt array. The index value "encBlockIdx" pointing to the index of the string value in this array shall replace the ciphered substring in the multipartPath array.
	The query parameters in the request line shall be handled in the same way.
2.	The input block is fed into an encryption function along with the other required inputs for JWE as specified in IETF RFC 7516 [14].
3.	The encryption function outputs the cipher text information. This cipher text is then subjected to BASE64URL transformation as specified in IETF RFC 4648 [15] clause 5.
4. The output of the BASE64URL transform is them encoded as the ciphertext part of FlatJweJson IE specified in clause 6.2.5.2.11.
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* * * Next Change * * * *

6.1.5.2.6	Type: ProtectionPolicy
Table 6.1.5.2.6-1: Definition of type ProtectionPolicy
	Attribute name
	Data type
	P
	Cardinality
	Description

	apiIeMappingList
	array(ApiIeMapping)
	M
	1..N
	Contains an array of API URI to IE type - IE name mapping. The mapping includes an indication against each IE if that IE is allowed to be modified by the IPX on the side of the SEPP or not.

	dataTypeEncPolicy
	array(IeType)
	C
	1..N
	This IE shall be present when the SEPPs need to exchange the IE protection policies. When present, this IE shall contain the list of IE types that the SEPP intends to protect by ciphering. (NOTE)

	NOTE:	SEPP needs to understand the URI structures defined in OpenAPI files for protecting the correct substrings of the path.
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6.1.5.2.8	Type: IeInfo
Table 6.1.5.2.8-1: Definition of type IeInfo
	Attribute name
	Data type
	P
	Cardinality
	Description

	ieLoc
	IeLocation
	M
	1
	This IE shall contain the location of the IE mentioned in "reqBodyIePath" or "rspBodyIePath" (i.e URI parameter or JSON body or multipart message)

	ieType
	IeType
	M
	1
	This IE shall contain the type of the IE, representing the nature of the information the IE is carrying.

	[bookmark: _PERM_MCCTEMPBM_CRPT51080040___2]reqIe
	string
	C
	0..1
	This IE shall be included when the Ies in HTTP/2 request messages of an API need to be protected when forwarded over N32-f. When present, this IE shall contain:
- The JSON pointer representation of the IE to be protected, if the "ieLoc" indicates "BODY". Only the JSON pointer of the leaf IEs are included;
- The name of the URI query attribute to be protected, if the "ieLoc" indicates "URI_PARAM" (NOTE X); 
- The name of the HTTP header, if the "ieLoc" indicates "HEADER";
- The JSON pointer representation of the attribute defined with the RefToBinaryData type if the "ieLoc" indicates "MULTIPART_BINARY". It shall be encoded as: <JSON Pointer of the attribute defined with the RefToBinaryData type>/data.

	[bookmark: _PERM_MCCTEMPBM_CRPT51080041___2]rspIe
	string
	C
	0..1
	This IE shall be included when the IEs in HTTP/2 response messages of an API need to be protected when forwarded over N32-f. When present, this IE shall contain:
- The JSON pointer representation of the IE to be protected, if the "ieLoc" indicates "BODY". Only the JSON pointer of the leaf IEs are included;
- The name of the URI query attribute to be protected, if the "ieLoc" indicates "URI_PARAM" (NOTE X);
- The name of the HTTP header, if the "ieLoc" indicates "HEADER";
- The JSON pointer representation of the attribute defined with the RefToBinaryData type if the "ieLoc" indicates "MULTIPART_BINARY". It shall be encoded as: <JSON Pointer of the attribute defined with the RefToBinaryData type>/data.

	isModifiable
	boolean
	C
	0..1
	This IE shall be included if the IE is allowed to be modified by all IPX(s) on the side of the SEPP sending the API IE mapping. When present,

[bookmark: _PERM_MCCTEMPBM_CRPT51080042___2]- true, indicates that the IE is allowed to be modified by all IPX(s) on the side of the SEPP;
- false, indicates that the IE is not allowed to be modified by any IPX on the side of the SEPP;
- default is false.
When the IE is not included, the default value shall be applied.
(NOTE Y)

	isModifiableByIpx
	map(boolean)
	C
	0..1
	This IE shall be included if the IE is allowed to be modified by some of (but not all) the IPX(s) on the side of the SEPP sending the API IE mapping. The key of the map is the ipxProviderId for which the boolean applies.

When present, each element carries the isModifiable indication for the IPX indicated by the key.
(NOTE Y)

	NOTE X:	SEPP needs to understand the URI structures defined in OpenAPI files for protecting the correct substrings of the path.
NOTE Y:	Either isModifiable or isModifiableByIpx may be present, but not both.




* * * Next Change * * * *
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[bookmark: _Toc34205829][bookmark: _Toc39062013][bookmark: _Toc43277255][bookmark: _Toc24986401][bookmark: _Toc112683374][bookmark: _Toc153888021][bookmark: _Toc49847585][bookmark: _Toc56419566]6.2.5.1	General
This clause specifies the application data model supported by the API.
Table 6.2.5.1-1 specifies the data types defined for the N32 interface.
Table 6.2.5.1-1: N32 specific Data Types
	Data type
	Clause defined
	Description

	N32fReformattedReqMsg
	6.2.5.2.2
	Contains the reformatted HTTP/2 request message

	N32fReformattedRspMsg
	6.2.5.2.3
	Contains the reformatted HTTP/2 response message

	DataToIntegrityProtectAndCipherBlock
	6.2.5.2.4
	HTTP header to be encrypted or the value of a JSON attribute to be encrypted

	DataToIntegrityProtectBlock
	6.2.5.2.5
	Data to be integrity protected

	RequestLine
	6.2.5.2.6
	Contains the request line of the HTTP API request being reformatted and forwarded over N32-f

	HttpHeader
	6.2.5.2.7
	Contains the encoding of HTTP headers in the API request / response

	HttpPayload
	6.2.5.2.8
	Contains the encoding of JSON content in the API request / response

	MetaData
	6.2.5.2.9
	Contains the meta data information needed for replay protection

	Modifications
	6.2.5.2.10
	Information on inserting of the modifications entry

	FlatJweJson
	6.2.5.2.11
	Contains the integrity protected reformatted block

	FlatJwsJson
	6.2.5.2.12
	Contains the modification from IPXes on path

	IndexToEncryptedValue
	6.2.5.2.13
	Index to the encrypted value

	EncodedHttpHeaderValue
	6.2.5.2.14
	HTTP header value or index to the HTTP header value

	MultipartString
	6.2.5.2.xx
	Part of the path or query parameter containing either a substring or pointing to an encrypted substring



Table 6.2.5.1-2 specifies data types re-used by the N32 interface protocol from other specifications, including a reference to their respective specifications and when needed, a short description of their use within the Namf service based interface.
Table 6.2.5.1-2: N32 re-used Data Types
	Data type
	Reference
	Comments

	HttpMethod
	6.1.5.3.5
	

	IeLocation
	6.1.5.3.6
	

	PatchItem
	3GPP TS 29.571 [12]
	

	UriScheme
	3GPP TS 29.571 [12]
	

	Fqdn
	3GPP TS 29.571 [12]
	



* * * Next Change * * * *
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Table 6.2.5.2.4-1: Definition of type DataToIntegrityProtectAndCipherBlock
	Attribute name
	Data type
	P
	Cardinality
	Description

	dataToEncrypt
	array(Any Type)
	M
	1..N
	This IE shall contain the input for ciphering as a JSON object block containing an array of values with arbitrary types. Each entry of the array shall contain the value of a HTTP header to be encrypted or the value of a JSON attribute to be encrypted or the substring of the request line to be encrypted.



* * * Next Change * * * *
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Table 6.2.5.2.6-1: Definition of type RequestLine
	Attribute name
	Data type
	P
	Cardinality
	Description

	method
	HttpMethod
	M
	1
	This IE shall contain the HTTP method of the API invoked by the NF service consumer / producer behind the SEPP towards its peer NF service in the other PLMN.

	scheme
	UriScheme
	M
	1
	This IE shall contain the HTTP scheme of the API.

	authority
	string
	M
	1
	This IE shall contain the authority part of the URI of the API being invoked.

	path
	string
	M
	1
	This IE shall contain the path part of the URI of the API being invoked. 
If multipartPath attribute is present, path contains the first substring of the path that does not need to be ciphered.

	multipartPath
	array(MultipartString)
	C
	0..N
	This IE shall be present if parts of the path need to be ciphered.
If present, this IE shall contain the array of strings and encBlockIndex of the path part of the URI in case some substrings of the path need to be encrypted

	protocolVersion
	string
	M
	1
	This IE shall contain the HTTP protocol version. The version shall be 2 in this release of this specification.

	queryFragment
	string
	C
	0..1
	This IE shall contain the query fragment part of the API, if available.
If multipartQueryFragment attribute is present, queryFragment contains the first substring of the query fragment that does not need to be ciphered.

	multipartQueryFragment
	array(MultipartString)
	C
	0..N
	This IE shall be present if parts of the query fragment need to be ciphered.
If present, this IE shall contain the array of strings and encBlockIndex of the query fragment part of the URI in case some substrings of the query fragment need to be encrypted



* * * For Reference * * * *
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Table 6.2.5.2.14-1: Definition of type EncodedHttpHeaderValue as a list of "mutually exclusive alternatives"
	Data type
	Cardinality
	Description
	Applicability

	string
	1
	HTTP header value.
	

	IndexToEncryptedValue
	1
	Index to encrypted HTTP header in the DataToIntegrityProtectAndCipherBlock
	



* * * Next Change * * * *

[bookmark: _Toc153888038_Copy_1]6.2.5.2.xx	Type: MultipartString
Table 6.2.5.2.xx-1: Definition of type MultipartString as a list of "mutually exclusive alternatives"
	Data type
	Cardinality
	Description
	Applicability

	string
	1
	Unciphered substring of Path or Fragment
	

	IndexToEncryptedValue
	1
	Index to encrypted substring in the DataToIntegrityProtectAndCipherBlock
	



* * * Next Change * * * *
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openapi: 3.0.0

info:
  version: '1.3.0-alpha.2'
  title: 'JOSE Protected Message Forwarding API'
  description: |
    N32-f Message Forwarding Service.  
    © 2022, 3GPP Organizational Partners (ARIB, ATIS, CCSA, ETSI, TSDSI, TTA, TTC).  
    All rights reserved.
servers:
  - url: '{apiRoot}/n32f-forward/v1'
    variables:
      apiRoot:
        default: https://example.com
        description:  apiRoot as defined in clause 4.4 of 3GPP TS 29.501.
externalDocs:
  description: 3GPP TS 29.573 V18.5.0; 5G System; Public Land Mobile Network (PLMN) Interconnection; Stage 3
  url: https://www.3gpp.org/ftp/Specs/archive/29_series/29.573/

paths:
  /n32f-process:
    post:
      summary:  N32-f Message Forwarding
      tags:
        - N32-f Forward
      operationId: PostN32fProcess
      parameters:
        - name: Content-Encoding
          in: header
          description: Content-Encoding, described in IETF RFC 9110
          schema:
            type: string
        - name: Accept-Encoding
          in: header
          description: Accept-Encoding, described in IETF RFC 9110
          schema:
            type: string
        - name: 3gpp-Sbi-Message-Priority
          in: header
          description: 3gpp-Sbi-Message-Priority, defined in 3GPP TS 29.500
          schema:
            type: string
      requestBody:
        description: Custom operation N32-f Message Forwarding
        required: true
        content:
          application/json:
            schema:
              $ref: '#/components/schemas/N32fReformattedReqMsg'
      responses:
        '200':
          description: OK (Successful forwarding of reformatted message over N32-f)
          content:
            application/json:
              schema:
                $ref: '#/components/schemas/N32fReformattedRspMsg'
          headers:
            Accept-Encoding:
              description: Accept-Encoding, described in IETF RFC 9110
              schema:
                type: string
            Content-Encoding:
              description: Content-Encoding, described in IETF RFC 9110
              schema:
                type: string
            3gpp-Sbi-Message-Priority:
              description: 3gpp-Sbi-Message-Priority, defined in 3GPP TS 29.500
              schema:
                type: string
        '400':
          $ref: 'TS29571_CommonData.yaml#/components/responses/400'
        '401':
          $ref: 'TS29571_CommonData.yaml#/components/responses/401'
        '403':
          description: Forbidden
          content:
            application/problem+json:
              schema:
                $ref: '#/components/schemas/ProblemDetailsMsgForwarding'
        '404':
          $ref: 'TS29571_CommonData.yaml#/components/responses/404'
        '411':
          $ref: 'TS29571_CommonData.yaml#/components/responses/411'
        '413':
          $ref: 'TS29571_CommonData.yaml#/components/responses/413'
        '415':
          $ref: 'TS29571_CommonData.yaml#/components/responses/415'
        '429':
          $ref: 'TS29571_CommonData.yaml#/components/responses/429'
        '500':
          $ref: 'TS29571_CommonData.yaml#/components/responses/500'
        '502':
          $ref: 'TS29571_CommonData.yaml#/components/responses/502'
        '503':
          $ref: 'TS29571_CommonData.yaml#/components/responses/503'
        default:
          description: Unexpected error

    options:
      summary: Discover communication options supported by next hop (IPX or SEPP)
      operationId: N32fProcessOptions
      tags:
        - N32-f Forward
      responses:
        '204':
          description: No Content
          headers:
            Accept-Encoding:
              description: Accept-Encoding, described in IETF RFC 9110
              schema:
                type: string
        '400':
          $ref: 'TS29571_CommonData.yaml#/components/responses/400'
        '401':
          $ref: 'TS29571_CommonData.yaml#/components/responses/401'
        '403':
          $ref: 'TS29571_CommonData.yaml#/components/responses/403'
        '404':
          $ref: 'TS29571_CommonData.yaml#/components/responses/404'
        '405':
          $ref: 'TS29571_CommonData.yaml#/components/responses/405'
        '429':
          $ref: 'TS29571_CommonData.yaml#/components/responses/429'
        '500':
          $ref: 'TS29571_CommonData.yaml#/components/responses/500'
        '501':
          $ref: 'TS29571_CommonData.yaml#/components/responses/501'
        '502':
          $ref: 'TS29571_CommonData.yaml#/components/responses/502'
        '503':
          $ref: 'TS29571_CommonData.yaml#/components/responses/503'
        default:
          $ref: 'TS29571_CommonData.yaml#/components/responses/default'

components:
  schemas:
    FlatJweJson:
      description: Contains the integrity protected reformatted block
      type: object
      required:
        - ciphertext
      properties:
        protected:
          type: string
        unprotected:
          type: object
        header:
          type: object
        encrypted_key:
          type: string
# The attribute name does not follow the naming conventions specified in 3GPP TS 29.501. The attribute name is kept though as defined in the current specification for backward compatibility reason.
        aad:
          type: string
        iv:
          type: string
        ciphertext:
          type: string
        tag:
          type: string

    FlatJwsJson:
      description: Contains the modification from IPXes on path
      type: object
      required:
        - payload
        - signature
      properties:
        payload:
          type: string
        protected:
          type: string
        header:
          type: object
        signature:
          type: string

    N32fReformattedReqMsg:
      description: Contains the reformatted HTTP/2 request message
      type: object
      required:
        - reformattedData
      properties:
        reformattedData:
          $ref: '#/components/schemas/FlatJweJson'
        modificationsBlock:
          type: array
          items:
            $ref: '#/components/schemas/FlatJwsJson'
          minItems: 1

    N32fReformattedRspMsg:
      description: Contains the reformatted HTTP/2 response message
      type: object
      required:
        - reformattedData
      properties:
        reformattedData:
          $ref: '#/components/schemas/FlatJweJson'
        modificationsBlock:
          type: array
          items:
            $ref: '#/components/schemas/FlatJwsJson'
          minItems: 1

    DataToIntegrityProtectAndCipherBlock:
      description: HTTP header to be encrypted or the value of a JSON attribute to be encrypted
      type: object
      required:
        - dataToEncrypt
      properties:
        dataToEncrypt:
          type: array
          items: {}
          minItems: 1
    DataToIntegrityProtectBlock:
      description: Data to be integrity protected
      type: object
      properties:
        metaData:
          $ref: '#/components/schemas/MetaData'
        requestLine:
          $ref: '#/components/schemas/RequestLine'
        statusLine:
          type: string
        headers:
          type: array
          items:
            $ref: '#/components/schemas/HttpHeader'
          minItems: 1
        payload:
          type: array
          items:
            $ref: '#/components/schemas/HttpPayload'
          minItems: 1
    RequestLine:
      description: Contains the request line of the HTTP API request being reformatted and forwarded over N32-f
      type: object
      required:
        - method
        - scheme
        - authority
        - path
        - protocolVersion
      properties:
        method:
          $ref: 'TS29573_N32_Handshake.yaml#/components/schemas/HttpMethod'
        scheme:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/UriScheme'
        authority:
          type: string
        path:
          type: string
        multipartPath:
          type: array
          items:
            $ref: '#/components/schemas/MultipartString'
        protocolVersion:
          type: string
        queryFragment:
          type: string
        multipartQueryFragment:
          type: array
          items:
            $ref: '#/components/schemas/MultipartString'
    HttpHeader:
      description: Contains the encoding of HTTP headers in the API request / response
      type: object
      required:
        - header
        - value
      properties:
        header:
          type: string
        value:
          $ref: '#/components/schemas/EncodedHttpHeaderValue'
    HttpPayload:
      description: Contains the encoding of JSON content in the API request / response
      type: object
      required:
        - iePath
        - ieValueLocation
        - value
      properties:
        iePath:
          type: string
        ieValueLocation:
          $ref: 'TS29573_N32_Handshake.yaml#/components/schemas/IeLocation'
        value:
          type: object
    MetaData:
      description: Contains the meta data information needed for replay protection
      type: object
      required:
        - n32fContextId
        - messageId
        - authorizedIpxId
      properties:
        n32fContextId:
          type: string
          pattern: '^[A-Fa-f0-9]{16}$'
        messageId:
          type: string
        authorizedIpxId:
          type: string
    Modifications:
      description: Information on inserting of the modifications entry
      type: object
      required:
        - identity
      properties:
        identity:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Fqdn'
        operations:
          type: array
          items:
            $ref: 'TS29571_CommonData.yaml#/components/schemas/PatchItem'
          minItems: 1
        tag:
          type: string
    IndexToEncryptedValue:
      description: Index to the encrypted value
      type: object
      required:
        - encBlockIndex
      properties:
        encBlockIndex:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Uinteger'
    EncodedHttpHeaderValue:
      description: HTTP header value or index to the HTTP header value
      oneOf:
        - type: string
        - $ref: '#/components/schemas/IndexToEncryptedValue'

    ProblemDetailsMsgForwarding:
      allOf:
        - $ref: 'TS29571_CommonData.yaml#/components/schemas/ProblemDetails'
        - $ref: '#/components/schemas/AdditionInfoMsgForwarding'

    AdditionInfoMsgForwarding:
      description: Problem Details extensions for N32-f message forwarding
      properties:
        suggestedStatusCode:
          type: integer
        suggestedProblemDetails:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/ProblemDetails'

    MultipartString:
      description: Part of the path or query parameter containing either a substring or pointing to an encrypted substring
      oneOf:
        - type: string
        - $ref: '#/components/schemas/IndexToEncryptedValue'
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* * * End of Changes * * * *
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