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* * * First Change * * * *
[bookmark: _Toc510696586][bookmark: _Toc35971378][bookmark: _Toc82676343][bookmark: _Toc155097821]5.1	Introduction
The UPF offers the following services via the Nupf interface:
-	Nupf_EventExposure Service
-	Nupf_GetPrivateUEIPaddrNupf_GetUEPrivateIPaddrAndIdentifiers Service
Table 5.1-1 summarizes the SBI services produced by the UPF:
Table 5.1-1: NF Services provided by UPF
	Service Name
	Description
	Example Consumers

	Nupf_EventExposure 
	This service exposes UPF related information to other NFs
	SMF, NWDAF, NEF, AF, TSCTSF, TSN AF, DCCF, MFAF

	Nupf_GetUEPrivateIPaddrAndIdentifiersNupf_GetPrivateUEIPaddr
	This service provides the private UE IP address information of a PDU session from the (NATed) public IP address and port number 
	NEF



Table 5.2-1 summarizes the corresponding APIs defined for this specification.
Table 5.2-1: API Descriptions
	Service Name
	Clause
	Description
	OpenAPI Specification File
	apiName
	Annex

	Nupf_EventExposure 
	6.1
	UPF Event Exposure Service 
	TS29564_Nupf_EventExposure.yaml
	nupf-ee
	A.2

	Nupf_GetUEPrivateIPaddrAndIdentifiersNupf_GetPrivateUEIPaddr
	6.2
	UPF Get Private UE IP address Service
	TS29564_Nupf_GetPrivateUEIPaddrNupf_GetUEPrivateIPaddrAndIdentifiers.yaml
	nupf-gueip
	A.3




* * * Next Change * * * *
[bookmark: _Toc155097843]5.3	Nupf_GetUEPrivateIPaddrAndIdentifiersNupf_GetPrivateUEIPaddr Service
[bookmark: _Toc155097844]5.3.1	Service Description
The Nupf_GetUEPrivateIPaddrAndIdentifiersNupf_GetPrivateUEIPaddr Service enables the UPF to provide the UE IP address information of a PDU session, e.g. to provide the (private) UE IP address when being queried with a NATed UE IP Address, to the NF service consumer, e.g. a NEF.
Table 5.3.1-1 lists the service operations that are supported by the Nupf_GetUEPrivateIPaddrAndIdentifiersNupf_GetPrivateUEIPaddr service.
Table 5.3.1-1: Service operations supported by the Nupf_GetUEPrivateIPaddrAndIdentifiersNupf_GetPrivateUEIPaddr service
	Service Operations
	Description
	Operation
Semantics
	Example Consumers

	Get
	Retrieve the UE IP address information of a PDU session, to get e.g., UE's private IP address and optionally the associated IP domain.
	Request / Response
	NEF



[bookmark: _Toc155097845]5.3.2	Service Operations
[bookmark: _Toc155097846]5.3.2.1	Introduction
See Table 5.3.1-1 for an overview of the service operations supported by the Nupf_GetUEPrivateIPaddrAndIdentifiersNupf_GetPrivateUEIPaddr service.
[bookmark: _Toc11338347][bookmark: _Toc27584950][bookmark: _Toc36456892][bookmark: _Toc45027770][bookmark: _Toc45028605][bookmark: _Toc67681359][bookmark: _Toc122086241][bookmark: _Toc155097847]5.3.2.2	Get
[bookmark: _Toc11338348][bookmark: _Toc27584951][bookmark: _Toc36456893][bookmark: _Toc45027771][bookmark: _Toc45028606][bookmark: _Toc67681360][bookmark: _Toc122086242][bookmark: _Toc155097848]5.3.2.2.1	General
The Get service operation is used in the following procedure:
-	AF specific UE ID retrieval as specified in clause 4.15.10 of 3GPP TS 23.502 [3]
This service operation is consumed by querying the "ue-ip-info" resource. The request is sent to the UPF hosting the IP address in the query.


Figure 5.3.2.2.1-1: Retrieval of UE IP Info for a PDU session
1.	The NF Service Consumer shall send an HTTP GET request to the resource URI of "ue-ip-info". The input filter criteria for the discovery request shall be included in query parameters, e.g. the UE (public) IP address and Port Number, and optionally DNN and S-NSSAI.
2a.	On success, "200 OK" shall be returned. The response body shall include a UeIpInfo object which contains relevant attributes matching the query parameters included in the request message.
2b.	On failure, one of the HTTP status code listed in Table 6.2.3.2.3.1-3 shall be returned. For a 4xx/5xx response, the message body may contain a ProblemDetails structure with the "cause" attribute set to one of the application errors listed in Table 6.2.3.2.3.1-3, where applicable.
On redirection, "307 Temporary Redirect" or "308 Permanent Redirect" shall be returned. A RedirectResponse IE may be included in the content of POST response.

* * * Next Change * * * *
[bookmark: _Toc155097912]6.2	Nupf_GetPrivateUEIPaddrNupf_GetUEPrivateIPaddrAndIdentifiers Service API
[bookmark: _Toc21954273][bookmark: _Toc25048053][bookmark: _Toc34143428][bookmark: _Toc34750898][bookmark: _Toc34751659][bookmark: _Toc35941007][bookmark: _Toc43283907][bookmark: _Toc49762902][bookmark: _Toc51925756][bookmark: _Toc51925857][bookmark: _Toc122098748][bookmark: _Toc155097913]6.2.1	Introduction
The Nupf_GetPrivateUEIPaddrNupf_GetUEPrivateIPaddrAndIdentifiers service shall use the Nupf_GetPrivateUEIPaddrNupf_GetUEPrivateIPaddrAndIdentifiers API.
The API URI of the Nupf_GetPrivateUEIPaddrNupf_GetUEPrivateIPaddrAndIdentifiers Service API shall be:
{apiRoot}/<apiName>/<apiVersion>
The request URI used in HTTP requests from the NF service consumer towards the NF service producer shall have the Resource URI structure defined in clause 4.4.1 of 3GPP TS 29.501 [5], i.e.:
{apiRoot}/<apiName>/<apiVersion>/<apiSpecificResourceUriPart>
with the following components:
-	The {apiRoot} shall be set as described in 3GPP TS 29.501 [5].
-	The <apiName> shall be "nupf_gueip".
-	The <apiVersion> shall be "v1".
-	The <apiSpecificResourceUriPart> shall be set as described in clause 5.3.

* * * Next Change * * * *
[bookmark: _Toc98500887][bookmark: _Toc104297806][bookmark: _Toc104300117][bookmark: _Toc122098074][bookmark: _Toc155097915]6.2.2.1	General
HTTP/2, IETF RFC 9113 [11], shall be used as specified in clause 5 of 3GPP TS 29.500 [4].
HTTP/2 shall be transported as specified in clause 5.3 of 3GPP TS 29.500 [4].
The OpenAPI [6] specification of HTTP messages and content bodies for the Nupf_GetPrivateUEIPaddrNupf_GetUEPrivateIPaddrAndIdentifiers API is contained in Annex A.
[bookmark: _Toc21954280][bookmark: _Toc25048061][bookmark: _Toc34143436][bookmark: _Toc34750906][bookmark: _Toc34751667][bookmark: _Toc35941015][bookmark: _Toc43283915][bookmark: _Toc49762910][bookmark: _Toc51925764][bookmark: _Toc51925865][bookmark: _Toc122098756][bookmark: _Toc155097920]* * * Next Change * * * *
[bookmark: _Toc21954281][bookmark: _Toc25048062][bookmark: _Toc34143437][bookmark: _Toc34750907][bookmark: _Toc34751668][bookmark: _Toc35941016][bookmark: _Toc43283916][bookmark: _Toc49762911][bookmark: _Toc51925765][bookmark: _Toc51925866][bookmark: _Toc122098757][bookmark: _Toc155097921]6.2.3.1	Overview


Figure 6.2.3.1-1: Resource URI structure of the Nupf_GetPrivateUEIPaddrNupf_GetUEPrivateIPaddrAndIdentifiers API
Table 6.2.3.1-1 provides an overview of the resources and applicable HTTP methods.
Table 6.2.3.1-1: Resources and methods overview
	Resource name
	Resource URI
	HTTP method or custom operation
	Description

	UE IP Address Info
	/ue-ip-info
	GET
	Nupf_GetPrivateUEIPaddrNupf_GetUEPrivateIPaddrAndIdentifiers_Get



* * * Next Change * * * *
[bookmark: _Toc21954324][bookmark: _Toc25048104][bookmark: _Toc34143471][bookmark: _Toc34750941][bookmark: _Toc34751702][bookmark: _Toc35941050][bookmark: _Toc43283950][bookmark: _Toc49762945][bookmark: _Toc51925799][bookmark: _Toc51925900][bookmark: _Toc122098791][bookmark: _Toc155097931]6.2.6.1	General
This clause specifies the application data model supported by the API.
Table 6.2.6.1-1 specifies the data types defined for the Nupf_GetPrivateUEIPaddrNupf_GetUEPrivateIPaddrAndIdentifiers service based interface protocol.
Table 6.2.6.1-1: Nupf_GetPrivateUEIPaddrNupf_GetUEPrivateIPaddrAndIdentifiers specific Data Types
	Data type
	Clause defined
	Description
	Applicability

	UeIpInfo
	6.1.6.2.2
	A UeIpInfo for a PDU session
	



Table 6.2.6.1-2 specifies data types re-used by the Nupf_GetPrivateUEIPaddrNupf_GetUEPrivateIPaddrAndIdentifiers service based interface protocol from other specifications, including a reference to their respective specifications and when needed, a short description of their use within the N<NF> service based interface.
Table 6.2.6.1-2: Nupf_GetPrivateUEIPaddrNupf_GetUEPrivateIPaddrAndIdentifiers re-used Data Types
	Data type
	Reference
	Comments
	Applicability

	Dnn
	3GPP TS 29.571 [16]
	DNN
	

	Snssai
	3GPP TS 29.571 [16]
	S-NSSAI
	

	Ipv4Addr
	3GPP TS 29.571 [16]
	IPv4 address
	

	Ipv6Prefix
	3GPP TS 29.571 [16]
	IPv6 address prefix
	

	Supi
	3GPP TS 29.571 [16]
	SUPI
	

	Gpsi
	3GPP TS 29.571 [16]
	GPSI
	



* * * Next Change * * * *

[bookmark: _Toc21954338][bookmark: _Toc25048124][bookmark: _Toc34143489][bookmark: _Toc34750959][bookmark: _Toc34751720][bookmark: _Toc35941068][bookmark: _Toc43283969][bookmark: _Toc49762964][bookmark: _Toc51925818][bookmark: _Toc51925919][bookmark: _Toc122098810][bookmark: _Toc155097937]6.2.7	Error Handling
[bookmark: _Toc21954339][bookmark: _Toc25048125][bookmark: _Toc34143490][bookmark: _Toc34750960][bookmark: _Toc34751721][bookmark: _Toc35941069][bookmark: _Toc43283970][bookmark: _Toc49762965][bookmark: _Toc51925819][bookmark: _Toc51925920][bookmark: _Toc122098811][bookmark: _Toc155097938]6.2.7.1	General
For the Nupf_GetPrivateUEIPaddrNupf_GetUEPrivateIPaddrAndIdentifiers API, HTTP error responses shall be supported as specified in clause 4.8 of 3GPP TS 29.501 [5]. Protocol errors and application errors specified in table 5.2.7.2-1 of 3GPP TS 29.500 [4] shall be supported for an HTTP method if the corresponding HTTP status codes are specified as mandatory for that HTTP method in table 5.2.7.1-1 of 3GPP TS 29.500 [4].
In addition, the requirements in the following clauses are applicable for the Nupf_GetPrivateUEIPaddrNupf_GetUEPrivateIPaddrAndIdentifiers API.
[bookmark: _Toc21954340][bookmark: _Toc25048126][bookmark: _Toc34143491][bookmark: _Toc34750961][bookmark: _Toc34751722][bookmark: _Toc35941070][bookmark: _Toc43283971][bookmark: _Toc49762966][bookmark: _Toc51925820][bookmark: _Toc51925921][bookmark: _Toc122098812][bookmark: _Toc155097939]6.2.7.2	Protocol Errors
No specific procedures for the Nupf_GetPrivateUEIPaddrNupf_GetUEPrivateIPaddrAndIdentifiers service are specified.
[bookmark: _Toc21954341][bookmark: _Toc25048127][bookmark: _Toc34143492][bookmark: _Toc34750962][bookmark: _Toc34751723][bookmark: _Toc35941071][bookmark: _Toc43283972][bookmark: _Toc49762967][bookmark: _Toc51925821][bookmark: _Toc51925922][bookmark: _Toc122098813][bookmark: _Toc155097940]6.2.7.3	Application Errors
The application errors defined for the Nupf_GetPrivateUEIPaddrNupf_GetUEPrivateIPaddrAndIdentifiers service are listed in Table 6.2.7.3-1.
Table 6.2.7.3-1: Application errors
	Application Error
	HTTP status code
	Description

	NO_UE_IP_INFO_FOUND
	404 Not Found
	There is no UE IP address matching the query parameters.



* * * Next Change * * * *

[bookmark: _Toc21954342][bookmark: _Toc25048128][bookmark: _Toc34143493][bookmark: _Toc34750963][bookmark: _Toc34751724][bookmark: _Toc35941072][bookmark: _Toc43283973][bookmark: _Toc49762968][bookmark: _Toc51925822][bookmark: _Toc51925923][bookmark: _Toc122098814][bookmark: _Toc155097941]6.2.8	Feature negotiation
The optional features in table 6.2.8-1 are defined for the Nupf_GetPrivateUEIPaddrNupf_GetUEPrivateIPaddrAndIdentifiers API. They shall be negotiated using the extensibility mechanism defined in clause 6.6 of 3GPP TS 29.500 [4].
Table 6.2.8-1: Supported Features
	Feature number
	Feature Name
	Description

	
	
	



* * * Next Change * * * *

[bookmark: _Toc21954343][bookmark: _Toc25048129][bookmark: _Toc34143494][bookmark: _Toc34750964][bookmark: _Toc34751725][bookmark: _Toc35941073][bookmark: _Toc43283974][bookmark: _Toc49762969][bookmark: _Toc51925823][bookmark: _Toc51925924][bookmark: _Toc122098815][bookmark: _Toc155097942]6.2.9	Security
As indicated in 3GPP TS 33.501 [8] and 3GPP TS 29.500 [4], the access to the Nupf_GetPrivateUEIPaddrNupf_GetUEPrivateIPaddrAndIdentifiers API may be authorized by means of the OAuth2 protocol (see IETF RFC 6749 [9]), based on local configuration, using the "Client Credentials" authorization grant, where the NRF (see 3GPP TS 29.510 [10]) plays the role of the authorization server.
If OAuth2 is used, an NF Service Consumer, prior to consuming services offered by the Nupf_GetPrivateUEIPaddrNupf_GetUEPrivateIPaddrAndIdentifiers API, shall obtain a "token" from the authorization server, by invoking the Access Token Request service, as described in 3GPP TS 29.510 [10], clause 5.4.2.2.
NOTE:	When multiple NRFs are deployed in a network, the NRF used as authorization server is the same NRF that the NF Service Consumer used for discovering the Nupf_GetPrivateUEIPaddrNupf_GetUEPrivateIPaddrAndIdentifiers service.
The Nupf_GetPrivateUEIPaddrNupf_GetUEPrivateIPaddrAndIdentifiers API defines a single scope "nupf_gueip" for the entire service, and it does not define any additional scopes at resource or operation level.

* * * Next Change * * * *
[bookmark: _Toc24937837][bookmark: _Toc33962657][bookmark: _Toc42883426][bookmark: _Toc49733294][bookmark: _Toc56690944][bookmark: _Toc122014594][bookmark: _Toc155097947]A.3	Nupf_GetPrivateUEIPaddrNupf_GetUEPrivateIPaddrAndIdentifiers API
openapi: 3.0.0

info:
  version: '1.0.0-alpha.3'
  title: 'UPF GET Private UE IP address Service'
  description: |
    Nupf_GetPrivateUEIPaddrNupf_GetUEPrivateIPaddrAndIdentifiers Service.  
    © 2023, 3GPP Organizational Partners (ARIB, ATIS, CCSA, ETSI, TSDSI, TTA, TTC).  
    All rights reserved.

externalDocs:
  description: 3GPP TS 29.564 V18.3.0; 5G System; 5G System; User Plane Function Services; Stage 3
  url: 'https://www.3gpp.org/ftp/Specs/archive/29_series/29.564/'

servers:
  - url: '{apiRoot}/nupf-gueip/v1'
    variables:
      apiRoot:
        default: https://example.com
        description: apiRoot as defined in clause 4.4 of 3GPP TS 29.501

security:
  - {}
  - oAuth2ClientCredentials:
      - nupf-gueip

paths:
  /ue-ip-info:
    get:
      summary: Search UeIpInfo for a PDU session from the UeIpInfo
      operationId: SearchUeIpInfo
      tags:
        - UE IP Info_Get 
      parameters:
        - name: snssai
          in: query
          description: Slice of the PDU session 
          schema:
            $ref: 'TS29571_CommonData.yaml#/components/schemas/Snssai'
        - name: dnn
          in: query
          description: Dnn of the PDU session
          schema:
            $ref: 'TS29571_CommonData.yaml#/components/schemas/Dnn'
        - name: ue-ipv4-address
          in: query
          description: IPv4 address of the UE
          schema:
            $ref: 'TS29571_CommonData.yaml#/components/schemas/Ipv4Addr'
        - name: ue-ipv6-prefix
          in: query
          description: IPv6 prefix of the UE
          schema:
            $ref: 'TS29571_CommonData.yaml#/components/schemas/Ipv6Prefix'
        - name: port-number
          in: query
          description: UDP or TCP port associated with the public address
          schema:
            type: integer
            minimum: 0
            maximum: 65535
      responses:
        '200':
          description: Successful response
          content:
            application/json:
              schema:
                $ref: '#/components/schemas/UeIpInfo'
        '307':
          description: Temporary Redirect
          content:
            application/json:
              schema:
                $ref: 'TS29571_CommonData.yaml#/components/schemas/RedirectResponse'
          headers:
            Location:
              description: The URI pointing to the resource located on the redirect target UPF
              schema:
                type: string
        '308':
          description: Permanent Redirect
          content:
            application/json:
              schema:
                $ref: 'TS29571_CommonData.yaml#/components/schemas/RedirectResponse'
          headers:
            Location:
              description: The URI pointing to the resource located on the redirect target UPF
              schema:
                type: string
        '400':
          $ref: 'TS29571_CommonData.yaml#/components/responses/400'
        '401':
          $ref: 'TS29571_CommonData.yaml#/components/responses/401'
        '403':
          $ref: 'TS29571_CommonData.yaml#/components/responses/403'
        '404':
          $ref: 'TS29571_CommonData.yaml#/components/responses/404'
        '406':
          $ref: 'TS29571_CommonData.yaml#/components/responses/406'
        '411':
          $ref: 'TS29571_CommonData.yaml#/components/responses/411'
        '413':
          $ref: 'TS29571_CommonData.yaml#/components/responses/413'
        '415':
          $ref: 'TS29571_CommonData.yaml#/components/responses/415'
        '429':
          $ref: 'TS29571_CommonData.yaml#/components/responses/429'
        '500':
          $ref: 'TS29571_CommonData.yaml#/components/responses/500'
        '501':
          $ref: 'TS29571_CommonData.yaml#/components/responses/501'
        '503':
          $ref: 'TS29571_CommonData.yaml#/components/responses/503'
        default:
          $ref: 'TS29571_CommonData.yaml#/components/responses/default'

components:
  securitySchemes:
    oAuth2ClientCredentials:
      type: oauth2
      flows:
        clientCredentials:
          tokenUrl: '{nrfApiRoot}/oauth2/token'
          scopes:
            nupf-gueip: Access to the Nupf_GetPrivateUEIPaddrNupf_GetUEPrivateIPaddrAndIdentifiers API

  schemas:
    UeIpInfo:
      description: a UE IP Address Info for a PDU session
      type: object
      properties:
        privateIpv4Address:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Ipv4Addr'
        ipDomain:
          type: string
        privateIpv6Prefix:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Ipv6Prefix'
        publicIpv4Address:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Ipv4Addr'
        publicIpv6Prefix:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Ipv6Prefix'
        portNumber:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Uint16'
        dnn:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Dnn'
        snssai:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Snssai'
        hplmnSnssai:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Snssai'
        supi:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Supi'
        gpsi:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Gpsi'

* * * End of Changes * * * *
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