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* * * First Change * * * *
[bookmark: _Toc85462077][bookmark: _Toc88667338][bookmark: _Toc153881909][bookmark: _Toc153881905][bookmark: _Toc85462078][bookmark: _Toc88667339][bookmark: _Toc153881910][bookmark: _Toc155105499][bookmark: _Toc155105676][bookmark: _Toc155124687]5.2.3.3.3	DNS Response MDT
A DNS Response Message Detection Template may include:
-	a list of FQDN ranges or a wildcard FQDN representing "any FQDN"; and/or
-	a list of EAS IP addresses ranges; and/or
-	the source IP address(es) of the DNS Server (applicable to V-SMF and V-EASDF only, for HR-SBO).
FQDNs shall be matched against the Domain Names in the Answers of DNS Response messages.
EAS IP addresses ranges shall be matched against the IP addresses returned in the Answers of DNS Response messages.

* * * Next Change * * * *
5.2.3.2.4	Processing of a One-Time DNS Rule applicable to a specific DNS message earlier buffered in the EASDF
The SMF may instruct the EASDF to apply certain actions (e.g. forward, drop or respond to a DNS message, or send another DNS Query message) to a specific DNS message, that has been earlier buffered in the EASDF and reported to the SMF, by creating a new DNS rule in the DNS context that includes:
-	the DNS message identifier uniquely identifying the DNS message within the DNS context, as reported earlier by the EASDF in the DNSContext Notify request; and
-	the requested actions to apply to the DNS message.
Such a DNS rule shall not contain any DNS Rule ID, precedence, MBT nor BD MDT.
Upon receipt of an DNSContext Update request that creates such a DNS rule, the EASDF shall apply the requested actions to the specific DNS message identified by the DNS message identifier and then delete the DNS Rule. If there is no buffered DNS message corresponding to the DNS message identifier received in the DNS rule, the EASDF shall reject the request with an error.
NOTE:	A DNS rule that includes a DNS message identifier is referred as a "One-Time" DNS rule throughout this specification since the DNS rule is applied only once for the indicated DNS message and the DNS rule is not further stored by the EASDF.

* * * Next Change * * * *
5.2.3.4	Actions applicable to DNS message
[bookmark: _Toc85462079][bookmark: _Toc88667340][bookmark: _Toc153881911]5.2.3.4.1	General
Each DNS rule shall be provisioned with the list of actions to apply to all DNS messages matching the DNS rule.
The SMF may request the EASDF to apply one or more of the following actions:
1)	REPORT DNS message content to the SMF.
	The SMF may further request the EASDF to send a report only once to the SMF, i.e. only when a first DNS message matches any MDT of the DNS rule. If so, the EASDF shall skip this action (i.e. report to SMF) for any subsequent DNS message matching the DNS rule.
	The SMF may further request the EASDF to reset the reporting-once indication, in which case the EASDF shall send (only) one more report at the next DNS message that matches the DNS rule.
2)	BUFFER DNS message.
3)	FORWARD DNS message.
The SMF may further request the EASDF to set the destination IP address of the DNS Query message to a specific DNS Server address. The DNS Server address may either be included in the DNS rule or in a Baseline DNS Action Information Template (BD AIT); in the latter case, the DNS rule shall refer to the corresponding BD AIT ID. If no DNS Server address is provided by the SMF, the EASDF shall forward the DNS message to a locally pre-configured DNS server/resolver.
The SMF may request the EASDF to build an EDNS Client Subnet (ECS) option to be included in the DNS Query message as defined in IETF RFC 7871 [18], or to be used for replacing the ECS option if an ECS option is received in the DNS Query message from the UE. The information for the EASDF to build the ECS option may either be included in the DNS rule or in a Baseline DNS Action Information Template (BD AIT); in the latter case, the DNS rule shall refer to the corresponding BD AIT ID.
When forwarding a DNS Query message, if the SMF did not request the EASDF to build an ECS option, the EASDF shall remove the ECS option received from the UE in the DNS Query, if any.
When forwarding a DNS Response message to the UE, based on configuration, the EASDF shall either remove any received ECS option or, if an ECS option was received in the DNS Query from the UE, replace it with the latter ECS option.
4)	DISCARD DNS message.
5)	RESPOND to DNS Query message.

If both the SMF and the EASDF support the CEASD feature (see clause 6.1.8), the SMF may instruct the EASDF to build a DNS Response message to a DNS Query message and to send it to the UE by setting the applyAction to the value "RESPOND", e.g. when a set of UEs shall use the same EAS (see clause 6.2.3.2.5 of 3GPP TS 23.548 [14]). When requesting so, the SMF shall indicate to the EASDF the EAS IP address(es) that the DNS response shall contain.
Upon receipt of such a request, the EASDF shall build a DNS Response message to the DNS Query message, that includes the EAS IP address(es) indicated by the SMF and send it to the UE.
6)	SEND ANOTHER DNS Query message.

The V-SMF may instruct the V-EASDF to send another DNS Query message to another DNS server, upon receiving a DNS Response message. If so, the V-EASDF shall drop the DNS Response message earlier received and send a new DNS Query message to the other DNS server, with the same FQDN as sent in the original DNS Query message. The behavior specified above for the "FORWARD DNS message" action shall also apply to the "SEND ANOTHER DNS QUERY" action, e.g. for the setting of the destination IP address of the new DNS Query message and the possible inclusion or removal of the ECS option. 

This action may be used by the V-SMF to request the V-EASDF to send another DNS Query message to the DNS server of the HPLMN, when the VPLMN Specific Offloading Information does not include FQDN ranges and the EAS IP address received from the DNS server used by the VPLMN is not part of the IP addresses ranges authorized in the VPLMN Offloading Information (see clause 6.7.2.3 of 3GPP TS 23.548 [14]). 
NOTE 1:	The V-SMF can instruct the V-EASDF to send another DNS Query message by provisioning a One-Time DNS rule (see clause 5.2.3.2.4) with the DNS message identifier of the DNS Response buffered and reported to the V-SMF, or alternatively by provisioning a (generic) DNS rule with a lower precedence for DNS Responses with any EAS IP address received from a DNS Server used by the VPLMN.  
NOTE 2:	The V-SMF can instruct the V-EASDF to forward the DNS Response message received from the DNS Server of the HPLMN to the UE, by provisioning a One-Time DNS rule (see clause 5.2.3.2.4) with the DNS message identifier of the DNS Response buffered and reported to the V-SMF, or alternatively by provisioning a (generic) DNS rule with an even lower precedence for DNS Responses with any EAS IP address received from any DNS Server.

The SMF may change the list of actions associated to a DNS rule (other than a One-Time DNS rule), e.g. to replace the actions to REPORT and BUFFER DNS Query messages to the SMF by the action to FORWARD the DNS messages. In such a case, any earlier buffered DNS message (matching the DNS rule) and any further incoming DNS message shall be processed according to the new instructions received from the SMF, e.g. they shall all be forwarded. The SMF may alternatively request the EASDF to apply certain actions to a specific DNS message by creating a One-Time DNS rule as defined in clause 5.2.3.2.4.

* * * Next Change * * * *
[bookmark: _Toc85462134][bookmark: _Toc88667395][bookmark: _Toc153881961][bookmark: _Toc85462137][bookmark: _Toc88667398][bookmark: _Toc153881964]6.1.6.2.6	Type: DnsRspMdt
Table 6.1.6.2.6-1: Definition of type DnsRspMdt
	Attribute name
	Data type
	P
	Cardinality
	Description
	Applicability

	mdtId
	string
	M
	1
	Identifier of the DNS Response message detection template, with a maximum of 32 characters.
	

	label
	string
	O
	0..1
	DNS Response MDT's label
(NOTE 1)
	

	fqdnPatternList
	array(FqdnPatternMatchingRule)
	O
	1..N
	List of FQDN patterns, where each FQDN pattern is described by a FQDN Pattern Matching Rule.

An FQDN value is considered part of the template if and only if the FQDN in the Queries field in the DNS Response message fully matches at least one FQDN pattern.
(NOTE 2)
	

	easIpv4AddrRanges
	array(Ipv4AddressRange)
	O
	1..N
	List of EAS IPv4 addresses ranges
	

	easIpv6PrefixRanges
	array(Ipv6PrefixRange)
	O
	1..N
	List of EAS IPv6 prefixes ranges
	

	dnsServerSrcAddrList
	array(IpAddr)
	O
	1..N
	List of DNS Server source IP addresses 
	HR-SBO

	NOTE 1:	This attribute may contain free information describing the scope of the DNS Response MDT. It may be used e.g. for trouble-shooting.
NOTE 2:	The list of FQDN patterns may encode some FQDN patterns with a string matching rule and others with a regular expression (when the FQDN patterns cannot be described by a string matching rule).



* * * Next Change * * * *
6.1.6.2.9	Type: Action
Table 6.1.6.2.9-1: Definition of type Action
	Attribute name
	Data type
	P
	Cardinality
	Description
	Applicability

	applyAction
	ApplyAction
	M
	1
	Action to apply to the DNS message
	

	fwdParas
	ForwardingParameters
	O
	0..1
	This IE may be present if the applyAction IE is set to " FORWARD" or "SEND_ANOTHER_DNS_QUERY".
When present, it shall contain forward instructions to apply to the DNS message before forwarding it.
	

	[bookmark: _PERM_MCCTEMPBM_CRPT70890002___7][bookmark: _PERM_MCCTEMPBM_CRPT96340008___7]reportingOnceInd
	boolean
	O
	0..1
	Reporting-once Indication
This IE may be present if the applyAction is set to "REPORT".
When present, it shall be set as follows:
- true: only one report shall be sent to the SMF, i.e. one report shall only be sent when a first DNS message matches any Message Detection Template of the DNS rule.
- false (default): a report shall be sent to the SMF for any DNS message matching any Message Detection Template of the DNS rule.
	

	[bookmark: _PERM_MCCTEMPBM_CRPT70890003___7][bookmark: _PERM_MCCTEMPBM_CRPT96340009___7]resetReportingOnceInd
	boolean
	O
	0..1
	Reset the Reporting-once Indication
This IE may be present in a request modifying a DNS rule, if the applyAction is set to "REPORT" and the reportingOnceInd is set to "true".

When present, it shall be set as follows:
- true: reset the Reporting-once Indication, i.e. send (only) one more report to the SMF when a next first DNS message matches any Message Detection Template of the DNS rule.
- false (default): do not reset the Reporting-once Indication
	

	respParas
	RespondParameters
	C
	0..1
	This IE shall be present if the applyAction IE is set to " RESPOND".
When present, it shall contain instructions to apply to build the DNS response message.
	CEASD



* * * Next Change * * * *
[bookmark: _Toc510696641][bookmark: _Toc35971436][bookmark: _Toc85462147][bookmark: _Toc88667412][bookmark: _Toc153881982][bookmark: _Toc155105666]6.1.6.3.3	Enumeration: ApplyAction
The enumeration ApplyAction represents an action to apply to the DNS packet. It shall comply with the provisions defined in table 6.1.6.3.3-1.
Table 6.1.6.3.3-1: Enumeration ApplyAction
	Enumeration value
	Description
	Applicability

	"BUFFER"
	Buffer the DNS Query or Response message
	

	"REPORT"
	Report the DNS Query or Response message content to the SMF
	

	"FORWARD"
	Forward the DNS Query or Response message, after applying the instructions indicated in the forwarding parameters if any
	

	"DISCARD"
	Discard DNS messages
	

	"RESPOND"
	Respond to a DNS Query message, i.e. build and send a DNS Response message to the UE, after applying the instructions indicated in the respond parameters.
	CEASD

	"SEND_ANOTHER_DNS_QUERY"
	Send another DNS Query message, after applying the instructions indicated in the forwarding parameters if any.
	HR-SBO



* * * Next Change * * * *
[bookmark: _Toc85462154][bookmark: _Toc88667419][bookmark: _Toc153881989]6.1.8	Feature negotiation
The optional features in table 6.1.8-1 are defined for the Neasdf_DNSContext API. They shall be negotiated using the extensibility mechanism defined in clause 6.6 of 3GPP TS 29.500 [4].
Table 6.1.8-1: Supported Features
	Feature number
	Feature Name
	M/O
	Description

	1
	CEASD
	O
	Support of Common EAS Discovery for a set of UEs
defined as part of EDGE Phase 2 in 3GPP Release 18.

An NF Service Consumer and EASDF which support this feature shall support DNS rules with an applyAction requesting the EASDF to respond to a DNS query with EAS IP addresses provided by the NF Service Consumer, i.e. with the ApplyAction value "RESPOND". See clauses 5.2.3.4.1 and 6.1.6.3.3.


	2
	HR-SBO
	O
	Support of EAS Discovery Procedure with V-EASDF for HR-SBO

An EASDF which supports this feature shall support behaving as a V-EASDF including support of: 
-	DNS context creation with an unspecified UE IP address and DNS context update with the UE IP address assigned by the H-PLMN; and
-	DNS context creation and handling with the H-PLMN ID of the H-PLMN of the HR PDU session; 
-	the new ApplyAction enumeration value "SEND_ANOTHER_DNS_QUERY" (see clause 5.2.3.4.1); and
-	Dns Response MDT including DNS Server Source IP Addresses.


	Feature number: The order number of the feature within the supportedFeatures attribute (starting with 1).
Feature: A short name that can be used to refer to the bit and to the feature.
M/O: Defines if the implementation of the feature is mandatory ("M") or optional ("O").
Description: A clear textual description of the feature.



* * * Next Change * * * *
[bookmark: _Toc85462205][bookmark: _Toc88667466][bookmark: _Toc153882027]A.2	Neasdf_DNSContext API
openapi: 3.0.0

[…]

    DnsRspMdt:
      description: DNS Response message detection template
      type: object
      properties:
        mdtId:
          type: string
        label:
          type: string
        fqdnPatternList:
          type: array
          items:
            $ref: 'TS29571_CommonData.yaml#/components/schemas/FqdnPatternMatchingRule'
          minItems: 1
        easIpv4AddrRanges:
          type: array
          items:
            $ref: '#/components/schemas/Ipv4AddressRange'
          minItems: 1
        easIpv6PrefixRanges:
          type: array
          items:
            $ref: '#/components/schemas/Ipv6PrefixRange'
          minItems: 1
        dnsServerSrcAddrList:
          type: array
          items:
            $ref: 'TS29571_CommonData.yaml#/components/schemas/IpAddr'
          minItems: 1
      required:
        - mdtId


[…]

#
# ENUMERATIONS
#

    ApplyAction:
      anyOf:
      - type: string
        enum:
          - BUFFER
          - REPORT
          - FORWARD
          - DISCARD
          - RESPOND
          - SEND_ANOTHER_DNS_QUERY
      - type: string
        description: >
          This string provides forward-compatibility with future
          extensions to the enumeration but is not used to encode
          content defined in the present version of this API.
      description: >
        Action to apply to the DNS packet

* * * End of Changes * * * *

